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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. Give short answers for the following questions:
I. What is Computer Forensics?
Computer forensic is an important part of investigations to detect fraud. The U. S. department of justice defines it as "the use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events.”
The several techniques and methods could help to find irregular bookings, suspicious e-mails, involved people and so on. These kind of information are helpful to reconstruct financial crime. 

II. Why computer forensic engagements are carried out?
Computer forensic is an unavoidable modern method to detect fraud. Especially in financial crimes these methods have a high significance because financial crimes are complex. During an investigation a lot of data must be analyzed and evaluate that isn't possible without the help of data analytic tools. In the past only blue and white collar crime exists. With developing of computer and internet also financial crime changes, e. g. stealing of bank coordinates during online banking or credit card numbers during online shopping. For that it is necessary to adjust the determination methods.

III. Name some sources from which data can be retrieved.
The sources from which data can be retrieved could be as follows:
· company’s general ledger
· sales database
· suppliers database
· payment files
· payroll files
· time and expense systems
· user files or rights
· network drives
· web logs
· building access logs

IV. Explain the characteristics of computer forensic analysis.
The main characteristics of computer forensic analysis is that is systematically and structured. Other characteristics are as follows:
· Ability to apply sound and replicable methodologies. The outcomes will be better because normally there is more experience with the usage of that kind of methodologies.
· Using practices that have been able to withstand challenges in the past so the practices have already been demonstrated that the analysis are effective and usable. 
· Using software that is acceptable in the forensic profession. There is standard software to e. g. analyzing figures. With using of that kind of software it is guaranteed that results are comparable and sound.
· Ability to apply methods that yield reproducible results. That means that everybody who works with the same tools and methodologies will come to the same results and conclusions. 
· Documenting everything comprehensively. Because the results could be present to the court, organization and so on there must be a proper documentation from the results of a computer forensic analysis.

V. What are the benefits of data analysis.
The advantages are as follows:
· Reduction, and even elimination, of sampling risk.
· Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time, analyzing fluctuating trends, and
· identifying false positives and potential risk factors.
· Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
· Testing internal controls and organizational policies for their efficacy in identifying weaknesses.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants.


2. What are the legal factors that should be considered before starting computer forensic engagement?
Legal factors are an important point before starting computer forensic engagement. Especially the data security is in a lot of countries a big issue. This factors has to be clarified in advance. Some of the legal factors that should be considered are as follows:
· Is there a subpoena that allows collection of data?
· Is counsel available to the engagement team under privilege?
· Does the expert have the necessary qualifications and licenses to provide sound advice? In other words, is the forensic accountant able to withstand challenges?
· According to state law, is it necessary for data to be collected and analyzed only by a licensed private investigator?
· In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?
· Does the forensic accountant or client have legal authority to gather the data?
· Does the team know to whom the data belong, and are there any privacy concerns?
· Is the scope of the examination limited to relevant data?
· Does the team expect to find data, such as those related to national security issues or child
· pornography, on the devices that would need to be reported to law enforcement authorities?

3. What tools are used by forensic accounts for data analysis?
There are a several tools that could be use for data analysis.
The first category are the basic productivity software in most instances it is Microsoft Office software like Excel or Access. For the usage of that software it is necessary to have intermediate or advanced computer skills. For these kind of software are several add-ons available. The programs are easy to handle and user friendly. Possible programs are ActiveData or TopCaats. 
The next tools are specially developed for data analysis like IDEA or ACL. The tools has numerous options to analyze and evaluate different type of data. Also mass data analysis are possible. 
Specialty software like WizSoft, SAS, SPSS or Qualys supports in complex analysis or special investigative purposes, e. g. data mining, security and access.

4. What is a chain of custody form? and what type of information does it contain?
The chain of custody is a part of the planning and is necessary for the documentation. With the chain of custody form it is possible to track all relevant information during the investigation. Without any form the data analysis it is possible that a court doesn't accept the data analysis because of the poor comprehensibility. In the chain of custody form the following information should be included:
· Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device.
· The exact physical location of each device including the address and room number.
· Every device’s condition, description, make, model number and serial number.
· The date and time at which each device was collected
· Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. It is important to avoid any damage to the device. 
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