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	Assessment 12: Working in a Forensic Team

1. Give short answers to the following questions: 
I. What does internal auditor do? 
An internal auditor deals with both backward and forward audit for an organization whose job is to add value by giving remedial recommendations and providing independent assessments of internal controls, bank activities, and information systems and works as a part to prevent and detect fraudulent activities as well as other misconducts. The following details demonstrate the work of an internal auditor: 
a. Get to know the business: Review financial results, documentation process and other inherent risk activities. 
b. Conduct interviews and researches: 
	-Identify the business stakeholders, current and anticipated business changes,
	-Understand the financial/ transaction significance trends and current control environment: resource, memos, guidelines, policies, procedures, systems and working environment. 
c. Assess control environment: 
	-Conduct proactive fraud audits and investigations.
	-Communicate results of fraud audits.
	-Provide support for remediation efforts
	-Establish risks due to strategy, physical environment, information technology, financial crime, fraud, financial exposure and customers. 
d. Define internal audit chapter and internal audit plan: 
	-Outline responsibilities, goals, objectives, approaches, methodologies and audit universe
	-Document risk-based priorities and resource requirements. 
e. Execute internal audit plan: Conduct audit fieldwork with the auditees 
	-Kickoff meeting
	-Activities within agreed scope
	-Work on time and on budget
	-Issue identification and validation
	-Issue tracking 
	-Audit progress and issue updates for auditees
f. Conclude audit, establish remedial action plans and issue report: 
	-Close meeting / exit conference
	-Action planning
	-Draft report
	-Reviews
	-Distribution of final report
	-Issue a management progressive report 
	-Audit performance review
	-Audit certification & follow up

II. How do forensic accountants work with external auditors? 
In order to strengthen good rapport between forensic accountants and external auditors, it has to be well-established and understandable about the investigation objectives and both parties must facilitate each other well. Moreover, the forensic accountants need to work with the external auditors due to the following reasons: 
-It is absolutely wise to cooperate with the external auditors in order to get the company background information and potential working environment because they have a good past experience with the company due to their previous audit as a trusted adviser with standardized external report. For example, the forensic accounting investigators are on site working regarding the case of cash theft in one company, good and effective communication with the external auditors might generate workable clues and guidance related to the involved parties, fraud scenarios and other potential schemes which are very helpful for further investigations. 
-In fact, the external auditors are likely to be more knowledgeable than the forensic accounting investigators toward the company’s business processes, risk areas, policies, procedures, cultural contexts, documentation, IT systems…etc, those are the intrinsic issues which could help the forensic accounting investigators commence a remarkable investigation. For instance, the forensic accounting investigators do not have to waste time gathering those basic information from the company while they could work with the external auditors by enquiring and interviewing to seek for those targeted areas which related to the case objectives; furthermore, the external auditors are happy to offer those information as well. 
-Finally, to have a better understanding of company’s culture and personnel, the forensic accounting investigators will need to access to the external auditors’ working papers and their staff along with a proper access letter because those documents deem confidential so require great custody from the involved parties. 

III. What are the objectives of internal auditors in forensic investigations? 
Unlike normal annual audit plans, the internal auditors typically have more designated objectives when conducting forensic investigations which required thorough drafts and detailed perspectives as in the following:  
· To define the fact nature of the investigative case: There must have a clear objective and main purpose in investigating within a precise procedures in order to attain the targeted objective. 
· To evaluate the impact of fraudulent activities: After analyzing the information, the next objective of the forensic investigation is the evaluation of the impact of the misconducts. 
· To identify the possible colludes of the fraudsters: The internal auditors also aim to detect any involved people likely to collude with the suspects since every case are most planned by more than a single person. 
· To complete and pursue the audit plan within a timely manner: The forensic investigation must be done within the arranged timing; for example, there has been a system down for three days without any reasons, it has to challenge with the time of detecting the root cause and recover the problem, so the internal auditors must not consume much time to handle this task because it will cost more and more as of the risk exposure. 
· To collect admissible evidence and get the fraudster confessed without any challenging which will affect the auditors’ reputation or losing face: Being the internal auditors, keeping face/ reputation is the most important thing of this career. Every step of the investigation process must be done within a great custody and effort in order determine the suspect and gather sufficient and adequate evidence for challenging with the suspects, and without being this it might compromise the auditors’ images. 
· To build a good working environment/ cooperation with the management: For the forensic investigation, the internal auditors must maintain or establish a good rapport with the all key related parties and especially management. However, if there the environment is difficult in dealing with those management, the internal auditors must maintain good communication methods in order for them of facilitate the auditing processes. 

IV. What is the role of forensic accounting investigators when working in a forensic team? 
Since the forensic accounting investigation always involves in applying the accounting, auditing, and investigative skills to assist in legal matters; moreover, in order for forensic accountants to be able to identify fraud indicators, they must be trained in the areas of investigation, detection, and various specialized auditing techniques as detailed in the following: 
· Formulate, conserve, and circulate a working-group list: It is to arrange and divide the team who will handle what tasks and sort out the task priority for the whole group. 
· Establish and collaborate timetables to the investigative team, and tracking the investigation’s progress: The planning and schedule is a must for the role of forensic accounting investigators in order to evaluate the work performance and compare with the schedule. 
· Assemble, acquiesce, and track various documents as well as personnel access requests made by the investigating team; moreover, it has to organize client or team meetings and their agendas within a timely manner and complied with the accepted standard. 
· Prepare the final report for related management and parties to get them reviewed and commented then follow up the management progressive report. 

2. How do forensic accounting investigators work with lawyers?
It is required the forensic accounting investigators to work with lawyers because it aims the forensic investigation processes and evidence admissible for the court proceedings; furthermore, working with lawyers will give more benefits for the investigation case such as the warrant and maintain the privilege of the investigation, an outstanding skills in gathering evidence. Specifically, some considerable factors are significant for the forensic accounting investigators to understanding while working with lawyers such as roles/ responsibilities, expected investigation timing, goal and objectives, approaches and methodologies, potential matters relevant to the investigation, key related legal aspects, potential source of information and examination, and those limitations regarding any involved parties. 

However, lawyer services are really necessary in forensic investigations and they are urged to lead the team in order to achieve the designated goals and objectives and to ensure that the investigations are conducted under the direction of a law firm; for instance, there is a case that a group of tellers in a bank colluded to embezzle the cash by creating a fraud scene, after realizing the loss of cash the Branch Manager consulted with the Internal Audit Department and it was advised to hire the forensic service to conduct the investigation as to define the fact nature. Nevertheless, the group of tellers had had lawyers gathered evidence aiming to accuse the BM as the fraudster, alternatively. Thus, it is really significant to have lawyers leading the team of the forensic investigators. 

Moreover, both team should follow the below ideas in order to work together smoothly and avoid any matters arising: 
· During the investigation processes, it requires a proper information and communication method in term of discussing those arguments and/or disagreements from both sides while the matter must be addressed immediately in order to be on the same page. 
· There should have knowledge and well-understood the rules regarding documentation, reporting, and expectations of other parties in order to minimize confusion, duplication and lapses in the investigation process. For example, it has discovered an important evidence of cash embezzlement from the collusion, so the forensic investigators have retained the documents following the chain of custody; however, the lawyers have revealed this information to the suspect then the suspect has made another scheme in order to turn down the accuse from the forensic investigators. Actually, the lawyers did not tend to reveal, but they do not understand the process of documentation of the evidence and reporting; therefore, this case occurred unintentionally due to lack of knowledge.                                 
· One more important factor is the demonstration of respects to each other rather than being boastful toward the existing knowledge and skills being utilized in the investigation. 
· Building up a strong and comfortable working environment by understanding each other side well will inspire the teams to achieve the work. 
· There must be a remedy to manage the high-pressure environment of the investigation and acknowledging the possibility of external scrutiny. The source of information is the initiative asset for the investigation and if there are more and confusing sources, there must be a procedure to undertake it and both parties should be willing to handle this with a great motivation.  

3. What is the importance of privacy in forensic investigations? And which measures could be taken to achieve this?	
The importance of privacy in forensic investigations necessity to have control over the extent, timing, and circumstances of sharing the investigative processes with others. Actually, the forensic investigations must be done within the custody of privacy and/or confidentiality of acquired information so not disclose or leak any such to media, competitors and/or third parties without proper and specific authority, unless there is a legal or professional right or duty to disclose, nor use the information for their personal advantage or the advantage of third parties. Moreover, maintaining privacy helps protect participants from any potential harms including psychological such as embarrassment or distress, social such as loss of employment or damage to one‘s financial standing, and criminal or civil liability.

In order to achieve the privacy in forensic investigations, there are some practically adoptive measures could be taken, as illustrated in the following: 
· Restrict the numbers of involved parties, but it is also required to disclose the information and the investigation processes to those related regulators; 
· Contact a legal counsel for the advice over the confidentiality and laws that would dictate disclosure to authorities and there must follow basic principles of confidentiality of all times;
· The data must be protected with access control and regular data backup; 
· All confidential documents should be stored in locked file cabinets or rooms accessible only to those who have a business “need-to-know.”
· All related personnel should refrain from leaving confidential information visible on their computer monitors when they leave their work stations and they should be marked as “confidential.”
· Consider using locking security cables and privacy viewing screens for laptops;
· There must be created a document file archive and it must be subject to laws governing records retention in the purpose to maintain the security of the documents as well as conformed to the required regulations; 
· Establish a confidentiality policy and requires all related parties to follow strictly; 
· All confidential information should be disposed of properly and there should refrain from discussing confidential information in public places.
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