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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	Assessment 6.

I. The legal-dictionary describes "best evidence' thus:
An original document or object offered as proof of a fact in a lawsuit as opposed to a photocopy of, or other substitute for, the item or the testimony of a witness describing it.
Best evidence, also known as primary evidence, usually denotes an original writing, which is considered the most reliable proof of its existence and its contents. If it is available to, and obtainable by, a party, it must be offered intoevidence at a trial. Best evidence is distinguishable from secondary evidence, a reproduction of an original or testimony establishing its existence, which will be admissible as proof only if the best evidence cannot be obtained, andensuring no fault of the party seeking to present it.

The principle that the best available evidence must be presented as proof in a lawsuit

 is embodied in the best-evidence rule.

II. Because of the large amounts of documentation and the investigators reliance on them, it is crucial that documents are organised correctly. The possibility of information overload and the chance of loss or destruction make it extremely important to have an efficient and workable organisation documentation and storage system from the outset of any investigation.

III. Devices which could help when collecting evidence are, amongst others:

· Cloud based computing applications.

· Computers and their networks, mobile phones, PDA, GPS.
· Computer storage devices, USB's.
· Mobile , wireless and cordless phones.

· Paging devices.

· Printers, scanners, copiers, ID card printers.

· Security systems, digital cameras, smart cards.

· Answering machines and Caller ID devices

IV. The points to be considered are:

· What type of evidence will be required?

· Over what time period will the investigation concentrate?

· What documents will be required for the investigation?

· Who will be responsible for the retaining the records required for the investigation?

· Which documents should be retained, and for how long?

· Where is the evidence required?

· Have any systems changed recently?

· Have any documents been outsourced?

V. Proper working papers demonstrate professionalism and document the work that was done from the preliminary stages of an investigation through the final report. Working papers also show whether due professional care was exercised and illustrate compliance with professional standards. Careful documentation of work performed is necessary to support the findings, recommendations, and opinions contained in the report. The information they should contain includes:

· Accounting records and other documents.

· Public record searches.

· Electronic computer files

· Photos, preferably with a date stamp.

· Chain of custody documentation.

· Interview notes and recordings.

· Third party information.

· Court pleadings and deposition transcripts.

VI. The main steps involved in the evidence gathering process (Digital4nzics 2015) are:

·  Identify available sources and different types of potential evidence.

·  Determine the evidence collection requirement.

·  Establish a capability for securely gathering legally admissible evidence to meet the requirement. 

·  Establish a policy for secure storage and handling of potential evidence. 

·  Ensure monitoring is targeted to detect and deter major incidents. 

· Specify circumstances when escalation to a full formal investigation (which may use the digital evidence) should be launched.

· Train staff in incident awareness, so that all those involved understand their role in the digital evidence process and the legal sensitivities of evidence. 

· Ensure legal review to facilitate action in response to the incident.

VII. According to Silverstone & Sheetz (2006) there are documents from the:

· Victims.

· Third parties.

· The suspect.

The documents from the victim are:

· Signed statements.

· Transactional paperwork.

· Intranet sources

· Email

Documents from third parties include:

· Documentation from Banks.

· Documentation from Accountants.

· Information from business and government organisations.

· Documentation from Lawyers

· Information from personal contacts.

Documents from the suspect may be difficult to access. Sometimes the suspect may willingly provide documents in the belief they have nothing to hide. If the suspect is unwilling to provide any documentation, it may prove difficult to obtain such information. In many cases, court jurisdiction is determined only after the suspect becomes the defendant, and then the civil process can be invoked.

2.  The various types of evidence are:


 Direct evidence, as the name implies, is evidence that tends to prove a fact 
directly – for example, a statement from an eyewitness or the cancelled check 
used for a bribe payment or a confession by the subject. Direct evidence is 
usually considered to be the strongest method of proof, but circumstantial 
evidence – evidence that tends to prove a fact indirectly, or by inference from 
other facts – also can be quite persuasive if presented correctly. 
(Guide.iacrc.org,. 2015)


Circumstantial evidence, is evidence that relies on an inference to connect it 
to a conclusion of fact—like a fingerprint at the scene of a crime. On its own, 
circumstantial evidence allows for more than one explanation. Different pieces 
of circumstantial evidence may be required, so that each corroborates the 
conclusions drawn from the others. Together, they may more strongly support 
one particular inference over another. An explanation involving circumstantial 
evidence becomes more likely once alternative explanations have been ruled 
out.


Circumstantial evidence allows a trier of fact to infer that a fact exists. In 
criminal law, the inference is made by the trier of fact in order to support the 
truth of an assertion (of guilt or absence of guilt).


Witness statements , a witness usually may testify only to facts based on his 
or her direct, personal knowledge, and not on his or her speculation or 
opinion, or information received from a third party, commonly referred to as “
hearsay,”


Documentary evidence, usually is considered to be more reliable and 
persuasive than witness statements, but, as with direct and circumstantial 
evidence, a combination of the two, with one corroborating the other, is usually 
the most powerful.


Electronic evidence and data,  Care should be taken when collecting electronic 
data not to not alter it in any way, or to collect it in a way that would allow 
the 
subject to assert that it was altered or corrupted. Also ensure that the data 
came from the most reliable source, not secondary sources that increase the 
risk that the data could contain programming or other errors.


Emails, information from hard drives and other electronic evidence should be 
authenticated using the standard methods discussed above, for example, a 
statement from a witness with direct personal knowledge that the electronic 
evidence contained in the report is the same as that created by the subject; this 
can be the person who collected, created, received or stored it.


Demonstrative evidence (photos, charts, graphs, etc.)


Real or physical. Physical evidence, tangible objects of property such as 
weapons or  sample construction materials from a job site, should be 
“authenticated” by identifying when and where they were obtained and creating 
a chain of custody for the materials to ensure that they can be matched to the 
source. Test results should be authenticated by the person who conducted 
them as having been done fairly and objectively, according to the appropriate 
standards.

3. The difference between financial crimes and nonfinancial crimes is the 
composition of the evidence, Silverstone & Sheetz (2006). Prosecutors often 
use real evidence such as fingerprints and tool-mark comparisons to prove 
crimes such as murder and burglary. Sometimes, documentary evidence like 
pawn receipts and photographs become important in these cases, but     generally 
they are non-document-based cases. Conversely, financial crimes are very 
document heavy. Investigators are faced with massive amounts of evidence, in 
the form of documents, receipts, papers, etc. The common amount of 
documentary evidence produced for a financial crime is considered an 
enormous amount for a non-financial crime.
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