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1. (i) What is Computer Forensics?
Computer forensics is the application of investigation and analysis technique to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law. 

[bookmark: _GoBack](ii) Why computer forensic engagements are carried out?
Computer forensic engagements are carried out for the following purposes:
· Fraud prevention and detection control assessments
· Investigations and consultations involving bankruptcy
· Advisory assistance for disputes such as family law
· Valuation assistance
· Non-testifying privileged
· Consulting and damages calculation and expert services

(iii) Name some sources from which data can be retrieved.
Forensic data might reside in any device that is used for data storage such as:
all the equipment where forensic data might be found:
· Laptop computers
· Removable disks
· PCs and workstation printers
· Fax machines
· Thumb-drives
· IP telephones
· Tapes
· Personal digital assistants
· CDs and DVDs
· Cell phones
· E-mail – server or remotely stored
· Scanners
· Copiers
· Recycle bin

(iv) Explain the characteristics of computer forensic analysis.
 Computer forensics is an important part of a fraud investigation as it determines the key players involved in the fraud, the information possessed by those players, the time when they acquired that information and the documents to which those involved in the fraud had access.

(v) What are the benefits of data analysis?
Benefits of using data analysis include:
i. Reduction and even elimination of sampling risk.
ii. Comparing relevant data from different sources and systems.
iii. Monitoring relevant data trends over periods of time, analyzing fluctuating trends, and potential risk factors.
iv. Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
v. Testing internal controls and organizational policies for their efficacy in identifying weaknesses.
vi. Identifying trends that are unknown to company personnel, consultants and forensic accountants.

2. What are the legal factors that should be considered before starting computer forensic engagement? 
Some of the legal factor to be considered before starting a computer forensic engagement are:
i. Is there a summons that allows collection of data?
ii. Is counsel available to the engagement team under privilege?
iii. Does the expert have the necessary qualifications and licenses to provide sound advice? 
iv. According to state law is it necessary for data to be collected and analyzed only by a licensed private investigator?
v. In cases where data are being collected internationally is the engagement team aware of laws pertaining to international privacy?
vi. Does the forensic accountant or client have legal authority to gather the data?
vii. Does the team know to whom the data belong and are there any privacy concerns?

(3) What tools are used by forensic accounts for data analysis?
They are several tools that are used by forensic accounts for data analysis such as:
i. Basic productivity software  example excel and  access
ii.  Office Add-on Data analysis Software example Active Data and Top Caats.  Such software enables users who are beginners in data analysis to experiment without incurring high training or implementation expenses.
iii. Data Analysis Software example IDEA and ACL they are comprehensive data analysis programmes that support various investigative activities, such joining and matching data.
iv. Specialty Software example Wiz Soft and SAS they are used to facilitate advanced data analysis or special investigation.

(4) What is a chain of custody form and what type of information does it contain?
Chain of custody form is a paper trail showing seizure, custody, control, transfer, analysis and disposition of physical and electronic evidence.
Type of information documented on a chain of custody form are:
i. Name and signature of the person who is providing and collecting the device.
ii. The exact physical location of each device including the address and room number.
iii. Every device’s condition, description, make, model number and serial number.
iv. The date and time at which each device was collected
v. Markings on the device including a case, project number, item number, and the initials of the person who has marked the device. 
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