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	Assessment 6                                                         Total Marks: 30
1. Give brief answers for the followings:                                                                    (18)
I. What is meant by the term ‘best evidence’?
The best evidence rule deals with written documents proffered as evidence. The rule requires that the original, if available, and not a copy thereof, be presented at a trial. If the original was destroyed or is in the hands of an opposite party and not subject to legal process by search warrant or subpoena, an authenticated copy may be substituted. Business records and documents kept in the ordinary course of business may be presented as evidence too, even if the person who made the entries or prepared the documents is unavailable. 
In any individual fraud case, the most effectual evidence could come from different sources. It could be the best evidence comes from an interview, or paper documents, or digital information. The latter is becoming more common place in frauds, including information in e-mails, notes made in computer files, electronic files the fraudster erased, and many other sources, especially those of a personal nature.
Very important  aspect of fraud investigation  is cyber forensics. Most often, that comes from interview information or audit trail documents and/or data. But it could be that the best evidence is digital, embedded in technology. It may be difficult to impossible to know whether that is true unless the response activities include an SME’s evaluation of that potential evidence. 
The system of sales, receipts, and receivables constitutes the revenue cycle of any company. The primary documents are the sales invoice (evidence of the sale to the customer) and the deposit slip (evidence of the customer’s payment to the company). The best evidence of payment is a customer’s cancelled check. With the advent of electronic check clearing checks are truncated at some point of the banking system and not physically returned to the payer.
At the trial, however, the original document—if still available—is the best evidence and must be presented. The best evidence in this context means primary evidence, not secondary; original as distinguished from substitutionary.

II. Why it is important to keep the collected evidence in well organized manner?
The ultimate value of the conclusions drawn from the investigation depends on the credibility of evidence; therefore, it is important that evidence is gathered, preserved and stored in a proper manner.
Protecting the integrity of evidence collected is vital in law enforcement and crucial for the case, and because of that the investigators must store and use the evidence carefully.  If the integrity of the evidence is in doubt, its use in legal proceedings could be compromised , possibly allowing a guilty person to escape prosecution. Evidence is admissible in court only if the rules have been followed. The accused have procedural rights, giving them protection from evidence tampering to manipulate the outcome of an investigation or trial. It is important that anyone who handles evidence during an investigation know and follow the rules concerning the admissibility of evidence. It is important to assign unique numbers to individual items for the purposes of identification and organization.
Specific procedures must be followed for obtaining physical evidence. The investigator must first inform the suspect of his or her rights. Most legal systems give suspects the right not to incriminate themselves. They are therefore not required to provide to the investigators information or evidence that could be used against them. If a suspect voluntarily provides requested documents or information even though not required to do so, the investigators are required to make sure that the suspect signs a statement waiving this right. The requirement ensures that suspects understand their rights and cannot later claim to have been deprived of them.
The documents gathered must usually be identified to safeguard their integrity. In most systems an official receipt is issued to the owner of the documents. That person may also have the right to keep a copy of the seized papers.
Proper procedures for handling and storing evidence can help ensure that it is not tampered with or lost. The following is an example of procedures used to protect evidence:
(i) Identify evidence as soon as it is seized. Each piece of evidence is given a specific reference number and described. Also to be noted is the date and time when each piece was seized. A receipt is given to the person who provided the evidence and a copy is kept on file;
(ii) Seal original documents and other evidence in boxes or containers, and use only photocopies for the investigation.
(iii) Keep an inventory of the evidence. The inventory lists the reference number of each piece, the number of the box in which it is locked and the location where the box is stored. Evidence should be stored in a fireproof location with limited and controlled access.
(iv) Keep written records of the handling and movement of evidence, and of the persons who have had access to it. A control sheet should be attached to each piece of evidence, and any activity should be recorded by the person in charge of the location where the evidence is stored. The control sheet should show the date and time when material was removed, the name of the person taking the material, and the reason for the removal. The record must be signed by the person in charge of the storage room and the person taking the material.
(v)Keep records on the handling of evidence separate from the complaint file.
(vi)Return evidence to the owners at the end of the process. The owners sign a receipt certifying what was returned. They are given a copy of the receipt and the original is kept on file.


III. List the devices which could help when collecting evidence.
In today’s world, much of the information pertinent to an investigation may be stored electronically. 
The following devices often contain relevant data: Personal computers, telephones, PDAs devices, Servers, Answering machines, Digital cameras, Facsimile machines, Printers ,  Scanners , Copiers ,  Compact disc duplicators , GPS,  Security systems , Electronic gaming devices , Storage media.

IV. Which points should be considered when planning for the evidence gathering process?
Using the theory, the forensic accountant develops a plan to gather sufficient and competent evidence (i.e., forensic evidence). Creation of a written plan for the collection of documents is frequently an excellent tool for focusing the efforts of the investigation team on material most likely to be relevant. At the end of the investigation, this plan will serve to show that the scope of investigation in terms of documents sought was appropriate for the issue at hand. This methodical approach also helps avoid the scorched-earth approach that results in accumulation of excessively broad collections of records or of different types of records at different locations from different witnesses. In some circumstances the forensic accounting investigator may legitimately take this approach but should consider a more focused approach at the outset.
The following steps describe the key activities in forensic readiness planning:
1. Define the business scenarios that require digital evidence;
2. Identify available sources and different types of potential evidence;
3. Determine the evidence collection requirement;
4. Establish a capability for securely gathering legally admissible evidence to meet the requirement;
5. Establish a policy for secure storage and handling of potential evidence;
6. Ensure monitoring is targeted to detect and deter major incidents;
Brief description of each of the steps:

1. Define the business scenarios that require evidence
The first step is to define the purpose of an evidence collection capability. The rationale is to look at the risk and potential impact on the business from the various types of crimes and disputes. What is the threat to the business and what parts are vulnerable? This is, in effect, a risk assessment, and is performed at the business level. The aim is to understand the business scenarios where evidence may be required and may benefit the organisation the event that it is required. 
2. Identify available sources and different types of potential evidence
The second step in forensic planning is for an organisation to know what sources of potential evidence are present on, or could be generated by, their systems and to determine what currently happens to the potential evidence data.  The purpose of this step is to scope what evidence may be available from across the range of systems and applications in use.
3. Determine the Evidence Collection Requirement
It is now possible to decide which of the possible evidence sources identified in step 2 can help deal with the crimes and disputes identified in step 1 and whether further ways to gather evidence are required. This is the evidence collection requirement.
The purpose of this step is to produce an evidence requirement statement so that those responsible for managing the business risk can communicate with those running and monitoring information systems through an agreed requirement for evidence.
The evidence collection requirement is moderated by a cost benefit analysis of how much the required evidence will cost to collect and what benefit it provides (see above). The critical question for successful forensic readiness is what can be performed cost effectively. By considering these issues in advance and choosing storage options, auditing tools, investigation tools, and appropriate procedures it is possible for an organisation to reduce the costs of future forensic investigations.
4. Establish a capability for securely gathering evidence to meet the requirement
At this point the organisation knows the totality of evidence available and has decided which of it can be collected to address the company risks and within a planned budget. With the evidence requirement understood, the next step is to ensure that it is collected from the relevant sources and that it is preserved as an authentic record. At this stage legal advice is required to ensure that the evidence can be gathered legally and the evidence requirement can be met in the manner planned. 
Physical security of data such as back-up files or on central log servers is important from the data protection point of view, and also for secure evidence storage. As well as preventative measures such as secure rooms and swipe card access it is also prudent to have records of who has access to the general location and who has  access to the actual machines containing evidence. Any evidence or paperwork associated with a specific investigation should be given added security by, for example, storing in a safe. 
5. Establish a policy for secure storage and handling of potential evidence
The objective of this step is to secure the evidence for the longer term once it has been collected and to facilitate its retrieval if required. It concerns the long-term or off-line storage of information that might be required for evidence at a later date. A policy for secure storage and handling of potential evidence comprises security measures to ensure the authenticity of the data and also procedures to demonstrate that the evidence integrity is preserved whenever it is used, moved or combined with new evidence. In the parlance of investigators this is known as chain of custody .The continuity of evidence also includes records of who held, and who had access to, the evidence. 
6. Ensure monitoring and auditing is targeted to detect and deter major incidents
In addition to gathering evidence for later use in court, evidence sources can be monitored to detect threatened incidents in a timely manner. This step is about making sure it can be used in the process of detection. By monitoring sources of evidence we can look for the triggers that mean something suspicious may be happening. The critical question in this step is when should an organisation be suspicious? A suspicious event has to be related to business risk and not couched in technical terms. 
Depending on the issue under investigation, it is often necessary to  to discuss the types of evidence investigator  may require and to locate that evidence for the time periods under review. This is especially true of financial accounting records, owing to the constantly changing business structure of many entities and of those entities’ data processing operations.
Creating a written plan also helps reduce the confusion of terminology that often arises with accounting and financial records. Most forensic accounting investigators have had the experience of receiving documents or materials that fail to fulfill the requirements of a detailed and carefully planned request. 
If, for example, investigator  plan to perform an e-mail review of a few  people at the company for the past two years, he may be sadly disappointed when show up that off-site backup tapes cannot be located and the e-mail server rewrites over files every 60 days. Best to plan for these issues ahead of time. Such planning considerations should include the following:
• Review of client’s record retention policies and whether there is compliance
• Storage locations for paper records, both on- and offsite
• Imaging technology used for transaction documents, such as customer invoices, vendor invoices, and contracts
• Existence and storage of employee files
• Existence of files at employees’ homes, including home computers
• File retention practices at different corporate locations, which may vary substantially
• Organizational chart and reporting hierarchy
• Backup procedures used for employee computers and e-mail 
• Retention of records kept by or about former employees of the company
• System changes in relation to corporate accounting systems or e-mail systems
• Existence of documents related to outsourced corporate functions such as payroll and internal audit

V. What are the ‘working papers’? Which type of information do they contain?
The working  papers are the primary evidence in support of forensic conclusions and should cover all relevant investigator  work, support the forensic report, and leave no significant points unresolved.
Generally, working papers supporting the report and  accounting schedules should not show contradictory conclusions to the report, as they are producible in court. This suggestion does not advocate that working papers should be deleted or amended subsequent to preparation; rather, it is a caution that these papers should be prepared with the precept that they could ultimately be submitted to the court and, as such, should take the appropriate form when they are prepared.

During the course of an investigation, the forensic accounting team is more than likely to produce analyses and summaries of the factual material discovered. Such analyses and summaries are likely to form the basis of testimony if litigation to recover losses is commenced or  if litigation is brought against the enterprise as in  shareholder class-action lawsuits. Accordingly, care should be taken to include all appropriate materials in the files of the engagement. 
Some types of documents that would typically be included in addition to the report of findings, are the following:
(i) Accounting records and other documents. General ledger, sub ledgers, financial management reports, reconciliations, journal entries, internal audit reports, purchase orders, vendor information, accounting journals, management reports, contracts, telephone, computer system and security system records, desk files, e-mail files, Web sites—and still other types of records and documents in this category.
(ii)Public record searches. Reports from third-party investigations, such as related-party evidence, and investigative reports and information from Internet sites: the information may be as varied as newspaper articles, chat room discussions, links to hobbies, and philanthropic and other outside interests and investments.
(iii) Electronic computer files. E-mail (copies of To, From, cc, and bcc), computer files or imaged records of entire drives, and data stored in handheld personal digital assistants.
(iv) Interview notes and audio recordings. Interview notes taken by you and your staff professionals during the investigation of witnesses—both targets and company personnel.
(v) Third-party information. Provided by legal counsel or other interested third parties, this material might include external audit reports, management letters and reports, records of non audit services, bank statements (canceled checks, bank advices, and other supporting documentation), and documents obtained by subpoena or search warrants.
(vi)Photographs or digital photos, preferably with a date/time stamp
(vii) Chain-of-custody documentation



VI. Outline the main steps involved in the evidence gathering process.
Main steps in the evidence gathering process are:
(i) Reviewing the physical and document evidence provides a basis for know what to observe, and what questions to ask in interviews.
(ii) Observing can catch a fraudster in the act, which can result in substantially lower investigation costs.
(iii) Interviewing should lead to a confession, if possible. The investigator should begin interviewing those furthest from the prime suspect and then work toward the suspect. If there is more than one suspect, the prime suspect should be saved for last.


Source: „Forensic Accounting and Fraud examination „by William Hopwood , George Young, Jay Leiner 
Consideration at the time of retention 
While each investigation has unique requirements, in most cases the proper  gathering and preserving of evidence call for similar considerations and steps. Those considerations begin at the outset of the engagement by consideration of the conditions under which the forensic accounting team has been engaged and the setting forth of basic expectations about the handling of evidentiary material in the engagement letter. The two key points at this stage are (1) Will any portion of the evidence be subject to privilege—either the attorney work product privilege or the attorney-client privilege? (2) Who will be responsible for preserving the evidence and for what period of time? 
Document retention consideration 
Document retention and preservation are especially significant in forensic accounting investigations of financial statement issues. Document retention practices represent a complex area, and counsel should be consulted in this regard to ensure compliance with firm policies and all applicable laws and regulations. There are usually massive amounts of paper and computer files that get created or reviewed during the course of an investigation, and it may be burdensome to retain every document and electronic file. 
At the beginning it may be appropriate to consider whether the forensic accounting investigator will be responsible for retaining records as the records exist at a given date—for the benefit of the company and the investigation team—and, if so, exactly what documents and for how long the documents should be retained. Such evidence is confidential and may be shared only with those who have signed the required confidentiality statement. 
Planning consideration 
Depending on the issue under investigation, it is often necessary to  discuss with the client about  the types of evidence required  and to locate that evidence for the time periods under review. This is especially true of financial accounting records, owing to the constantly changing business structure of many entities and of those entities’ data processing operations.
Creating a chain of custody
The chain of custody has the purpose of establishing from the time the evidence is collected to the time of its presentation to a court or perhaps to a regulatory body that it has been properly preserved from alteration or damage and thus retains its probative value. 
Before gathering any evidence, the forensic accounting investigator should consider with counsel and the client the level of detailed record keeping necessary to establish the chain of custody over the evidence. 

VII. Which types of documents are collected in evidence gathering process and what could
be the possible sources for these?

In gathering both, physical and electronic documents, the investigative team may encounter privacy or other issues limiting its right of access to the data and/or its right to transport data across geographic borders. For example, in collecting desk files or computer files from employees, documents of an obviously personal nature, such as bank account records, may be encountered. Obviously personal material should be viewed as outside the scope of investigation and set aside until counsel’s advice can be sought as to the appropriate disposition. 
Generally, the documents reviewed by the forensic accounting investigator in both print and electronic formats will come from the following sources:
(i) Documents provided by the company—voluntarily, for most internal investigations
(ii) Accounting records provided by the company
(iii) Information from the external auditor
(iv) Interviews with key company personnel and possibly other parties.
(v) Public information, press releases, analyst reports,  and Internet searches
(vi) Legal documents and filings available to counsel

2. Evidence is required to support any investigation of financial crime. Discuss various types of
evidence used in financial crime investigations. (6)
There is no exist  hard-and-fast rules for  selection of documents for retention, but rule  " Follow the money" could be applied. The following types of documents that should be retained in a variety of investigations: 
(i) Investigations of vendors should focus on where the money went and for what purpose. Collection of these materials is likely to be facilitated by computer forensic techniques such as data mining for duplicate addresses, similar names, or duplicate payments, invoices, or purchase orders, among other queries. Interviews may be required, as will additional public records searches about the vendors’ current situations. All relevant disbursement information should be collected, and would  include:
· Contracts, purchase orders, invoices, and documents used to accumulate payment approvals, receiving documents, correspondence concerning credits, billing errors, or other matters
· Vendor information setup in the company’s master file data for the accounts payable system
(ii) Investigations of employee misappropriations most often center on the documents and records kept by the employee and may include desk files, computer files, e-mails, records of access to and use of corporate computer systems, records of access to company facilities, security camera tapes, employment records, payroll records, and material obtained in interviews with coworkers. Outside information related to lifestyle and property ownership may also be relevant. PDAs and cell phones in particular should not be overlooked, because they may contain information about people assisting the employee in the scheme.
(iii) Investigations of financial statement errors are likely to require access to just about every element of a company’s financial accounting and business records, as well as the files of many employees and the e-mail files of all involved in the subject transactions. Such investigations may also require interviews and the collection of transaction evidence from outside parties such as banks, customers, vendors, and former employees. In major investigations, it may be worthwhile to copy the general ledger system and e-mail servers to another data center location, so that when the investigation team is ready to review the material, the material has been properly preserved.
(iv) Investigations of Foreign Corrupt Practices Act violations typically require disbursement review and interviewing. In one illustrative case, certain large payments related to the award of government contracts were made through a middleman identified in the company’s record keeping as a consultant. The investigation team sought to identify the services rendered but could find no fair value exchange for the payment. As in investigations of vendor fraud, thorough payment documentation should be gathered, and interviews focused on the purpose of each payment may be needed.

3. Evidence gathered in financial crime cases is different from the one gathered in non financial
crime cases. What is the basic difference in the composition of the two types of evidences? (6)
Evidence in a fraud can potentially come from a variety of sources both financial and nonfinancial. Generally speaking, the focus on fraud investigation tends to be mostly, if not solely, financial. Fraud investigators and auditors should consider the possibility of valuable evidence that is nonfinancial.
There are many nonfinancial sources of potential evidence in a fraud investigation. One of those key areas is people; interviews, casual conversations, and physical cues of deception or guilt. There has been a lot written about these physiological aspects, or profile, of fraudsters. Books have been written on different  techniques used to determine the presence of deceptive behavior. Thus almost all fraud investigations can benefit from understanding these principles of the physiological behaviors of fraudsters.
Nonfinancial sources include interviews, document examination, handwriting analysis, and physiological aspects of the fraudster. The latter refers to something the fraudster reveals in behaviors, physical expressions, or communications that can be cues as to the veracity of the fraudster’s statements about his or her involvement in the fraud in question.
The primary purpose of the physiological techniques and concepts  is to detect deception. If a fraud is being perpetrated, the fraudster is certainly being as clandestine as possible including using deception in appearance and communications. Secondarily, these techniques and concepts also could be helpful in gathering useful information.
The physiological arena of nonfinancial information is limited in its ability to provide evidence that courts will allow. Some of the methods are not even reliable enough for serious use in a fraud investigation, and should be used with great caution (e.g., body language and lies cues). In fact,  the only one that would be ‘‘forensic’’ enough for evidence is interview.
Interviews 
Auditors ask questions in the course of most audits, whether they are internal or external. But there is a big difference in asking questions in an audit and asking questions in a fraud investigation. To ask questions effectively in a fraud nvestigation, one must employ best practices for interviewing techniques in that context. One of the problems about interviews in a fraud investigation is the possibility the  investigator is not trained or experienced in proper interview techniques (i.e., best practices) or worse yet, unfamiliar with the legal protocol of interviews. In the case of the latter, the case could be frustrated from a successful conclusion or even end in a counter lawsuit for some legal cause.
The interviewer should watch for nonverbal behavior. Usually, humans have a different body language when under stress. The trained fraud investigator knows how to watch for signs of stress in a process called calibration. This process is used to assess a witness’s truthfulness. 
The primary purpose of the interview process in a fraud investigation is to interview the suspect, last in the investigation process, and to obtain a signed confession in that interview: known as an admission-seeking interview. There is little evidence more reliable in court than a written confession signed by the perpetrator’s own signature. 
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