[image: BOLC_Logo]                                                                  
 (
   
Assignment Cover Sheet
)


	Student Name:
	ROBERT KALUBA

	Student Number:
	1540

	Course:
	DIPLOMA IN FORENSIC ACCOUNTING

	Assignment NO:
	UNIT 11



Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
1. Give short answers to the following questions:

I. What is Computer Forensics?

Computer forensics- involves the process of determining any activity that took place on a particular computer device and of restoring deleted or corrupted data

II. Why computer forensic engagements are carried out?

Computer forensics engagements are carried out to do fraud investigation in a computer system as it determines the key players involved in the fraud, the information possessed by those players, the time when they acquired that information, the documents to which those involved in the fraud had access, the actions they took, the people with whom they communicated, and their efforts, if any, to hide their actions.

III. Name some sources from which data can be retrieved.

The following are sources of data extraction;

· Tapes
· iPods and MP3 players 
· Laptop computer
· Memory sticks
· Scanners
· Voicemail on telephone systems
· Mobile phones
· PC s and workstation Printers
· Copiers
· Instant messenger
· Mainframes and servers
· Recycle bin
· IP telephones
· Personal digital assistants
· Fax machines
· Solid state storage
· backup devices
· removable storage devices such as CDs and Disks
· cloud storage

IV. Explain the characteristics of computer forensic analysis.

Computer forensic analysis has the following characteristics

· Ability to apply sound and replicable methodologies-only methodologies that are sound and replicable will enhance the credibility of the result of the computer forensic analysis.
· Using practices that have been able to withstand challenges in the past- the investigator should use the best practices that have been tested, documented and proven in the past.
· Using software that is acceptable in the forensic profession. The analysis should be done with software that is accepted by courts and international organizations such as INTERPOL and FBI. Software should be produced and developed by organization with integrity.
· Ability to apply methods that yield reproducible results.  The methods used to do the analysis should be able to reproduce the same results when required to do so. 
· Documenting everything comprehensively. Every process of the analysis should be comprehensive and well documented.

V. What are the benefits of data analysis?

· Data analysis software allows the investigator to centralize the investigation.
·  It enhances reliability of output because of the integrity of the software developers and proven software.
· It ensures an investigation is accurate and complete.
· It saves time as all information is accessed in the computer software e.g. accounting package transactions can be accessed and analyzed through the computer system unlike physical examination of accounting balances.
· Correlation analysis of databases can be done.
· It enhances accuracy of mathematical computations unlike computations which are done manually.
· Entire database can be searched for red flags of fraud.
· Files can easily be joined.
· Sorting and duplicate search can be done.

2. What are the legal factors that should be considered before starting computer forensic
engagement? 

 The following must be taken into consideration before accepting a computer forensic engagement;

· Is there a subpoena that allows collection of data?
· Is counsel available to the engagement team under privilege?
· Does the expert have the necessary qualifications and licenses to provide sound advice? In other words, is the forensic accountant able to withstand challenges?
· According to state law, is it necessary for data to be collected and analyzed only by a licensed private investigator?
· In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?
· Does the forensic accountant or client have legal authority to gather the data?
· Does the team know to whom the data belong, and are there any privacy concerns?
· Is the scope of the examination limited to relevant data?
· Does the team expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?

3. What tools are used by forensic accounts for data analysis? 6

Tools used by the forensic accountants for data analysis are;

· excel 
· Microsoft access
· IDEA
· ACL
· ActiveData
· Topcaats
· WizSoft
·  SAS,
· SPSS
·  Qualys

4. What is a chain of custody form? And what type of information does it contain? 7
A chain of custody form is a form which documents control or custody of the computer forensic information or material or equipment. A chain of custody contains the following information;
· Name(s) and signature(s) of the person(s) who is (are) providing and collecting the device.
· The exact physical location of each device including the address and room number.
· Every device’s condition, description, make, model number and serial number.
· The date and time at which each device was collected
·  Markings on the device including a case/project number, item number, and the initials of the person who has marked the device.
· How and when it was received.
· How it was maintained and stored while in each person’s possession
· Any changes it underwent and by which person and when.
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