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Assessment 11
Question 1.

Give short answers to the following questions:

I. Name at least three technology- based sources from where you can get fraud evidence.
Fraud evidence can be obtained from technology- based sources such as servers, emails, copiers, cell phones and “cloud” storage.
II. How the modern technology has influenced fraud environment?
Modern technology facilitates fraud because it provides an environment where sensitive and confidential information and data is stored for the business sector and individuals. 
III. What is computer crime?
 A legal definition of computer crime is “the use of a computer to take or alter data, or to gain unlawful use of computers or services.”

 Computer crime or cyber crime, is any crime that involves a computer and a network. The computer may be used in the commission of a crime, or it may be the target.
IV. What is computer crime theory?
 A theory is a supposition or a system of ideas intended to explain something, especially based on general principles independent of the thing to be explained.
Computer crime theory is based on the supposition that computer related crime is usually committed by insiders or former employees who have the required skills, knowledge and access.  For example, In 1995 Toshihide Iguchi, a bond trader at Japan’s Daiwa Bank, was charged with doctoring records to hide over $1 billion in losses. He was in charge of backroom operations that monitor trading. Iguchi lost the money though unauthorized trades over 11 years. He had concealed losses from the bank superiors as well as made unauthorized sales of the bank’s government securities to cover up his losses.  
V. List at least five different types of computer related crimes.
Types of computer related crimes are:
-
Identity theft

· Copyright infringement

· Cyber stalking/cyber bullying
· Fraud; and

· Attacks on organizations
VI. What is cyber forensic?
Cyber forensics involves the process of determining whether any activity took place on a particular computer device by restoring any deleted or corrupted data.

VII. What is the difference between public and private investigations? 
The difference between private investigations and public investigations is; public investigations are done by police officers and other government agents (auditors, the fraud squad or the financial intelligence unit), into areas where criminal offences against the state occur.   Private investigations are done by individuals who posses expertise and skills in a particular area.  These persons are hired to provide information as to whether a crime was committed or not against a person or business, for example, divorce cases, insurance claims, embezzlement.
Question 2.

Discuss in detail the motives that could work behind computer related fraud.
The motives behind computer related fraud are greed, power, revenge, adventure, arrogance and the rapid changes in technology.  Like any other white-collar crime, when the opportunity for a financial crime presents itself and the individual is pressured enough and can rationalized his actions, fraud can occur. 

Cyber attackers are identified as "insiders" or "outsiders” (similar to other frauds), meaning that they act from within the organization or attempt to penetrate it from the outside. 

There are three basic categories of insiders: 

(i) disgruntled employees, who are motivated by revenge may launch retaliatory attacks or threaten the safety of internal systems because of what they considered bad treatment by management; 

(ii) financially motivated insiders, who may misuse company assets or manipulate the system for personal gain; and

(iii) unintentional insiders, who may unwittingly facilitate outside attacks, but are not strictly speaking involved.

Outsiders are categorized as: organized attackers, hackers, and amateurs, based on their organization, motives, and level of professional.
Given the degree of technical competence required to commit many computer-related crimes, there is one other motivational factor worth noting, that is, the intellectual challenge of mastering complex systems.  Cyber attackers see hacking into a secured database as an element of adventure, the exploration of the unknown.  The very fact that some activities in cyberspace are likely to elicit official condemnation is sufficient to attract the defiant, the rebellious, the irresistibly curious and the arrogant.
Another motivating factor could be that recent and anticipated changes in technology arising from the convergence of communications (Columbus and Cable & Wireless) and computing are truly incredible, and have already had a significant impact on many aspects of life. Banking, stock exchanges, air traffic control, telephones, electric power, and a wide range of institutions of health, welfare, and education are largely dependent on information technology for their operation. The rapid growth of this technology, the increase in its capacity and accessibility, and the decrease in its cost, has brought about increase vulnerability to information and data  storage as well as revolutionary changes in computer crime.  Cyber attackers can attempt to prove that there are just as good or better than the best, for example, attackers struck at the New York Times, targeted employees at Apple and Facebook, and were responsible for a massive data security breach at Adobe Systems that exposed the company's software source code. 

Question 3.

Outline the steps involved in cyber forensic investigation process.

The steps involved in the cyber forensic process are as follows:

(1)
Identify the nature and scope of the engagement – 
(a)
there must be a clear understanding of the context of the forensic engagement that is the purpose of the engagement such fraud prevention and detection control assessment; security investigations; misappropriation of assets.

(b)
determine whether the matter being investigated will result in a civil, criminal or regulatory proceeding;

(c)
gather information on the dates that the activity occurred;
(d)
identify the departments that were affected by the incident;
(e)
determine whether the expertise is available to carry out the investigation or whether there is a need to hire additional staff or out-source;
(f)
determine whether the forensic accountant can obtain copies of litigation documents, subpoenas and other legal documents.

(2)
Identify the computer systems and technology needed to carry out the investigation –
(a)
identify the computer system and the kind of technology that needs to examine – servers, copiers, laptops, cell phones, desktop computers;

(b)
identify the operating system, document management systems (shared folders) being used;

(c )
examine the policies on IT security, usage, passwords, access level for each user, personal use of computers and copiers, privacy and confidentiality; 

(d)
obtain permission from the Court to view and analyze information stored on computers;

(e)
determine the software and or hardware to assist in the gathering of evidence from databases, servers, etc, for example, an active surveillance covert tool is Data Interception by Remote Transmission (D.I.R.T);

(f) 
establish the chain of custody for the handling of the evidence gathered;

(g)
identify where the evidence is stored on or off site; and
(h)
identify the point of contact in the IT department of the organization being investigated.
(3)
The expected results and conclusions – at the end of the investigation process it is expected that there will be prosecution on criminal charges or damages in respect of a civil wrong..
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