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Computer Crimes

Assessment 11
1. i. Computer forensics is an important part of a fraud investigation; it is to collect legal evidence found on a computer. A fraudster might install software to wipe the computer hard drive; however a competent computer forensics person can often salvage some of this data.  It shows what activity has taken place on an individual’s computer and can retrieve any deleted data from a machine.  It shows the analyst what access someone has to particular programs and who has been involved in potential frauds and what transactions they have done.  It allows the investigator to see if the person has tried to hide transactions, documents or files.

ii. Computer forensic engagements are carried out as way of preventing fraud and detecting fraud.  Its objective is to promote effective control at a reasonable cost to a company.  They are there as controls so they can investigate things.  For example if a company has gone bankrupt it can be used to investigate this, in family disputes it can be used in an advisory capacity.  It can be used to evaluate and calculate damages.  It is also there to check that compliance is being adhered to and look at financial reports and any misappropriation of assets.  Computer forensic engagement needs to be agreed upon with the forensic accountant and the client and what is required from the investigation and what is the required outcome.  

iii. As technology has advanced it has led to an increase of the number of sources data can be retrieved from giving an investigator much greater scope and a much vaster area of finding incriminating data or evidence.  Most office based staff have access to pc’s and laptops, telephones, voicemails and faxes.  All of which will hold evidence even if deleted it can be retrieved from pc’s and telephone conversations can be recorded along with voicemails can be listened to again and possibly retrieved if deleted.  Calls can also be traced to see who a possible suspect has been talking to and if they are involved in the fraud.  Any emails will be stored on pc’s at work or personal and again if deleted can be retrieved by an expert.   Hard drives, removable drives, servers and anything that backs up or saves data will store relevant information required for the investigation.  So if the expert drills down far enough will find the evidence required to make a conviction even if the culprit has tried to hide his tracks by deleting the information.

iv. As there is so much data and evidence to go through in computer forensics the analysis needs to be done in a systematic and logical manner rather than as and when things arise.  The characteristics of a computer forensic analysis are that they need to follow good practices and procedures adhering to best practice.  The analysis needs to use procedures that have been tried and tested in the past and dealt with any past challenges.  The investigator needs to use the correct forensic software in order to carry out the investigation.  The analysis needs to be able to reproduce the results in order to demonstrate where the fraud has taken place.  Everything must be documented comprehensively in order to keep a record of all information gathered and results reached in the investigation.

v. Data analysis is the process of gathering useful information in order to suggest feasible conclusions.  There are several benefits of data analysis; it can be very effective in highlighting fraud.  Data analysis gives the investigator something to act upon.  It reduces and possibly eliminates any risks in the sample collection.  It is useful to compare data from different sources and possibly different systems in order to get a clear picture of the position a company is in.  Data can be monitored over a time period in order to see if there are any anomalies or identify potential risks.  Another benefit is to test a company’s internal controls and this will highlight any areas of weakness.  

2. There are legal factors that need to be considered before starting computer forensic engagement in order to ensure correct procedures are followed and information gathered is stored safely and confidentially.  If procedures are not followed the information can be inadmissible in court, therefore damaging the prosecution’s case and potentially letting the fraudster escape punishment.  It is important those collecting the information understand the legal process in which they are working and how the information needs to be collected.  They need to have a legal authority in order to collect the data.  Other legal issues that need to be considered are whether there has been a court summons ordering that data or evidence be collected for a case.  The forensic accountant must hold the relevant qualifications and any legal background that is required in the case.  They need to be able to stand up in court and eloquently give evidence and understand what it is they are using as evidence.  They should be able to explain it to the court and be able to answer any questions that might be posed.  They may face cross examination and if this is the case they need to be able to stand up to the possible arguments that might be put to them and not become flustered or confused.  The engagement team needs to have legal advice at hand in case they need it when they are looking at certain information.  If the team needs to go abroad to collect the required information they need to know the international laws on data collection and its privacy.  The forensic accountant must know who the data belongs to and that the information must be kept private and confidential at all times.  The team may only be allowed to look at certain data and they must know what this is as collecting data that has not been authorised would be illegal and would probably lead to the case collapsing as the expert had not followed the rules.   The team need to be aware that if they find information that has more complex legal issues for example a risk to national security then the relevant authorities must be contacted.  

3. There are four tools that can be used by the forensic accountant for data analysis.  The first is using the basic software that is used in the company already for their day to day business such as Word, Excel and Outlook.  Anything that is used to produce reports and spreadsheets showing daily figures which would identify accounting obscurities, Word documents may show letters and documents used in the fraud along with emails.  The forensic accountant needs expert knowledge in this software in order to identify frauds.

There are add on programs that are simple to use that run along with Excel and other office programs, it allows the user to do data analysis without corrupting the data and is less costly than hiring someone to investigate it.  The tools are used by accountants and auditors, they have analytical capabilities and can provide advanced data analysis.  As already stated they are cheaper and can be used by an untrained person.  Examples of this software are ActiveData and TopCaats both user friendly and perform data analysis.
The next tool is data analysis software is a more comprehensive program which can cover various investigative activities.  Packages such as IDEA and ACL are audit management software that are used specifically for data analysis.  As well as analyzing the data they can throw out a comprehensive risk assessment.
The final tool that can be used by forensic accountant is specialist software’s that perform advanced data analysis and can be used for data mining.  Such software as WizSoft is a sophisticated software and auditing tool that can be used to spot duplicate records and issue predictions on possible risks.  It shows formulas and transactions that stick to the rules and shows those that deviate from the rules.
 
4. The chain of custody form is used to establish a chain of custody and make sure that evidence is preserved in its original state, to ensure the integrity of the evidence.  The evidence must be kept as it were at time of collection and detailed record keeping is required. 
[bookmark: _GoBack]The chain of custody form should identify the sample collector it should have their name and signature on the form, so that it is known they are responsible for the data collected.  It should have a description of the sample so if it is a pc it should indicate the make, model and serial number.  Other samples need a description, type of data and numbers in order to identify and track them for when they’re needed as evidence.  The sampling data’s location needs to me made note of,  this includes room number and address, so that the court know exactly where the information has come from and is reliable.  The date and time of when the evidence was collected needs to be noted so that it can be seen it is reliable evidence and that the fraudulent transactions happened in the past and are part of the fraud investigation.  If there is any damage to some of the evidence the collector must make a note as it is important that it does not happen after it has been collected otherwise prosecutors may think a device or evidence has been tampered with.  Smaller items can be grouped together and be put in evidence bags, these bags must be sealed in order to prevent anyone interfering with the evidence and all transportation must be done carefully in order to prevent possible damage to evidence.  It must also be careful if that certain information is not put near any magnetic device that may wipe information.  All evidence must be stored in evidence locker to ensure its safety and that it cannot be damaged or tampered with by someone wanting to conceal the fraud.  Any evidence that is removed must be signed and dated for so that if necessary it can be proved people who are investigating the case are the only people who have had access to the information.  All procedures must be followed once the chain of custody has been put in place in order to ensure the investigation is credible and that there is no possibility of evidence being tampered with rendering it useless.
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