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 QUESTION-1

(i)
Every organization is vulnerable to fraud, and NO organization has immunity to that risk. The key to reducing this vulnerability is to be consciously aware and realistic about the organizations weaknesses. Only then can management establish mechanisms that will effectively prevent and detect fraudulent activities.
The organization fraud risk assessment depends on many factors which include;
a. The nature of the Business. The types of risk an organization faces are directly connected to the nature of the business in which it is engaged. For example, the inherent fraud risk faced by hospitals and medical practices are vastly different from those faced by financial institutions and construction companies.
b. The operating environment of the organization. The environment in which the organization operates has direct impact on its vulnerability to fraud. For example, a risk profile of Construction Company is different from that of an internet business.
c. Efficacy of Internal Control System. A good system of internal controls with the right balance of preventive and detective controls can greatly reduce an organization vulnerability to fraud. No system of internal can fully eliminate the risk of fraud, but well-designed and effective internal controls can deter the average fraudster by reducing the opportunity to commit the fraud and the perception of detection increase.

d. Organizational ethics, values and its employees. While many organizations have code of conduct, those codes are not always clear in drawing the definite line between acceptable and unacceptable behaviors. That lack of clarity leaves room for fraudster to rationalize their actions. an organization that is clear and consistent about ethics, values and expectations will reduce the potential fraudsters ability to rationalize his/her actions.

(ii)
Every organization should conduct a fraud risk assessment and build procedures to keep the assessment process current and relevant. The objective of fraud risk assessment is to help the organization recognized what makes it most vulnerable to fraud. Through the fraud risk assessment the organization is able to identify where fraud is likely to occur, which may enable proactive measures to be considered and implemented to reduce the chance that it could happen.
To accomplish this, 
1. Management should begin by identifying the maximum possible loss resulting from damage to the company reputation in case of fraudulent events happen and also determine the likelihood of that threat successfully compromising business asset.
2. Management can also use a combination of quantitative and qualitative valuation methods to measure these concepts.

(iii)
Lacks of monitoring and inadequate controls are internal factors that can contribute to fraud and embezzlement in an organization. These include absence of a culture that encourages honesty, lack of clarity in job role, and accountability and responsibility, absence of documented company policy and irregular audit. 
In this regard, management should consider the following factors in risk assessment process.  
· Monitoring key controls. The organization should have a clear view of both the areas where the org is susceptible to fraud and the controls that are designed are implemented to address those weak spots.
· To effectively reduce identified fraud risk, employees must be given clear roles and responsibilities. Also management must hold employees

 accountable for driving results.
· Management should consider regular monitoring of high risk areas. The Internal Audit Team in the organization can be used to identify high risk activities and unusual transaction that might indicate fraud.
· Management can begin to dialogue across the company. This can be done by promoting awareness, education and action plans aimed at reducing the risk of fraud. Engaging in an active dialogue is an effective way to further establish boundaries of acceptable and unacceptable behavior in the organization.
(iv)
Inherent risks are risk associated with the entities business process. It is the risks that are present before management actions. For example, there is inherent risk that employee in charge of reconciling customers payment at small company may embezzle incoming cash. Controls such as segregation of duties and oversight can be implemented to help mitigate this risk.

(V)
The risk that remains after management has implemented actions to mitigate inherent risk. The objective of designed a control such as segregation of duties is to make the residual risk significantly smaller than the inherent risk. Residual risk usually happen as a result of ineffective or non-existence of controls.


















Question 2
Fraud Risk Assessment Checklist For Buying and Selling Business

Physical Controls to Deter Employee Theft and Fraud

The physical controls assessment questions are designed to assess the probability of a fraudulent event occurring within the organization. The objective is to ensure that:
· Physical controls are in place to access accounting records and information
· Physical controls are in place to protect the assets of the organization

 Brief of Key Questionnaire 

1.  Does the organization conduct pre-employment background checks to identify previous dishonest or unethical behavior?

Before offering employment to an applicant, a company should conduct a pre-employment background check.

2.  Are there policies and procedures that address dishonest or unethical behavior?

The company should document and implement policies and procedures that describe (1) unethical conduct, (2) punishment for engaging in unethical conduct, and (3) how to report unethical conduct.

3.  Does management support the ethics and anti-fraud policies?

Senior management sets the tone for ethical conduct in the organization and the tone should signal that fraud will not be tolerated. 

4.  Does the organization educate employees about the importance of ethics and anti-fraud programs?

All employees should receive training on the ethics and anti-fraud policies of the company.  The employees should sign an acknowledgment that they have received the training and understand the policies.

5.  Does the organization provide an anonymous way to report suspected violations of the ethics and anti-fraud policies?

Organizations should provide a system for anonymous reporting of suspected violations of the ethics and anti-fraud policies.

6.  Does the organization restrict access to areas containing sensitive documents (such as invoices, receipts, journals, ledgers, and checks) and maintain a system for providing an audit trail of access?


Access to areas containing sensitive documents should be restricted to those individuals who need the information to carry out their jobs.  Also, an audit trail of access should be maintained.

7.  Does the organization restrict access to computer systems with sensitive documents (such as accounting software, inventory, and payroll) and create a system to provide an audit trail of access?

Access to computer systems should be restricted to those individuals who need the information to carry out their jobs. Also, an audit trail of access should be maintained.

8.  Does the organization restrict access to areas with high value assets, such as shipping, receiving, storerooms, and cash?

Organizations should restrict access to areas with high value assets and should maintain a log of persons accessing such areas.

9.  Does the organization use CCTV and recording equipment to monitor entries, exits, areas with sensitive or high value assets, and sales areas?

Entries, exits, areas with sensitive or high value assets, and sales areas can be monitored using CCTV and recording equipment.

10.  Does the organization conduct random, unannounced audits of inventory, cash, expense, purchasing and other accounts by internal or external auditors?

Random, unannounced audits help prevent fraud perpetrators from having time to alter, destroy, and misplace records and other evidence of their offenses.

11.  Does the organization promptly investigate incidents of suspected or reported fraud?

Promptly investigating incidents of suspected or reported fraud can minimize losses.
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	Yes
	No
	Comments

	Does the organization conduct pre-employment background checks to identify previous dishonest or unethical behavior?

	|_|
	|_|
	

	Are there policies and procedures that address dishonest or unethical behavior?


	|_|
	|_|
	

	Does management support the ethics and anti-fraud policies?


	|_|
	|_|
	

	Does the organization educate employees about the importance of ethics and anti-fraud programs?


	|_|
	|_|
	

	Does the organization provide an anonymous way to report suspected violations of the ethics and anti-fraud policies?

	|_|
	|_|
	

	Does the organization restrict access to areas containing sensitive documents (such as invoices, receipts, journals, ledgers, and checks) and maintain a system for providing an audit trail of access?

	|_|
	|_|
	

	Does the organization restrict access to computer systems with sensitive documents (such as accounting software, inventory, and payroll) and create a system to provide an audit trail of access?


	|_|
	|_|
	














	
	Yes
	No
	Comments

	Does the organization restrict access to areas with high value assets, such as shipping, receiving, storerooms, and cash?

	|_|
	|_|
	

	Does the organization use CCTV and recording equipment to monitor entries, exits, areas with sensitive or high value assets, and sales area

	|_|
	|_|
	

	Does the organization conduct random, unannounced audits of inventory, cash, expense, purchasing, billing, and other accounts by internal or external auditors?

	|_|
	|_|
	

	Does the organization promptly investigate incidents of suspected or reported fraud?


	|_|
	|_|
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