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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	1. Brief Questions –

I) The term best evidence means that the original copy of evidence must be provided rather than a copy, where the original copies of evidence is not provided the investigator will need to prove the accuracy of the copies provided and clarify why the original copy of the evidence was not provided.  The investigator will also need to ensure the safety of any original copies in his possession.

An example of best evidence could be where an investigator produces in court the actual recorded DVD showing CCTV footage of an employee accused of stealing money actually skimming funds and not placing all of a customer’s money into a till.  The DVD being the actual one the CCTV recorded live onto and not a copy or burned DVD of this footage.  If the DVD were a copy the investigator would need to justify the footage and why he did not provide the original DVD.

II) It is important to keep the collected evidence in a well-organised manner due to the shear amount of documents gathered during an investigation.  To prevent the unnecessary hording of documents of different types and from different sources the investigator should look to use a tracking system for the evidence, which will allow them to manage the documents regardless of the size of the investigation and the volume of evidence gathered.

The investigator should also consider the following –

a) Collection – How the evidence will be collected and transported without damaging it.

b) Storage – How the evidence will be stored and its integrity maintained.

c) The Process of Proof – How by logically linking point a to point b the investigator will be able to prove their case.

d) Proof through inference – how weak or strong are the links between the information.  A weak inference means there is a great leap from evidence to conclusion.  A strong inference means there is a close link from evidence to conclusion.

e) Conclusion – Evidence will prove the case, the logical argument behind the case will decide whether the jury reaches the same conclusion as the investigators or not.

III) The devices where evidence could be found would be –

a) Personal and laptop computers

b) Network file Servers

c) Wireless, cordless and mobile phones

d) PDAs, Blackberry devices and smart phones

e) Answering machines and voicemail services

f) Paging devices

g) Caller ID services

h) Digital cameras and phone cameras

i) Faxes

j) Printers

k) Scanners

l) ID card printers

m) Photocopiers

n) CD/DVD recorders

o) Smart Cards/Magnetic strip cards

p) Security systems such as CCTV

q) GPS

r) Electronic games devices

s) Vehicle computer devices such as SatNav systems

t) Storage media, such as CD-rom, External hard drives, USB memory sticks.

IV) When planning for the evidence gathering process the following points should be considered – 

a) The client’s policies on compliance and record retention.

b) Where the storage locations are for files both on and off site.

c) Reviewing what technology is used for transaction records, such as invoices and contracts.

d) That employee files exist and where they are stored.

e) Whether files are taken home by employees and possibly stored on home computers or removable media.

f) Checking for different file retention practices at different locations.

g) Checking the organisation hierarchy and who reports to who.

h) Checking which medium is used to store computer records both on and off site.

i) Reviewing the company’s backup process and how and where backups of data are kept and how long is it kept for.

j) Checking what data or records are kept about former employees.

k) Analysing what systems may have changed in the company. i.e. email, accounting.

l) Reviewing documents for outsourced functions of the company. i.e. Payroll, I.T. Internal audit.

m) Creating a written plan for collecting documents in order to give the investigation a clear direction and focus.

V) Working papers differ from one investigation to another; the following is a typical list of documents that would comprise working papers -

a) Accounting Records – Any and all documents to do with accounting within the company.

b) Public record searches – Any information obtained or uncovered from public database sources.

c) Electronic computer files – such as emails or any data stored on an electronic device.

d) Photographs – With a data and time stamp.

e) Documentation showing a chain of custody.

f) Interview notes and audio recordings – From interviews with witnesses and suspects.

g) Third party information – From third parties that have had dealings with the company or suspect.

h) Court pleadings and transcripts.

VI) The steps involved in the evidence gathering process are –

a) Document Retention gathering – it is important to ensure documents are retained, the investigator and client will need to decide, who is responsible for retaining evidence? what documents should be retained? how long should they be retained? 

b) Planning consideration – it is important for the investigator to meet and plan with the client over the type of evidence that may be required and the time period it is required over.  A plan will help prove that the documents sort are relevant to the investigation and will help to keep the evidence gathered organised.

c) Creating a chain of custody – The chain of custody serves as proof that the evidence gathered has been properly preserved from alteration and damage from the time when it was collected to its presentation.  It signifies to the court or regulatory body that it has probative value.  Therefore the investigator should before gathering the evidence, discuss with the client the level of detailed record keeping required to establish a chain of custody.

VII) The types of documents collected in the evidence gathering process would be dependent on what the organisation uses to communicate, some of the possible sources could be –

a) Signed statements – While not a substitute for a witness in court an oral or written statement is the next best thing.

b) Transactional paperwork – Paper trails left by transactions such as invoices, vouchers, original records, documents showing a flow of money.

c) Intranet sources – Possible software like internal chats or forums may show gossip, rumours and crucial background information relating to employees and managers.

d) Emails – email messages stored on servers, which were sent between employees, managers or suspects may help investigators looking for evidence.

2. The various types of evidence gathered in financial crimes are –

d) Direct evidence – This is evidence proves a fact without any interference presumptions.  This may be something like a statement sworn under oath either in or out of court or a confession obtained from a suspect.

e) Circumstantial evidence – This is evidence that proves a fact through interference and presumption.  Several supporting facts will need to be proven in order to show that the ultimate fact exists. Circumstantial evidence is admissible in a court of law and can be as important as direct evidence and its significance can sometimes even outweigh conflicting direct evidence.  Circumstantial evidence can be categorised as oral, documentary or real.

f) Oral evidence – This could include witness accounts delivered in court under oath.

g) Documentary evidence – Includes written materials, such as judicial records, written contracts, deeds, letters, memos, diaries, maps, photos, diagrams and official documents.

h) Real or physical evidence – Tangible objects or property.  It must be relevant to the case and admissible in a court of law.

i) Relevancy – Evidence that is of some relevance to the fact, it should be traceable and significant.  Irrelevant evidence and facts should still be gathered but are not admissible in a court of law, but it is for the judge to decide what is relevant and irrelevant in a case.

j) Materiality – Evidence is material if it is significant to the outcome of the trial or if it determines the guilt or innocence of the suspect.

k) Competency – This refers to the admissibility of evidence in a court of law.  Competent evidence includes documents and evidence that came from a proper source and were obtained in a legal manner.

l) Hearsay – Second hand evidence that is not admissible in a court of law, such as rumours, gossip, documents prepared by others and not by the witness.

m) Admissions and confessions – An admission by the suspect that could be used in evidence against them.  A confession by a suspect that they are guilty of a crime can only be used as fact and is not opinion or hearsay.

3. The difference between the evidence gathered in a non financial crime and a financial crime are that in a non financial crime there will be mostly physical or real objects such as weapons, fingerprints, stolen items. There may also be some documentary evidence, such as photographs, cctv footage etc, but this will be quite rear.  Whereas in a financial crime the evidence is highly document based.  Investigators will be swamped with volumes of documents, receipts, papers, etc.  What is considered an unusually high volume of evidence for a non financial crime is the normal volume of evidence when a financial crime has been committed.
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