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i. It is the use of scientifically derived and proven methods toward the preservation, collection validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating the reconstruction of events.

ii. Computer forensic engagements are carried out for the following reasons:-
· Fraud prevention and detection control assessments.
· Investigations and consultations involving bankruptcy
· Advisory assistance for disputes such as family law.
· Valuation assistance
· Non-testifying privileged  consulting and damages calculation and expert services
· Investigating, including financial reporting and security investigations.
· Regulatory compliance and misappropriation of assets.

iii. Data can be retrieved  from laptop computers, removable disks, fax machines ,thumb drives ,IP telephones, tapes ,personal digital assistants ,cds and dvds, cellphones, copiers ,recycle bin ,main frames and servers and more other storage devices.


iv. Characteristics of computer forensic analysis.

Computer Forensic deals with storage media, the examination and analysis of network logs. It is all about the basic technologies involved in gathering data, ensuring that the information will be valid as evidence during trial.

 
v. Benefits of Data analysis  :-

· Reduction, and even elimination, of sampling risk.
· Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time.
· Analyzing fluctuating trends and identifying false positives and potential risk factors.
· Testing internal controls and organizational policies for their efficacy in identifying weaknesses.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants. 
  
2.      legal factors that should be considered before starting are:-
· Is there a subpoena that allows collection of data?
· Is the scope of the examination limited to relevant data
· Is counsel available to the engagement team under privilege
· Does the forensic accountant or client have legal authority to gather the data
· Does the team expect to find data such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement 




                    3.    Forensic accountants use the following tools for data analysis
· Basic productivity software ….eg excel ,access
· Excel/office add on data analysis software …eg active data
· Data analysis software …eg idea, ACL
·  Specialty software   …eg wizsoft , SAS, Qualys. 

4.  Chain of custody form is a set of document that a forensic accountant uses when collecting and analyzing data in order to ensure that evidence found from the devices is admissible in court .A chain of custody form contains names and signatures of the persons who are providing and collecting the device. The exact physical location of each device including the address and room number. Date and time at which each device was collected .Markings on the device, including a case/project number, item number, and initials of the person who has marked the device. Preservation of the device form damage is very important. 
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