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Fraud Detection Techniques – Assessment Unit 

Question1 
1. Explain the term ‘Fraud risk factors’.
Answer.
Fraud generally occurs when three conditions are present; management or employee have 
incentive or are under pressure, circumstances exist that provide an opportunity for fraud to be perpetrated, individual involved are able to rationalize committing a fraudulent act. A business can lose a significant amount of assets due to fraud; the effect of fraud can even shut down the company. Specific instances where fraud risks occur are fraudulent financial reporting and Misappropriation of Asset is identified by SAS 99, SAS. 
The characteristics of fraudulent financial risk factors includes
Industry Characteristics includes size and valve, Incentives or pressures, the economic and regulatory aspect of the environment in which business entity operates. The financial stability or profitability is threatened by economic, industry, or entity operating conditions, such as; high degree of competition or market saturation, accompanied by declining margins. High vulnerability to rapid changes, such as changes in technology interest rate increasing business failure in industry or overall economy. Operating losses making the threat of bankruptcy, foreclosure. 


Management characteristics relates to management’s motivation to carry out financial reporting fraud, excessive pressures exists for management to meet the requirement or expectation of third parties due to the following; profitability or tend level expectations of investment analysis, significant creditors or other external parties particularly expectation that are unduly aggressive or unrealistic including expectation created by management.

Operating characteristics and financial stability include the nature of business; the complexity of its financial transactions, the locations where transactions are recorded and disbursement are made. The geographic location of the company’s operating activities, the company’s profitability and its financial condition.

11. What control mechanisms could be adopted against corruption?
Answer.  
a) By establishing a hotline to enable vendors to complain should they be approached by someone seeking to bribe them, transparency and integrity in the bidding process in asset procurement, frequent rotation of employees through different   vendor assignments.
b) Using private fax machines and requiring the bids to be submitted to named individuals other than those soliciting the bids in order to prevent fraudsters, Informing their partners about lower-bidding competitors, auditors might examine expenditure trends and analyze reasons for the increase in a declining trend.
c) Enforcing a strong policy on the total disclosure of conflicts of interest, receipt of gifts, corrupt schemes usually result in victim companies having to overpay for goods and services, the purchase of unneeded items, or the purchase of necessary items at increased prices. Trending the company’s assets may reveal the purchase of unnecessary assets and inventory. Case of , the discovery of excess inventory write-offs may indicate an attempt to make space for more purchases

III. Outline the main benefits of using analytic procedures in audit process.
Answer. 
Analytical procedures benefit in identifying unexpected relationships. For instance, where auditors use financial data obtained from ratio analysis, past trends, financial statements, etc. together with their past experience with the company or with other companies in the same industry and link them with the actual performance/output of the company.

Analytical procedures assess a company’s general financial performance, its performance relative to competitors, any future financial problems it may face, and whether it will be able to continue in business or is likely to go bankrupt.

 it also helps indicating errors in financial statements: If analytical procedures reveal discrepancies between the company’s actual and expected performances, this may indicate
accounting errors and irregularities.

Analytical procedures helps in Implications for detailed audit testing and procedures: If analytical procedures do not reveal any inconsistencies between the company’s expected and actual performances; this may indicate that there are no material irregularities or errors. This would further imply that detailed audit testing may not be needed as the substantive evidence gathered by analytical procedures suggests that the company’s financial performance is fairly reflected in its financial statements. On the other hand, if analytical procedures find material irregularities, detailed audit testing becomes important.

 IV. What are the common rationalizations for a fraudster which tempt him to commit
Fraud?
Answer.
Reasons for a fraudster which tempt him to commit Fraud are presumptuous that other things remain constant; a person’s inclination to commit fraud is directly linked to their moral values and personal circumstances. A person’s ethical behavior is determined by personal character as well as certain external factors. These factors include job insecurity originating from downsizing, a negative environment at work, limited promotion prospects, etc. 
According to these factors, some individuals are more vulnerable to becoming fraudsters than others. The senior management’s attitude to fraud prevention and their reaction to fraudulent activities is also a determinant. For example, if the management has not taken serious measures in response to fraud in the past, employees will be encouraged to commit financial crimes in the belief that they will get away with it.

[
The company will make more money in the next financial quarter and no one will ever notice the missing money this month’s fictitious accounting entry can be reversed by a counter-entry next month; therefore it is not exactly fraud. The company will not incur a loss, Management does not take supervision of internal controls and discipline seriously, and Management itself is involved in dubious transactions in order to and maintains aggressive accounting policies. The people who have been rewarded with promotions have disregarded the means of achieving objectives and have focused only on the attainment of organizational goals; 
[
Risk-taking is more rewarding than playing it safe, If a little fraud helps the overall position of the company without doing any material harm, then it is justified, the company overlooked my hard work and promoted someone else, so I deserve this; the company does not pay me enough and may fire me soon, so my fraud may make up for the benefits that the company is eliminating.

V. Outline the important points to be considered when evaluating fraud risk factors.
Answer.
Important points to be considered assessing risk, understand of the business organization, its budgeting process, the industry, and the larger economic factors that affect the company thorough understanding of the Context; the environment in which the business operates, the business entity’s structure and culture, and its internal controls. It is also important to have an understanding of the Presence and effectiveness of mitigating factors that reduce the risk the fraud. 
[
Secondly,  information is considered in a broader context and helps in reevaluating
fraud risk, ensuring that the information gathered by the audit team is being shared regularly.

VI. Analytic procedures are used throughout the audit process for three primary purposes. What are they?
Answer. 
Analytic procedures used throughout audit process are three basic primary purposes which are; 
a) Preliminary analytic review-risk assessments required by ISA 315 are performed to obtain an understanding of the business and its environment. Help in providing an insight into the company and point out high-risk areas in order that that the nature, timing and extent of audit Procedures might be determined accordingly.
b) Substantive analytic procedures are used in the evaluation of account balances and in obtaining audit evidence. Analytical procedure are used as substantive procedures when the auditor considers that the use of analytical procedures can be more effective or efficient than tests of details in reducing the risk of material misstatement at the assertion, level to an acceptably low level. 
c) Final analytic procedures carry out a final assessment of financial statements and assess whether audit conclusions are correct or not. These analytical procedures are performed as an overall review of the financial statements at the end of the audit to assess whether they are consistent with the auditor’s understanding of entity. Final analytical procedures are not conducted to obtain additional substantive assurance. If irregulars are found, risk assessment should be performed again to consider any additional audit procedures are necessary.

2. ‘Circumstances may exist that create opportunities for management or other staff to commit fraud’. Discuss
Answer. 
The circumstances that create opportunities for management or other staff to commits fraud are weak or ineffective controls, poor division of duties, and lack of supervision poor
employee screening, weak accounting and physical controls, infrequent reconciliations and
lack of segregation of duties. 


Nature and size of a business, the kind of business transactions, and the manner in which records and accounts are maintained also provides an inherent opportunity to management or other staff to commit fraud.

[
[

The way in which a business interacts with its customers and suppliers, and its position in
the market. For instance, if a trade dictates its terms and dominates the market, it may be prone to inappropriate transactions.


Non-serious attitude in dealing with fraud and lack of repercussions, attempts by the management to justify questionable accounting practices and disclosure policies. 

Lastly, Unhealthy relationship between the company and its auditors, which may include bullying by the management, lack of access to data and unrealistic time constraints value, demand, convertibility and movability of assets can create opportunity to commit fraud.

3. SAS 99 suggests that key sources for the identification of fraud risk factors are inquiries of management’ in this context which type of questions an auditor should ask the management?
 Answer.
The auditors asked managements the following questions;
1. What are the risks of fraud in the organization according to the management?
2. How the company in’s operating locations and other business segments monitored?
3. Takes here stood any request to the management or anyone else in the company to alter or withhold information, and to make fictitious transactions or accounting entries? 
4. Is the management aware of any perpetrated or alleged fraud regardless of materiality?
5. Are there certain segments that are more prone to fraud?
6. Did the management receive any letters or other communications by ex-employees, analysts, etc., alleging fraudulent activity?
7. What are the management’s views on ethics and business morals and how are these views communicated to employees?
8. Is the management aware of any alleged, suspected or perpetrated financial misstatement or asset misappropriation that might have resulted in material misstatement in the organization’s financial statements?
9. Is the management’s behavior consistent with these views?
10. What programs or internal control mechanisms has the management put in place to mitigate the risk of specific fraud or to deter fraud in general? How are these programs and controls monitored and supervised?
11. What specific areas, transactions or accounts has the management pointed out as being vulnerable to fraud and what are the reasons behind this fraud risk?
12. Did the audit committee or any other authority receive a report from the management regarding the entity’s control environment?


Case Study
1. What type of evidence do you think the expert would have gathered for his report?
The expert gathered detailed evidence by testing controls to gather evidence which identifies the weakness, which allowed the fraud to be perpetrated. 

Using analytical procedures to compare trends over time or provide comparatives between different segments of the occupational.
	
Applying computer assisted audit techniques (CAATs), for example identifying the timing and location of relevant details being altered in the computer system. 

Discussion and interviews from his fellow employees, Press and media reports concerning matters directly or indirectly linked to the organization’s
Financial statements, industry publications, such as trade journals, analysts’ reports, data concerning litigation involving the organization, data mining.                                                                                                                  

Substantive techniques such as reconciliations, cash counts and review of documentation.
             The evidence gathered by experts includes 
a) Motive evidence –are hearsay, interview or background check.
b)  Modus operandi-risk assessment, industry pattern, data mining, organizational history.
c) Testimony-witnesses of a character, opinion.
d) Results of interviews or questionnaires – statistics, stylistics (style of writing), lie detection 
e) Result of analytical procedures- fraud auditors , forensic accountants 
f) Audit trails-auditors, fraud auditors , forensic accountants 
g) Background checks which involves financial reports on the suspect –investigators, law enforcements, criminologists.
h) Real evidence and information or surveillance data are evidence like operatives, logs, recordings, 
i) Fingerprints, handwriting, or computer printout, documents, and forgeries.
j) Demonstrative evidence – replicas, charts and diagrams.
k) Scientific evidence –qualified experts on error rates in field.

2. Which documents could have helped the forensic expert in gathering evidence?
Answer.
Documents forensic experts used in gathering evidence includes copies of signed contracts, transaction records stored in the management’s information system, sales journals and registers, which have recorded dates of the transactions, purchase order dates, if the purchase order was dated after the period end, it would be hard to explain the falsified dates on invoices and delivery documents, dated correspondence concerning negotiations and the actual transaction.
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