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QUESTION 1

(i)
Computer Forensic is the use of analytical and investigative techniques to identify, collect, examine, interpreting, presentation, documentation and preservation of evidence or information which is digitally stored for the purpose of facilitation civil or criminal investigation. Ironically, computer forensic is not limited to computers as the source of evidence. Any medium that can stored digital files is a potential evidence for a computer forensic investigator.

(ii)
Usually, the objective of computer forensic is to provide digital evidence of a specific or general activity in such a way that it can be legally admissible. Computer forensic are carried out for the following purposes:
a. Fraud prevention and detection control assessment 
b. Investigation involving bankruptcy.
c. Regulatory compliance and assets misappropriation 
d. It is used for advisory assistance for disputes such as family law.
e. Corporate security professionals, internal and external auditors can also request the assistance of computer forensic 
(iii)
Computer Forensic involves the examination of digital files. That digital evidence used in an investigation needs to be retrieved, handle and analyzed in a forensically sound manner. The sources from which data can be retrieving include;


a. Company general ledger
b. Sales database
c. Electronic mail ( E-mail server)
d. Network drivers
e. Access log
f. User files

(iv)
Computer forensic analysis has the following characteristics:
a. The computer forensic analysist should have the ability to apply sound and replicable methodologies.
b. The computer forensic should use the practices that have been able to withstand challenges in the past
c. Should be able to use software that is acceptable in the forensic profession
d. Computer forensic should be able to apply methods that yield reproducible results
e. Computer forensic should be able to document everything comprehensively 
(V)
Data analysis benefits organizations in many ways. Which include;
a. Ability to search, analyze and maintain data quickly and effectively. 
b.  Valuable data that has been lost and deleted by offenders can be retrieve which becomes substantial evidence in court.
c. It help reduce volume of data size and even eliminate the sample risk and size
d. It helps organization to identify and extracting certain risk criteria quickly from the entire data population for further analysis.
e. It help in monitoring relevant data trends over period of time, by analyzing fluctuation trends and identifying false positives and potential risk factors.
f. It helps in identification of weaknesses and how efficient an organization internal control policies are.
g. It helps reduce and analyze workload and produce results admissible in court.



Question-2
Computer forensic engagements are conducted for different purposes. They include fraud prevention and detection, investigation involving bankruptcy. It is therefore, advisable for computer forensic investigator to consult counsel prior to beginning of the engagement. The forensic investigator should endure that protocols are designed to ensure compliance. 
The following legal considerations are relevant to the engagement of computer forensic.
a. The computer forensic accountant should ensure that data being collected is pursuant by a subpoena
b. They should consider engaging legal expert or counsel in the team. For example, if the suspects’ computer is located at the person’s residence, then knowledge of the Fourth Amendment, which deals with search and seizer is imperative.
c. The experts involved in the engagement must be fully qualified and licensed where necessary. Being able to understand the criminal provides a better understanding of that person’s actions, which will help the expert to provide sound opinion
d. For the purpose of cross-border issues, the engagement team or experts should be familiar with international privacy laws and regulations.
e. The engagement team should also have the legal authority to collect and analyzed the data. Such data like those of National Security issues.
f. The Team should consider expectation that, data may be located on the device that would require reporting to the law enforcement.
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Question-3
The Computer Forensic Investigator can use several tools to assist data analysis. They include;
a. The computer forensic investigator can use Data Analysis Software’s, such as IDEA and ACL that support various investigation activities. These software’s are data interrogator and capable of extracting information from variety of file formats.
b. The Forensic investigator can use Microsoft Access, which is a database program, which has programmable inputs that can validate, queries and format reports
c. The computer forensic can also rely on a spreadsheet programs like Microsoft Excel which is versatile and widely accepted business and data analysis tools.
d. Network Analyzer. Both computer forensic investigators and security professionals can use this tool. The application can scan WI-FI connections, and within these access points, the investigator can determine the name and IP addresses for all connected devices.
e. The computer forensic investigator can also use special purpose software’s like SPSS, WizSoft, and SAS to facilitate advance data analysis inquiring or for special investigations.

Question-4
Chain of custody is another vital element of the computer forensic engagement plan after clarifying the scope, timing and budget. Electronic information, like a weapon in a criminal investigation, must be handled properly in order to ensure that it is admissible in court and vulnerable to criticism.
The chain of custody form is a form whereby both the person delivering the device and the person receiving the device sign and record the data and time on it. The chain of custody forms should contain the following information:
a. Names and signatures of the person who is providing and receiving the device
b. The exact physical location of each device including the address and room number
c. The condition of the device including description, make, model number and serial number.
d. It should include date and time at which each device was collected.
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