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	Assessment 11: Computer Crimes

1. Give short answers to the following questions:  	 	 	 	 	             
I. What is Computer Forensics? 
It is the investigation tool acquired in term of validating, identifying, preserving, collecting, interpreting, analyzing, documenting and presenting digital evidence derived from digital sources within the purpose to define the fact nature of the case and the evidence is admissible for the court proceedings. Moreover, it is beneficial for preventing and detecting crimes or any fraudulent activities while it is able to determine any activity that incurred on a computer device and restore those deleted or corrupted data. The special feature of the computer forensics in the impressive method which is capable to identify the key player(s) of the fraud case, relevant information, timing, potentially related documents, conspirators, and even other exertion to destroy audit trails. 

II. Why computer forensic engagements are carried out? 
In fact, the computer forensics stores plenty of relatively significant data which assist the investigators to achieve their objectives and its engagements are carried out for the following purposes: 
-Fraud prevention and detection control assessments; the way to access controls over fraud prevention and detection by using the computer forensic which can be stored in, compare customers’ addresses, sort the addresses and compare from customer A to other customers to see if there is a shell company regarding the address sameness and other discrepancy.  
-Investigations and consultations involving bankruptcy: for the bankruptcy case, it involves with several factors and/or may from illegal activities which is the obstacle for the investigators to gather and identify related information. Fortunately, the computer forensic method plays an important role for assisting the investigation process. In fact, a furniture company has survived for the business alive for six months already but finally declared bankruptcy while it was suspect a sales manager who may fake invoices and commit other fraudulent deeds; thus, it was obtained the storing information from the system and finally the sales manager was admissibly accused committing fraud. 
-Advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and expert services; 
-Investigations, including financial reporting and security investigations, regulatory compliance, and misappropriation of assets 

III. Name some sources from which data can be retrieved.  
There are two kinds of source from which data can be retrieved such as primary (survey, experiment or direct observation) and secondary (documents and electronic devices) such as computers laptop, removable disks, mainframes and servers, data stored in the “cloud, voicemail on telephone systems, copiers, thumbprints, recycle bin, PCs and workstation printers, hard disk, solid state storage, fax machines, scanning machine, thumb-drives, IP telephones, tapes, personal digital assistants, CDs and DVDs, cell phones, e-mail – server or remotely stored, scanners, iPods and MP3 players, instant messenger,”

IV. Explain the characteristics of computer forensic analysis.
A systematic computer forensic analysis has the following characteristics:
· Ability to apply sound and replicable methodologies: It is able to keep and store data in a secure manner and contaminate any irrelevant information which facilitate the investigator from wasting the time for scanning those targeted subjects of matter. 
· Using practices that have been able to withstand challenges in the past: It is the best evidence for court proceedings and avoid the investigator from losing face due those information is not admissible. In fact, the suspects will absolutely challenge to what had happened but with the computer forensic analysis, it can keep the mouth shut and warrant the success in the case challenging. 
· Using software that is acceptable in the forensic profession: Actually, the forensic professional career requires the ability and knowledge to use applicable software for the best practice of the work performance such as Access, Excel, ActiveData, TopCaats, IDEA, ACL, MAXQDA, STADA, WizSoft, SAS, SPSS, Qualys and so on. The mentioned software enable the forensic investigators do the data analysis easily and reduce time consuming. 
· Ability to apply methods that yield reproducible results: It is the ability of an entire test or learn to be overloaded of information and the outcome either by the same researcher or by someone else working independently. 
· Documenting everything comprehensively: It involves with chain of custody of data and evidence for the court proceedings. Moreover, every document will be the supporting intrinsic information which will be dealt with the suspect and the investigation case. For example, during the bank branch audit fieldwork, there will be a documentation over the evidence of any issue findings for the exit conference and writing audit report. The method to copy and cross reference does not guarantee the secure custody of documents as comprehensively managed. However, those documents will be stored in a secure place as in the electronic devices and all information will not be leaked to others as the impairment and the investigators could feel secure over this documentation process as well. 

V. What are the benefits of data analysis? 
It is very beneficial to deploy a data analysis in term of identifying and performing further tests for the evaluation of risk elements over thousands pieces of information and these processes will be inefficient if we, people, have to perform these tasks. In fact, through the assisting from sophisticated, powerful software and technological ability, 100% of the information can be analyzed. Let go through to the following benefits of data analysis:   
· Reduce and even eliminate sampling risks: If there are so many transactions for auditing, it will be difficult to select the sample and identify those which are likely to produce more risks to the organization, but adopting the data analysis can mitigate this concern and test internal controls and organizational policies for their efficacy in identifying weaknesses. 
· Compare relevant data from different sources and systems to show a fuller picture: In fact, it will be hard to get a clear picture regarding data comparison from systems and other sources of information without the aid of data analysis, for example thousands of loan disbursement of a bank’s customers are stored in a system, in order to identify loan PAR there must have an aid from the data analysis and identify and extract certain risk criteria from the entire data population.
· Monitor relevant data and analyze fluctuating trends over periods of time: For example, it helps scrutinize staff turnover, assets fluctuation, and other ratio analysis…etc. 
· Identify false positives and potential risk factors: For instance, it monitors the processes of a system network and alert any error signals to the invigilators to fix the problems within a timely manner and identify trends that are unknown to company personnel, consultants and forensic accountants

2. What are the legal factors that should be considered before starting computer forensic engagement? 	 
Before beginning a computer forensics engagement, it is wise to address all legal factors as in the following: 
· A subpoena which warrants the rights for collecting data: This is the first thing to do before going to check the targeted data; for example, there is a suspect over AML. An investigator must have some red flag and/or issue case in order to ask for a subpoena from the court within the purpose to be accessible to obtain bank statement of the suspect for reviewing and analyzing.  
· The privileged counselor: In fact, for some investigations it needs an assist from outsource who must possess a privilege into the case; otherwise, the suspect will be able to sue the investigator and/or the counselling will be inadmissible. 
· Forensic accountants must be well-trained, qualified, license-equipped and skillful: when you drive a car, you need to have a driving license or police officers may fine you. Likewise, a forensic accountant whose job is impressive and to define the fact nature of the case must possess an eligible license which allow the related parties to fully trust and feel confidential over the investigation outcome; moreover, it is required by the related law and regulations, too. 
· International regulations: for some cases which data are being gathered internationally, the engagement team must fulfill all international requirements especially the confidential information and privacy. 
· Fully understanding over the data belongings and other privacy concerns: To avoid any arguments or facing legal actions, there must be adequate agreement and it is fully compromised regarding the location of the data and its privacy terms. For illustration, Cisco Router and Switch security has been scheduled to audit and there was plan from an audit team to review and check the configuration files by getting them copied, but the IT Department informed those documents are confidential and they cannot be copied for reviewing. As a result, it was required the IT Department to help and allow the audit team for viewing those configuration files through a remote program which the audit team is able to view the files on their laptops from far distance. 
· The data might be related to national security issues which requires devices to get acknowledged by the law enforcement authorities: The forensic accountant must ensure the entrance of getting the designated data is connected with national security issues; if so, there must be an approval letter which endorsed by the locally related authorities, accordingly. 

3. What tools are used by forensic accounts for data analysis? 	 
In fact, there are several tools which forensic accountants use for data analysis and those do work in order to normalize and/or clean any irrelevant data out of investigation purpose, as shown in the following table: 
Products: 
	No
	Data analysis type
	Item description
	Illustration

	1
	Basic Productivity Software
	The intermediate or advanced knowledge in the use of the Excel and Access such as: Querying, modeling, pivoting and charting and the following which included but not limited: 
· Tables, queries, forms, and reports build upon each other and make up the heart of a database application.
· Inventory and Asset tracking
· Order tracking 
· Occasional users have wizards, property builders, the office fluent user-interface, and excel-like features to quickly get a job done.
· Power users have macros, the property pane, expressions, and database design tools to delve deeper.
· Develop VBA code to create custom database solutions and deploy runtime applications.
· Managing contacts    
· Nutrition tracking       
· Task tracking    
· Organizing lending libraries    
· Event Planning    
	Excel, Access

	2
	Excel/Office Add-on Data
Analysis Software
	Intuitive programs with user friendly utilities that leverage Excel and other Microsoft products in order to perform data analysis. 
· Summing data based on one or more conditions
· Summing squared and array values
· Simple addition and subtraction
· Summing data by grouping and pivoting
· Special cases (running total, unique values)
· Summing and subtracting date and time values
	ActiveData,
TopCaats

	3
	Data Analysis Software
	-Comprehensive data analysis programmes support various investigative cases, such as sorting through enterprise data in order to identify patterns, converting multiple electronic formats into a single format that can be used and establish relationships while data mining helps virtually any business gain greater insight into organizational, industry, and customer trends. 
-Supports the dynamic creation of Excel spreadsheets and PivotTables, 
-Analyze data in an almost unlimited number of ways,
-Satisfy the broadest range of analytical needs, 
-Enable any report with advanced data-analysis functionality, 
-Generate ad hoc queries from any enterprise data using nothing more than a browser – immediately and efficiently satisfying their individual information needs in real time. 
-Rapidly select required columns and specify sorts in reports. 

	WebFOCUS, IDEA, ACL, MAXQDA, STADA, OLAP

	4
	Specialty Software
	-Special purpose software to facilitate advanced data analysis inquiry or special investigative purposes,
-Lay out a design specification based on the company’s processes and procedures,
-Update the procedures and improve the practices in the process,
-Pre-designed software is quicker to implement in the facility and more affordable,
-Apply the latest statistical techniques to any size of data,
-Enables access to Windows applications and systems located on remote computers via network connections and terminal interfaces,
-Keeps pace with new methods emerging from the rapidly expanding field of statistics. 
e.g., -data mining, security and access and 
-simplify with a single environment
	WizSoft, SAS/STAT,
SPSS, Qualys, OFF-THE-SHELF, CUSTOM software


	 	 	         
4. What is a chain of custody form? And what type of information does it contain? 	
It is the process or series of methodology to keep and handle the information gathered in term of unleashing a great effort to prevent those information from losing, leaking, and altering and warrant that those are conclusive for court proceedings and refrain from any vulnerability or criticism. In fact, evidence can be used in court to convict persons of crimes, and it must be handled in a scrupulously careful manner in term of avoiding later allegations of tampering or misconduct, which is able to compromise the case of the prosecution or become grounds for overturning a guilty verdict upon the appeal. 

The chain of custody form include the conditions under which the evidence is gathered, the identification of all evidence handlers, duration of evidence custody, security conditions while handling or storing the evidence and the manner the evidence is transferred to subsequent custodians each time such a transfer occurs and it must have the signatures of involved people for each phase of the investigation process. There are some information which chronological documentation or chain of custody contains which quoted from the lesson as in the following: 
· The identification such as names and signatures of witnesses, whistleblowers, or other relevant people who provide and gather the device. 
· Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device
· The exact physical location of each device including the address and room number.
· Every device’s condition, description, make, model number and serial number.
· The date and time at which each device was collected
· Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. 

For example, there is a fraud case over cash larceny so all those identifiable people will always limit and work as much as possible to take all pieces of evidence. As long as it has been taken charge of any of those evidence, there must proper documentation of those collection and then give to evidence custodian for great effort to store it in a secure place in order for supporting in the court proceedings as well to withstand legal challenges to the legitimacy of the evidence.
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