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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	QUESTION 1

Give short answers for the following questions:
I. Outline the factors on which fraud risk assessment depend.

· Corporate Environmental factors: 

Employee, fraud, theft and embezzlement are more prevalent in some industries and some organizations than in others. Risk assessment should take into account the level of assessed fraud risk in the industry of the entity. A risk assessment should also consider the current economy.

· Fraud factors: 

Any risk assessment should also consider the fraud schemes that are more likely to occur in order to guide the anti-fraud program. Prevention and detection counter measures are certainly more effective if they address the most likely fraud schemes to be committed. For financial statement frauds, clearly the executives of the entity are the most likely would-be fraudster and thus a risk assessment would necessarily include those individuals. 

· Internal factors:

 Internal factors that enhance the probability of fraud, theft, and embezzlement include inadequate management controls or monitoring activities such as ambiguity in job roles, duties, responsibilities, and areas of accountability, Inadequate orientation and training on legal, ethical, fraud, and security issues etc.

II. What are the main concepts of risk assessment?

Risk assessments are conducted to assess the negative influences and potential losses related to a prospective goal or decision. The main practical purpose of risk assessment is to provide information, which can then be used to manage identified potential risks to avoid their occurrence or minimize their influence.

The fundamental concepts of risk assessment are probability (the chance an event will occur) and impact (the magnitude of the event if it occurs). Other concepts of risk assessment include, hazards, risk, risk perception, risk management etc.

Hazard is commonly defined as "the potential to cause harm". A hazard can be defined as "a property or situation that in particular circumstances could lead to harm" (Royal Society, 1992). Risk is a more difficult concept to define. The term risk is used in everyday language to mean "chance of disaster". When used in the process of risk assessment it has specific definitions, the most commonly accepted being "The combination of the probability, or frequency, of occurrence of a defined hazard and the magnitude of the consequences of the occurrence" (Royal Society, 1992).

Risk perception involves people's beliefs, attitudes, judgments and feelings, as well as the wider social or cultural values that people adopt towards hazards and their benefits. The way in which people perceive risk is vital in the process of assessing and managing risk. 

Risk management is the decision-making process through which choices can be made between a ranges of options which achieve the "required outcome". The "required outcome" may be specified by legislation by way of environmental standards, may be determined by a formalized risk-cost-benefit analysis or may be determined by another process for instance "industry norms" or "good practice". 

III. What are the internal factors that should be considered for fraud risk assessment?

Some internal factors that should be considered are:

· Failure to create an honest culture

· Ambiguity in job roles, duties, responsibilities, and areas of accountability

· Inadequate orientation and training on legal, ethical, fraud, and security issues

· Failure to articulate and communicate minimum standards of performance and personal conduct.

· Inadequate company policies with respect to sanitations for legal, ethical, and security breaches, especially for frauds and white collar crimes.

IV. What is Inherent risk?

Inherent Risk or intrinsic risk is the risk of a material misstatement in the financial statements arising due to error or omission or fraud as a result of factors other than the failure of controls (factors that may cause a misstatement due to absence or lapse of controls are considered separately in the assessment of control risk).

Inherent risk is generally considered to be higher where a high degree of judgment and estimation is involved or where transactions of the entity are highly complex.

V. Define the term ‘residual risk’.

Residual risk is the risk or danger of an action or an event, a method or a (technical) process that, although being abreast with science, still conceives these dangers, even if all theoretically possible safety measures would be applied (scientifically conceivable measures).
That is a risk that remains after all efforts have been made to mitigate or eliminate risks associated with a business process or investment.  After a risk assessment, a residual risk may be known but not completely controllable, or, it may not be known. In the economic context, residual means “the quantity left over at the end of a process.

Residual risk will inevitably require one or two responses: no action, as the remaining risk is accepted, or action to mitigate or remediate through additional prevention or detection procedures.
QUESTION 2
Prepare a fraud risk assessment check list for any business of your choice.

T & J OIL REFINERY LIMITED

Ref

Policy

Yes

No

Action / decision

1

Does a risk-based emergency evacuation policy exist?

2

Does the policy meet current legal requirements and/or best practice?

3

Is the policy known to premises managers and being implemented fully?

4

Is the policy available in large print, Braille, tape or other alternative format upon request?

5

Do written procedures for the evacuation of people with disabilities exist?

6

Are the procedures tested regularly?

7

Do the procedures take account of :

walk through procedures; announced drills; and unannounced drills

8

Are there procedures to identify the number and location of people requiring assistance within the building?

9

Are procedures in place for people with disabilities to make their needs known to staff?

10

Can existing evacuation procedures cope with the maximum number of people with disabilities likely to be present?

11

Are measures in place to control access to the building should existing coping mechanisms be at full capacity?

12

Has account been taken of the likely presence of guide dogs? 

(NB It is not recommended that any evacuation strategy should suggest separating a dog from its owner)

13

Are procedures and information regarding the use and non-use of lifts in an emergency in place?

14

Are pictorial symbols included on all fire evacuation signs?

15

Do fire exit signs indicate which exits are suitable for wheelchairs?

16

Are ground floor fire exits level or ramped and is there a suitable external surface?

17

Are emergency exits checked regularly to ensure they are not blocked or impassable?

18

Are fire procedure notices, including procedures for the evacuation of anyone requiring assistance, displayed within the building? 

19

Has consideration been given to allowing able-bodied people to evacuate independently of people with disabilities? 

20

Is a responsible person nominated to hand over information to Fire and Rescue Services, including information about the presence of people with disabilities and there particular disability? 

(Give Details of Nominated Person)

21

Does a means exist for assessing the extent of any assistance that people with disabilities are likely to require?

22

Is the location of people with disabilities within the building known?

23

Has a ‘buddy’ system been considered, with appropriate backups?

24

Does the ‘buddy’ system take into account all working patterns?

25

Has appropriate training in evacuation been given to all ‘buddies’?

26

Have people with disabilities working as lone or sole workers been accounted for and appropriate evacuation measures adopted?
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