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Marking Criteria:

 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 

	1.
SHORT QUESTIONS
I. Best evidence. The term ‘Best Evidence’ refers to the originality of all the evidence submitted to support a case. All cases require best evidence to be submitted. In the event of original evidence being unavailable, investigators should clarify the reasons for its unavailability and prove the accuracy of the copy that is being submitted. Although there may be some exceptions to this rule, it is generally considered inflexible. 

II.
It is important to organize and collate evidence carefully in order to avoid the chaos ensuing from the sheer number of documents that a forensic accountant has to deal with. It also provides a framework for creating a tracking system for the evidence; this will be useful regardless of the size of the investigation and the volume of evidence. Forensic accounting investigations are based on gathering, documenting and retaining evidence. The decisions that a forensic accountant takes during the course of gathering evidence are closely associated with the scope and manner of the investigation. The ultimate value of the conclusions drawn from the investigation depends on the credibility of evidence; therefore, it is important that evidence is gathered, preserved and stored in a proper manner. 

III.
The following devices could help when collecting evidence:

a. Personal computers

b. Network servers

c. Wireless and cordless telephones

d. PDAs and BlackBerry devices

e. Answering machines

f. Paging devices

g. Caller ID devices

h. Digital cameras

i. Facsimile machines

j. Printers

k. Scanners

l. ID card printers

m. Copiers

n. Compact disc duplicators

o. Smart cards/magnetic stripe cards

p. Security systems.

q. Global positioning systems.

r. Electronic gaming devices.

s. Vehicle computer devices.

t. Storage media.

IV
When planning for the evidence gathering process, the following points should be considered:

a. Reviewing the client’s policies on record retention and ensuring compliance.

b. Visiting storage locations for paper records off and on site.

c. Reviewing the technology used for transaction records, such as customer and vendor invoices, contracts, etc.

d. Ensuring the existence and storage of employee files.

e. Checking whether there are any files at the employees’ homes or in their personal computers.

f. Checking the file retention practices at various corporate locations, as they may differ significantly from one location to another.

g. Analyzing the organizational hierarchy and knowing who reports to whom.

h. Checking the medium of storage for computerized records on and off site.

i. Reviewing the company’s back-up procedures that are used for employees’ computers and e-mails, knowing when back-ups occur, how much information is lost and how much is retained, and which information is retained on servers and which on individual hard drives.

j. Checking whether any records are retained by or about former employees of the organization.

k. Analyzing system changes that have occurred in the company’s accounting systems or e-mail systems.

l. Reviewing documents related to corporate functions that have been outsourced, such as payroll and internal audit.

m. Creating a written plan for the collection of documents in order to give the investigation a clear direction and focus.

V. 
Working Papers. Working papers are  summaries and analyses of factual material systematically put together by a forensic accountant, which are usually the basis of testimony in cases of litigation to recover losses in cases of litigation. i.e. class-action lawsuits, or if the forensic accountant is required by law to produce them in front of regulatory bodies.

Working Papers usually contain the following information:

a. Accounting records and other documents. 
b. Public record searches. 
c. Electronic computer files. 
d. Photographs or digital photos, preferably with a date/time stamp.

e. Documentation specifying chain of custody.

f. Interview notes and audio recordings. .

g. Third-party information. 
h. Court pleadings and deposition transcripts.
VI.
The main steps involved in the evidence gathering process starts with Document Retention Considerations. Considering forensic accounting investigations’ heavy reliance on documentary proof, document retention and preservation are tasks of the utmost importance.  Many points must be borne in mind, and it is advisable to hire a counsel to discuss the complications. It is important to preserve electronic evidence present in the company’s accounting system because during the course of business it is common for transactions to take place, assets to be acquired and sold, accounting systems to be modified, new information to become available, and estimates to be revised. 

Planning Considerations follows after document retention considerations. It is usually important to meet up with clients, depending on the nature of the investigation, in order to discuss the type of evidence that may be required and to locate the evidence relating to the time period under scrutiny. As business structures and data processing operations of companies change over time, these meetings held to discuss financial accounting records become all the more important. Suppose, for example, that the investigators need to review certain employees’ e-mails over the past two years but find out that the company’s back-up data cannot be located and that the e-mail server only stores data for up to 60 days. In this case, it would have been helpful to tell the client that this kind of data may be required; they might then have arranged access to it or told the investigators that it would not be available.

The last step involves Creating a Chain of Custody. The chain of custody serves as proof that the evidence has been properly preserved from alteration and damage from the time when it was collected to its presentation. It signifies to the court or regulatory body in front of which the evidence is being presented that it has probative value. Therefore, the investigator should discuss the level of detailed recordkeeping required to establish a chain of custody with counsel and the client before gathering the evidence. As technology becomes more advanced and keeping up with it requires expert help, the best practices used for collecting electronic information also continue to evolve. The investigative team cannot be efficient without possessing or having access to the requisite IT skills in order to identify, gather and, more importantly, assess the integrity of electronic information.

VII.
The following types of documents are collected in the evidence gathering process:

a.
Accounting records and other documents. This category includes all possible accounting records such as general ledgers, sub-ledgers, financial management reports, reconciliations, journal entries, internal audit reports, purchase orders, vendor information, accounting journals, management reports, contracts, telephone, computer system and security system records, desk files, e-mails, websites, and any other accounting record or document.

b.
Public record searches. The information gathered through public record searches can be diverse and may include newspaper articles, hobbies and interests, investments, philanthropic work, online chat room discussions, etc.
c.
Electronic computer files. These include e-mails (forwarded e-mails, senders, recipients, etc.), computer files, any data stored in handheld digital recorders, etc.

d.
Photographs or digital photos, preferably with a date/time stamp.

e.
Documentation specifying chain of custody.

f.
Interview notes and audio recordings. These are notes taken by the investigation team during interviews conducted with witnesses, suspects and other personnel

g.
Third-party information. This is information or data provided by interested third parties such as counsel, external auditors, etc. This information may be in the form of audit reports, management letters, bank statements, cancelled cheques, bank advice, or any other banking documents, records related to non-audit services, documents acquired through warrants or subpoenas, etc.

h.
Court pleadings and deposition transcripts.

The possible sources may be:

a. Signed statements. It is always useful to obtain written and signed statements from witnesses as well as the complainants. Although these statements will not be substitutes for the actual testimonies offered by witnesses in court, they may provide a summary or an outline of what might be expected at their trial testimony.

b. Transactional paperwork. Every business operates in a different manner, and while the basic documents will be generally similar, there will be some differences. This is where pre-planning will be useful for the investigators. Therefore, they must always be on the look out for any documents or paper trails left by transactions such as invoices, vouchers, original records, etc. that may indicate the flow of money.
c. Intranet sources. More and more businesses are creating networks connecting their employees and departments. This intranet connection not only increases productivity but also serves as a source of valuable information. Investigators need to examine chat facilities and weblogs where suspects and witnesses are most likely to be found. Although they will find no transactional information there, they will be quite likely to spot unofficial communication of value to the investigation. This communication may include gossip, rumors, and crucial background information related to employees and managers.

d. E-mails. E-mails are a very common mode of communication in a business organization, and the investigators might benefit from this when they are looking for evidence. Not everyone is careful about what is sent in an e-mail and to whom. Most messages are saved on the corporate server for a long time, which is helpful for investigators seeking to examine messages sent through e-mails.

2.
The various types of evidence used in financial crime investigations are as follows:

a.
Direct evidence is the evidence that proves a fact without making any inferences or presumptions. Those who have direct knowledge (i.e. they have heard it, seen it, or were directly involved in it) of the fact swear of its existence. This may take the form of confessions obtained in a court of law or during the course of investigation.

b.
Circumstantial evidence is evidence that proves a fact through inferences or presumptions. It means having to prove several supporting facts and then analyzing them in relation to one another in order to prove that the ultimate fact in question exists. Circumstantial evidence is admissible in a court of law. Proving the suspect’s wilful intent can be categorised as circumstantial evidence. This kind of evidence is normally used for crimes involving malice, motive, intent, etc., or more simply put, to prove something that exists in the mind of the perpetrator. It is usually considered to be as important as direct evidence and its significance may sometimes even outweigh that of conflicting direct evidence. Evidence is also categorized as oral, documentary, and real.

c.
Oral evidence involves witness accounts and presentation during submission of records and physical objects. Witness testimony includes oral statements by the witness delivered under oath.

d.
Documentary evidence includes written material such as judicial records, official documents, contracts, deeds, letters, memoranda, private diaries, maps, photographs, diagrams, and any other official or private writing.

e.
Real or physical evidence consists of tangible objects or property. It may include a knife, pistol, or any other weapon. It must be relevant to the case and admissible in a court of law.

f.
Relevancy. This refers to the evidence being of some relevance to the fact. This link should be traceable and significant. Evidence will be relevant if it is a link in a long chain of evidence, or if it is circumstantial evidence that proves that a fact did, or did not, exist. It is important that investigators only collect facts that are relevant to the case, as irrelevant evidence will not be admissible in a court of law. However, they must ensure that no fact or evidence is omitted simply because there is doubt regarding its significance or relevance. It is at the judge’s discretion to determine the relevancy of evidence to the case as there are no set standards for relevancy, which differs from case to case and from one judge to another. Moreover, the investigators should not omit a fact simply because they believe it is non-material or incompetent.

g.
Materiality. Evidence is said to be material if it is significant to the outcome of a trial, or if it determines the guilt or innocence of the suspect. This definition is quite similar to that of relevancy.

h.
Competency. This refers to the admissibility of evidence in a court of law, since evidence should not only be relevant and of material value but should also be sufficiently competent to have legitimacy. Competent evidence includes documents and all other forms of evidence that came from a proper source and were obtained in a legal manner. Evidence may be relevant and material but incompetent at the same time if it is inadmissible, such as hearsay.

i.
Hearsay refers to evidence that was not in the personal knowledge of a witness; It may be simply something he/she heard others say or a document that was prepared by others and not the witness. It is also called second-hand evidence and it is not admissible in court. For example, if an investigator alleges that corporate cheques to payees were for the personal expenses of the subject, this is categorized as hearsay and not actual evidence. The nature of the payments should be proved through third-party testimonies, or the subject’s own records. Cross-examination is a crucial tool in order to determine the authenticity of facts, as it tests the credibility of the witness and the witness’s observations and memory and identifies any prejudices or errors. It may clarify whether the witness is committing perjury by deliberately altering facts, or whether there were any unintentional misstatements.

j.
Admissions and Confessions. An admission is a statement or an act of the accused that might be offered as evidence against him/her. It is not the same as hearsay. It may also involve a prior written or oral statement, or a prior act that is inconsistent with a person’s pleading or his/her position at the trial. Admissions can be used both as evidence and as means to discredit a person as a witness. Therefore, a confession, which is a statement by a person that he/she is guilty of a crime, can only be used as a fact and not as opinion or hearsay.

3.
The type of evidence is what differentiates financial crimes from non-financial crimes. In cases of murder or burglary, for example, evidence usually comprises fingerprints, weapons, and other physical or real objects. Sometimes, documentary proof and photographs are also considered important evidence but these are relatively rare in non-financial crimes. Financial crimes, on the other hand, are highly document-based. Investigators are usually faced with volumes of documents, receipts, papers, etc. What is considered an unusually high volume of evidence for non-financial crimes is a very common volume for financial crimes. 

Financial and non financial crimes require best evidence to be submitted, that is all evidence submitted must be original. In the event of original evidence being unavailable, investigators should clarify the reasons for its unavailability and prove the accuracy of the copy that is being submitted. Although there may be some exceptions to this rule, it is generally considered inflexible. Financial crime investigators should attach special importance to this rule. For example, when non-financial crime investigators are trying to prove that “A” shot and killed “B”, they usually need the gun used in this murder as evidence. However, when financial crime investigators are trying to prove that CFO “X” embezzled money from the company’s pension fund, copies of bank statements incriminating “X” may hold weight with the prosecutors. Although this may be admissible as evidence in court, the original documents and bank statements will be required. Usually, the victim of a financial crime will have some documentary evidence to support his/her allegations. It is advisable to collect those documents rather than telling the victims to wait until the investigators have looked into the allegations and made a case. If the investigators do not collect the victim’s documents, there is a chance that they will be lost or destroyed. 
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