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	1. Question 1:
Question 1.1
What is meant by the term ‘best evidence?
· Best evidence can be when a forensic accountant submits evidence in a matter, this evidence that he submitted should be original evidence. In all cases, best evidence is required. Generally, when best evidence is not available, the forensic accountant t should be able to submit evidence to show why it is not available.
Question 1.2

Why it is important to keep the collected evidence in well organized manner?
· Chain of evidence: In most cases, especially court actions, the chain of evidence may be disputed, and if this is not well documented and retained, the chain of evidence may be broken and may become not submissable.
· Uncontrollable number of documents: Financial crime investigations are document as well as electronic data heavy. If your system is not well organized, you may get confused with the information as well as fail to track information.
· Report drafting made easier: Well organized investigation files makes the report drafting process easier.
· Testifying in court: Under cross examination, it will make a goof impression if you are able to find documents fast and precisely. If you take 30 minutes to search for a document whilst on the stand, you may frustrate the Judge as well as defense council.
Question 1.3

List the devices which could help when collecting evidence are:
· USB data divers, portable, memory bank, Laptop computer, desktop compute, mobile phone, Ipad, Tablet, pagers, answering machines,  digital cameras, fax machine, printers, ID card printers, magnetic smart cards, global positioning system, electronic game devices and vehicle computer devices.
Question 1.4
Which points should be considered when planning for the evidence gathering process?
· When the forensic accountant forecasts his evidence collection process, consider the following areas:
Type of Evidence 

Consideration 

Documentary

Storage of documents: Forecast how long it is stored in the office as well as in the storage company. Establish document retention policy

Documentary

Are the files at employees? homes: Forecast the possibility that some document may be at employees homes and establish a protocol around that potential collection process

Documentary

File maintenance: Establish how the companies filing and administration worked
Documentary

Organization Chart: Reporting ladders etc
Documentary

Previous employees: Records kept by previous employees

Documentary

Client’s record maintenance policies and whether there is compliance.

Documentary
Subcontracted corporate functions (staff) and documents 
Type of Evidence 

Consideration 

Electronic Evidence

Company IT structure and policy 

Electronic Evidence

Computer Servers: Location of servers should be known of electronic email collection and analysis is done.

Electronic storage location: How does computerized records retention work for on and off site
Electronic Evidence
IT Policy: How long is emails backed up 

Electronic Evidence
Accounting system: Establish who controls the system and who had access. 

- Who and how will SAP (Accounting) system data downloads work ?
- System modifications according to corporate e-mail systems or accounting systems
Type of Evidence 

Consideration 

Electronic Evidence

Standby procedures: How does this work in the company ? Employee computers and e-mail, what is stored on individual laptop hard drives versus back up ?

Electronic Evidence

Imaging equipment: 

· Transaction documents

· Vendor invoices, customer contracts and invoices.

Type of Evidence 

Consideration 

Interviews

Interviews: Will employees be expected to sign after interviews? Establish level of formality involved with each employee with the client 
Interviews

Electronic drafted interviews versus hand written? Establish protocol.
· Creation of written plan in conjunction with Internal Audit: Consider an evidence gathering plan / point sheet that will assist the team with precise evidence gathering process.
Question 1.5
What are the ‘working papers’? Which type of information do they contain?
Working papers are produced by forensic accountants throughout the project life cycle. Normally this process starts at the risk assessment phase, when you start the project. 
Maintenance and record keeping of working papers should be performed and compiled very meticulously due to potential future regulatory oversight or submission in court upon request of the defense council. In general working a paper may include:
· Public record searches
- Credit Agency Reports; 
- Internet searches such as Bloomberg etc;

- News paper articles, 

- Social media such as blogs, Twitter, Facebook. 
· Accounting records and other documents
- SAP accounting records; 

- Invoices;

- Purchase orders etc;

- Internal Audit Reports; 

- Journal entries, sub ledgers, general ledgers, financial management reports;

- Vendor information, computer system, reconciliations, web sites, internal audit reports, purchase orders, accounting journals, management reports, contracts, telephone, 
· Electronic computer files 

Finance Dept Data handed over freely: 
On site, the forensic accountant may feely receive source data handed over by the finance department such as: (All of this as well as the forensic accountant analysis of this is working papers).




Seized electronic evidence:
          On site, the forensic accountant may have to seize electronic evidence that was not    

          handed over freely such as laptop hard drives, blackberries and or emails baled up 
          from the data center servers. (All of this as well as the forensic accountant analysis of     

          this is working papers).



· Photographs or digital photos, if possible with a date/time stamp
- Photos of an asset that may have been stolen or misappropriated etc
· Court testimony and pleadings transcripts
- Hand over and receipts certificates of master drafts, master copy of data etc
· Interview records and audio recordings
- Interview with subjects, such as employees as well as suspect 
· Third-party information
- External Audit Reports, Management Letter Reports and Non- Audit services etc.
Question 1.6
Outline the main steps involved in the evidence gathering process.
· The main steps involved in the evidence gathering process are:

[image: image1]
      Outline:
Document Retention Considerations
Consider the retention of documents collected during the forensic accounting review and how this will work. There are usually substantial amounts of paper and computer files that are produced or revised during

the course of an investigation, and it may be difficult to retain every document and electronic file.

Planning Considerations
Forensic Accountant should be able to establish whether the necessary documents are available or on another location, 

For example, the company may be based on London, but long term storage of cheques may be in Liverpool. (Typically companies appoint third party vendors to store documents.
Creating a chain of custody 
After seizure of electronic hard drives doc etc, ensure that the process maintain the chain of evidence.

For example, immediately seal the hard drive on site, everyone should sign the seal. The sealed hard drive should be placed in the Forensic Technology Lab immediately after seizure to maintain the chain of evidence.
Question 1.7
Which types of documents are collected in evidence gathering process and what could

be the possible sources for these?
· Typically, the Forensic Accountant would collect amongst other, transactional paperwork, signed statements, emails as well as internet sources. The source of such documents may include:
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2. Question 2:
Evidence is required to support any investigation of financial crime. 
Discuss various types of evidence used in financial crime investigations.

· Investigations of Foreign Corrupt Practices Act Violations
- Primary focus of this investigation is to collect evidence that will proof payment to a Covered Government Official (“CGO”) in exchange for benefit. (Example payment in exchange for contract) and the companies “Gifts and Donations” register.

- Secondary focus would be to collect evidence that will roof that an FCPA accounting violation took place. (For example, the company did not maintain appropriately the books and records of the company (not booking accounting entries clearly, vague records around consulting or commission fees etc).

Evidence collected here may include:

- Documentary evidence: Payment authorizations, Tender proceeding documents, contracts, commission fee payments and tender committee decision sheets that were signed off.

- Electronic evidence: Electronic emails, laptop hard drives of the procurement officer, excel spreadsheets detailing the cost analysis.

- Forensic Interviews: Interviews with line management, CFO, tender committees etc

· Investigation of vendors
- Primary focus of this investigation is to collect company policy breaches in regards to vendor activity.
Evidence collected here may include:

- Documentary evidence: Vendor on-boarding docks (suitability analysis), Payment authorizations Invoices, contracts, commission fee payments and Purchase Order (“PO”) approvals etc.

- Electronic evidence: Electronic emails, excel spreadsheets, attachments and or contracts stipulating yearly approvals and authorizations for supply chain management.

- Forensic Interviews: Interviews with procurement officer, CFO senior accountants and requisitioned parties.

· Investigations of Employee Misappropriations
- Primary focus of this investigation is to collect evidence that illustrate that assets were misappropriated.

Evidence collected here may include:

- Documentary evidence: Payment authorizations, personal expenses etc (if expense related) and or copies of invoices requisitioned and or payments authorized or requested for authorization, employment record, CV overview and maybe life style analysis.

-
Electronic evidence: Electronic emails, excel spreadsheets, screenshots of SAP authorization escalation (or other accounting system) and PO requisitions.

- Forensic Interviews: Interviews with line management, CFO as well as employee.

· Investigations of Specific Allegations
- Primary focus of this investigation is to collect evidence that illustrate truth around a whistle blower allegation etc

Evidence collected here may include:

- Documentary evidence: Copy if whistle blower allegation and then all financial related documents stated by him.

-
Electronic evidence: Electronic emails, excel spreadsheets, screenshots of SAP authorization escalation (or other accounting system) and PO requisitions.

- Forensic Interviews: Never disclose identity of whistle blower, interview people mentioned in the whistle blower allegation to confirm or deny allegations.
· Investigations of Financial Statement Errors
- Primary focus of this investigation is to collect evidence that illustrate a negligent error in the drafting of Financial Statement or collusive participation to defraud the company. 

Evidence collected here may include:

- Documentary evidence: Company records, client records overview of financial activity etc

-
Electronic evidence: Electronic emails, excel spreadsheets etc

- Forensic Interviews: Individuals that drafted the Financial Statement etc.
· Investigations of Inappropriate Related-Party Activity
- Primary focus of this investigation is to collect evidence that illustrate a conflict of interest. 

Evidence collected here may include:

- Documentary evidence: Company policy, in regards to conflict of interest, the staff members disclosure in regards to conflict on interest, company shareholding etc

-
Electronic evidence: Electronic emails, excel spreadsheets etc

- Forensic Interviews: Seek authorization frost from the client before external parties are interviewed in regards to conflict of interest investigations.
3. Question 3: 
Evidence gathered in financial crime cases is different from the one gathered in non financial crime cases. 
What is the basic difference in the composition of the two types of evidences?
· Financial crime evidence:
Financial crime investigations are document heavy and this forensic accountant must deal with huge loads of documents and data.

· Non financial  crimes evidence:
With these non financial crime cases, Prosecuting attorneys often use real evidence, such as fingerprints and tool-mark comparisons etc to proof the case.
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