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	1.
i. What does an internal auditor do?
The common misunderstanding is that internal auditors do what external, independent auditors do but they do it earlier—that is, they focus on financial accounts, financial accounting systems, and financial risk controls so that the house is in good order when the external auditors arrive. This is a partial truth. Inreality, the internal audit function can be remarkably diverse. While some internalaudit units do focus predominantly on financial accounting and the financialcontrol environment, others have much more elaborate agendas requiring abroad mix of skills and experience. Reading from left to right, the chart identifies at the left the traditional missions and skill sets of the internal audit function. Progressively to the right are more diverse and more sophisticated functions, matched to skill sets, which have become the mission of internal auditors in companies and industries that expect more from their internal auditors. The range, then, is from a strict focus on financial auditing, dedicated very largely to value protection, to an elaborate role as a multi-skilled consulting entity within the organization, dedicated to value enhancement. No place on the football no particular mix of tasks and skills is better than any other. What matters is the alignment of the internal audit unit with the level and type of risk monitoring that management and the board view as internal audit’s mission. Because that view is almost sure to change over time in response to a company’s needs and to regulatory requirements, the spot the unit falls on the continuum will also change over time. In a company that chooses not to make aggressive use of the internal audit function but that nonetheless looks to it for specific and critically important services, internal auditors are likely to be responsible for the first three functions, namely,
1. Transaction auditing
2. Internal controls evaluation
3. Business process improvement
Internal auditors examine accounts and transactions together with the underlying infrastructure of accounting systems and built-in risk controls. To clear up discrepancies or clarify the exact nature of a problem, they will “ask the next question” an action of real importance to their work—of those responsible for the accounts and systems. If they identify a control deficiency, they recommend
to management certain appropriate solutions. With respect to business processes, they’re constantly on the lookout for inefficiencies and better ways to work, again making recommendations to management. Such process reviews and recommendations as to best operational practices may and should make a huge cumulative difference in productivity, profitability, and employee morale this last in the sense that most people prefer to do things as efficiently and effectively as possible. Internal auditors check for mismanagement of an organization’s funds. They identify ways to improve the processes for finding and eliminating waste and fraud. The practice of internal auditing is not regulated, but The Institute of Internal Auditors (IIA) provides generally accepted standards. Internal auditors deal with issues that are fundamentally important to the survival and prosperity of any organisation. Unlike external auditors, they look beyond financial risks and statements to consider wider issues such as the organization’s reputation, growth, its impact on the environment and the way it treats its employees.
In sum, internal auditors help organisations to succeed. We do this through a combination of assurance and consulting. The assurance part of our work involves telling managers and governors how well the systems and processes designed to keep the organisation on track are working. Then, we offer consulting help to improve those systems and processes where necessary.
· Perform and control the full audit cycle including risk management and control management over operations’ effectiveness, financial reliability and compliance with all applicable directives and regulations
· Determine internal audit scope and develop annual plans
· Obtain, analyse and evaluate accounting documentation, previous reports, data, flowcharts etc
· Prepare and present reports that reflect audit’s results and document process
· Act as an objective source of independent advice to ensure validity, legality and goal achievement
· Identify loopholes and recommend risk aversion measures and cost savings
· Maintain open communication with management and audit committee
· Document process and prepare audit findings memorandum
· Conduct follow up audits to monitor management’s interventions
· Engage to continuous knowledge development regarding sector’s rules, regulations, best practices, tools, techniques and performance standards
ii. How do forensic accountants work with external auditors?
The external auditors of a company are commonly engaged to perform an audit under generally accepted auditing standards, and the primary focus of those external auditors is on auditing the financial statements in compliance with professional standards. How well forensic accounting investigators interact with external auditors typically depends on several factors, including the following. The external auditor may be a trusted adviser or may have a strained relationship with the company owing to previous events. Because the forensic accounting investigator is often placed between the company and its external auditor duringan investigation, understanding their current relationship is likely to be critical to successful communication during an investigation. Because external auditors likely know the company better than a newly appointed team of attorneys and forensic accounting investigators, selected in part because of their limited prior experience with the company, they may be very useful sources of information. The audit firm’s knowledge about a company’s areas of risk, business processes, documentation, systems, and personnel can get the investigative team off to a fast start. The forensic accounting team will also be able to use the auditor’s working papers and audit staff to assist in gaining an understanding of the client’s systems, culture, and personnel, as well as other important data. Gaining access to information contained in the working papers of the external auditors may require formal access letters, the terms of which should be carefully considered by counsel. Also, the process of obtaining access letters may often take time away from getting the investigation started promptly audit committee may retain a forensic accounting team from the external auditor’s firm. Considerations in choosing this option include timing, knowledge of the company’s accounts, systems, personnel, and industry specifics. Relying on a forensic team from the external auditors has an added benefit: the audit firm and hence its forensic accounting team are independent, whereas the other immediately available resources such as the internal audit team or the company’s general counsels’ office is not. To meet capital markets’ expectations that financial statements must not betainted with material fraud and in compliance with the new regulatory requirements of Sarbanes-Oxley, the external auditor will be involved to some extent inmost investigations. This is particularly so in situations involving allegations that the financial statements may have been affected by an illegal act. Investigation assess this concern will likely be conducted by the audit committee, the process and results of which will be closely monitored by the auditors in accordance with their responsibilities under professional standards and 10A of the Exchange Act. Many external auditors will not complete their audit field work until the investigation is complete and they have access to the findings and the company’s remedial action plan. Recognizing the responsibilities of the auditor, the investigation team (counsel and forensic accounting investigator) may consider asking for input from the external auditor early on in the investigation. If there is a disagreement with the external auditor on scope, approach, or procedure, the forensic accounting investigator should find that out earlier rather than later and work through the issues raised. The work and findings of the 10A counsel team cannot be kept entirely from review by the external auditors. While 10A counsel and their forensic team may draw certain boundaries around work relating to legal advice and other matters of privilege, it is generally best to include the external auditors in significant aspects of the investigation with periodic reports. Without this level of cooperation, time to complete the financial statement audit once the investigation is completed may be extended while the audit partner digests the findings, establishes the scope of and carries out related audit work, and evaluates the remedial actions, control implications, and financial statement disclosures. Invariably, the question of the attorney work product and attorney client privileges arises when the question of sharing the findings of the investigation gets discussed. This is a complex question and the subject of evolving law. Accordingly, audit committees, auditors, and forensic accounting investigators should be prepared to evaluate the specific circumstances of each situation with counsel before reaching a conclusion. It must be recognized, however, that the external auditor has a legitimate need for fully comprehending the scope, findings, and remedial actions taken as a result of the investigation, which may, under certain circumstances, implicate the privileged nature of certain aspects of the investigation. Auditors are generally well advised to inquire at both the beginning and the end of an investigation as to whether any material either will be or has been withheld from them because of privilege issues. It may be simplest for the auditors to tell the audit committee, with its 10A counsel present, that they need to be informed at any point in the investigation when the privilege is being asserted. If forensic accounting investigators are unavailable within the company, a variety of professional services firms can provide them. 

Those firms include:
• The external auditing firm
• Registered independent accounting and auditing firms
• Consulting firms (non-auditing and unregistered)
What are the criteria for choosing among these service providers? Care is, of course, needed. Unfortunately, people sometimes identify themselves as forensic accounting investigators even though they do not have sufficient training and experience. No formal requirements in terms of education, specialized training, or experience help the buyer of these services gain some initial sense of the service provider’s real capabilities. The area of forensic accounting investigation has become popular of late, and some firms have added the specialty to their service offerings despite a lack of strongly credentialed, thoroughly experienced professionals. Companies and their lawyers should, therefore, consider quite arange of factors in deciding what type of individual to engage to direct an investigation. The requisite skills and experience appear in the following, by no means exhaustive, list:
• Technical qualifications, including certifications such as CPA and CFE
• Experience in forensic accounting investigation, with a track record of
successfully and unambiguously resolving allegations
• Global resources
• Forensic technology tools and the experience to deploy them
• The ability to understand complex business transactions and their effects
on financial statements
• Knowledge of criminology and the workings of the white-collar criminal’s
mind and methods
• Testimony experience before regulators such as the SEC and DOJ and at
deposition or trial
• Forensic interviewing experience
• Ability to work effectively in an unstructured and dynamic environment
• Patience and listening skills
• The ability to approach situations objectively and without bias
• Persistence and the will to ask tough questions and deal with difficult,
high-stress situations
• Integrity


iii. What are the objectives of internal auditors in forensic investigations?
Each internal auditor should have an objective attitude of mind and be in a sufficiently independent position to be able to exercise judgement, express opinions and present recommendations with impartiality.
(a) The internal auditor, notwithstanding his employment by the organisation, should be free from any conflict of interest arising either from professional or personal relationships or from pecuniary or other interests in an organisation or activity which is subject to audit.
(b) The internal auditor should be free from undue influences which either restrict or modify the scope or conduct of his work or over-rule or significantly affect judgement as to the content of the internal audit report.
(c) The internal auditor should not allow his objectivity to be impaired when auditing an activity for which he has had authority or responsibility.
(d) An internal auditor should be consulted about significant proposed changes in the internal control system and the implementation of new systems and make recommendations on the standards of control to be applied. This need not prejudice the auditor's objectivity in reviewing those systems subsequently.
(e) An internal auditor should not normally undertake non-audit duties but where he does so, exceptionally, he should ensure that management understands that he is not then functioning as an internal auditor.
Internal auditors operate in a network with other key players: management, the board, external auditors, forensic accounting investigators, legal counsel, and security personnel of various kinds. For purposes of fraud detection and the proper conduct of a fraud investigation, knowledgeable cooperation among internal auditors, forensic accounting investigators, and in-house legal counsel is essential. While cooperation with information technology security managers and (in industries such as retail) loss prevention specialists is also critical to a company’s welfare, the renewed emphasis on fraud detection as a role for internal auditors puts the spotlight on how internal auditors interact with forensic and legal investigators.
When should internal auditors alert management and legal counsel that a
fraud is suspected and call in forensic accounting investigators to investigate?
The answer depends on many factors: management’s policy, the skill sets and
experience of the internal audit team, legal counsel’s policy, and the emerging
set of best practices to which this book is a contribution. These factors interact to
create, in effect, a bell-curve chart.




iv. What is the role of forensic accounting investigators when working in a forensic team?
Forensic accounting investigators’ objectives are determined by the scope of
work and the desire to meet the goals of whoever retained their services. Regardless
of the differing interests of the various constituencies, forensic accounting
investigators must typically answer the following questions:
• Who is involved?
• Could there be coconspirators?
• Was the perpetrator instructed by a higher supervisor not currently a target
of the investigation?
• How much is at issue or what is the total impact on the financial statements?
• Over what period of time did this occur?
• Have we identified all material schemes?
• How did this happen?
• How was it identified, and could it have been detected earlier?
• What can be done to deter a recurrence?
Forensic accounting investigators should always keep in mind that they are primarily
fact finders and not typically engaged to reach or provide conclusions—or,
more formally, opinions.4 This differs from the financial auditor’s role, as often
The exception is that in civil litigation, a forensic accountant may be asked to opine on the existence of fraud under the civil evidence standards, wherein the existence of a tort is based on a preponderance of the evidence, as opposed to the stricter, criminal evidence standard of “beyond a reasonable doubt.” A forensic accountant who is asked for an opinion takes on elements of the
role of auditor and must determine whether the nature, scope, and timing of the procedures were or are sufficient. The financial auditor is presented with the books and records to be audited and determines the nature, extent, and timing of audit procedures. On one hand, the financial statements are management’s responsibility, and an auditor confirms they have been prepared in accordance with generally accepted accounting principles after completing these procedures and assessing the results. The forensic accounting investigator, on the other hand, commands a different set of skills and works at the direction of an employer that may be management, the audit committee, counsel, or the auditing firm itself. The selection of audit procedures is judgmental and an integral part of the audit team’s responsibilities. Not surprisingly, when auditors choose to enlist the services of subject matter experts such as forensic accounting investigators they expect the investigators to offer suggestions on appropriate procedures to be performed as well as related costs, risks, and expected outcomes. The investigators should be careful not to execute such procedures unless specifically asked to doso by the audit team (or whoever is directing the investigators). This approach can lead to frustration on the part of the investigators if, during an investigation, forensic accounting investigators are ordered to stop and in effect put down their pencils. Should that situation occur, it may be entirely appropriate to discuss their concerns with the audit team. But keep in mind that the audit team is generally more knowledgeable about the client’s business as well as other audit procedures that may mitigate the forensic investigator’s concerns. In extreme cases, it may be appropriate to resign in protest, an eventuality discussed in more detail later. But the forensic accounting investigators should take direction from those who engage them, as requested, be they auditors, directors, or counsel. Forensic accounting investigators should develop a plan that offers the client investigative alternatives. The investigation should obviously focus on the facts that cause concern, with the ultimate objective of determining if an illegal act has been committed. In their quest to achieve the objectives of the investigation, forensic accounting investigators must be mindful that they are governed by the ethical principles and other guidelines of the authoritative professional organization(s) to which they belong—be it the American Institute of Certified Public Accountants, the Association of Certified Fraud Examiners, or both. The forensic accounting investigator should recognize that auditors may be
apprehensive when confronted with issues of fraud—and appropriately so. Sensitivity to auditors’ concerns will go a long way toward easing their natural disquiet when it is determined that the company has begun an investigation to
evaluate allegations of fraud. Keeping auditors informed in an appropriate manner,
agreed to by the client, will help ensure the efficiency of the financial statement
audit. In earlier chapters of this book, the issue of financial statement materiality has
been raised more than once. In the course of an audit, numerous immaterial variances and adjustments are identified, documented in the working papers, and
never adjusted on the books and records of the company. This is appropriate
and consistent with auditing standards. Materiality is a filter that allows the auditors
to work efficiently and effectively. In the course of a financial investigation, however, a small fact, immaterial under normal circumstances, may have a critical bearing on the overall investigation.


2. How do forensic accounting investigators work with lawyers? 
Forensic accounting investigators can expect to work with or for attorneys in
a number of circumstances, including:
• Internal investigations with respect to accounting or reporting matters,
generally triggered by:
·  Anonymous tips
·  Audit committee concerns
·  Internal audit concerns
·  External auditor findings
·  Media or regulatory reports or communications
• Regulatory investigations such as investigations by the U.S. Securities
and Exchange Commission (SEC)
• Tax authority subpoenas or inquiries
• Civil litigation such as contract issues, shareholder lawsuits, wrongful termination
claims, and fraud recovery actions. Investigator may work with the general counsel for the company; SEC counsel; special independent (external) counsel to the board of directors or the audit committee, often referred to counsel; attorneys for specific board or audit committee
members; counsel for specific employees or groups of employees2; civil or criminal
counsel; counsel for personnel who may be under suspicion or who hope to avoid
that unwanted designation; and still others. The attorneys may be positioned as your
client’s adversary or your client’s advocate, or they may be positioned as independent, as in the role of 10A counsel. It would not be at all unusual to have attorney representation of the following groups in a typical 10A investigation:
• The audit committee of the board of directors
• The company, defending against a potential SEC enforcement action or a
U.S. Department of Justice (DOJ) indictment
• Officers or employees of the company, especially those named as “subjects”
or “targets” enforcement actions or investigations. Each could have Separate counsel. Each attorney serving a client in this roster generally has varying interests to protect, timetables to work against, and different views as to the significance of specific documents, interviews, and theories. The forensic accounting investigator
should keep in mind these varying perspectives throughout the investigation
in order to avoid unintentional sharing of privileged information, loss of confidential
points of strategy, and the like.3 While lawyers must adhere to ethical
and legal guidelines, it is possible to communicate information accidentally, especially when working in physical proximity or with the same documents and
personnel experience to the internal accounting investigation, complementary to the skills of auditors, counsel, and other experts typically involved in these investigations. Capable forensic accounting investigators can be found within most large accounting firms as well as in boutique, or specialist, firms. Whether approached by counsel or directly by the company to participate in an internal accounting investigation, forensic accounting investigators should immediately assess their independence. Once independencehas been determined and forensic accounting investigators have been retained, those investigators should obtain a thorough understanding of the respective roles and responsibilities of the various team members to allow for efficient and effective coordination across the team. Failure to clearly establish and fulfill roles and responsibilities may lead to wasted time and money or worse, to gaps in the investigation process and incomplete or inaccurate results. 
These shortcomings may reduce the value of the investigation and may even subject the company and its officers and directors to adverse publicity or liability. While it usually is easy enough in theory to delineate the team members’ responsibilities and to set up procedures that ensure communication across the team, it often is much more difficult to accomplish those things in practice. Forensic investigations are often conducted in a crisis atmosphere that disturbs communication and allows duplication in the investigative process to slip through. In spite of deadline pressure and extensive work to be performed, timemust be found to coordinate and share the information being obtained. When working with attorneys, forensic accounting investigators should specifically understand:
• Their expected role and responsibilities vis-à-vis other team members
• What other professionals are involved (current or contemplated)
• The extent and source of any external scrutiny (SEC, IRS, DOJ, and so on)
• Any legal considerations (extent of privilege, expectation that the company
intends to waive privilege, expectation of criminal charges, and so on)
• Anticipated timing issues, if any
• Expected form, timing, and audience of interim or final deliverables
• Specifics of the matters under investigation, as currently understood by counsel
• Any limitations on departments or personnel that can be involved, interviewed,
or utilized in the investigation process prudent forensic accounting investigators typically perform their assignment under the presumption that any deliverables, work product, or work process may become publicly available or accessed and utilized in civil or criminal litigation proceedings. That being said, when a company employs an attorney to represent it, the attorney’s work product usually cannot be subpoenaed. Attorneys enjoy a number of privileges that are necessary to ensure that their client can be completely honest with them without fear of disclosure. The forensic accounting investigator who is employed directly by the attorney is considered an extension of the attorney, and the forensic accounting investigator’s work product may be protected from subpoena, unless the adverse party in litigation can prove, among other things, that there has been a “waiver of the privilege.” If work product or other privileged information is intentionally shared with individuals outside the privileged group, the privilege may be lost. The forensic accounting investigator should be careful to protect the privilege
and should mark each and every individual document prepared with the caption
“Privileged and Confidential Attorney Work Product” or words to that effect. This caption serves as a reminder and notice that the documents are privileged and not subject to subpoena or discovery. In practice, it is true that the privilege may be waived by the company and that the forensic accounting investigator’s spreadsheets, documents, and other working papers, as well as testimony, will be volunteered or subject to subpoena. It should also be understood that privilege is a jurisdictional issue and decisions can fall either way. However, when privilege is contemplated, it is still good practice to mark all documents with the privilege disclosure, so that they can be readily identified as privileged later on. It also
makes it easy to determine documents prepared by the forensic accounting investigator as opposed to ones prepared by client staff. Independent counsel, with the help of forensic accounting investigators, often takes the lead in setting up, organizing, and managing the investigative team. This process may include the selection and retention of other parties who make up the team. Independent counsel’s responsibilities typically encompass the following:
• Preparing, maintaining, and disseminating a working-group list (very helpful in sorting out which law firms or experts represent whom)
• Establishing the timetable in conjunction with the board of directors or management, disseminating the timetable to the investigating team, and tracking progress against it. Although the attorney may lead the investigation formally, the forensic accounting investigator frequently is the cornerstone of a successful investigating team. The forensic accounting investigator may provide the following types of assistance and support for the larger team directed by the attorney:
• Ability to plan and conduct a proper financial crime investigation
• Expertise in accounting, in regulatory (such as SEC) auditing, in internal controls, and in financial analysis
• Interviewing skills, both fact-finding from witnesses and admission seeking from targets
• Expertise in performing data mining and data interrogation of the company’s books and records, including e-mail
• Experience in document authentication and knowledge of a network of
subspecialists trained in highly technical authentication procedures such
as typewriter/printer analysis and authentication through forensic laboratory
science
• Ability to review and interpret internal accounting transactions and their
compliance with various rules
• Ability to accumulate public financial and nonfinancial information,
including SEC or company registry filings, if applicable
• Forensic imaging and other information technology (IT) expertise such as
e-mail search tools
• Support of counsel in developing various hypotheses and investigative
procedures and techniques
• Background checks on relevant personnel
• Vendor validity checks on the basis of publicly available information
• Preparation of specific sections of the draft and final reports or support of
counsel for report sections that focus on accounting, reporting, or financial
information
• Coordination with both internal and external auditors and the audit committee
• Review and critique of financial, accounting, or reporting analysis and
advice provided by other specialists. Among larger firms, a global network of investigators to assist in multinational investigations Particularly when investigations include review and analysis of accounting and financial information, the forensic accounting investigator is often a critical member of the team. Some attorneys do not have extensive accounting or auditing experience, and certain accounting concepts may be foreign to them. In a recent investigation, counsel contacted the forensic accounting investigators as the final draft of the report was being prepared because counsel was uncertain about the concept of a “reserve”—its significance and how to explain it in the report. The forensic team gave an instant tutorial on how reserves can be manipulated and then helped draft the relevant section. In another instance, counsel coordinated interview schedules with the forensic accounting team to ensure that an experienced SEC accounting specialist was available to participate with counsel in the interview of the company’s controller and chief financial officer (CFO). The SEC specialist’s participation turned out to be critical because the interview agenda included discussion of the adoption of two new accounting
rules as well as discussion of the extent to which the external auditor was familiar
with the new rules. Forensic accounting investigators are frequently conversant in areas related to financial accounting and reporting such as valuation, tax, and financial aspects of human resource management, but “conversant” does not necessarily indicate sufficient level of knowledge to guide a complex investigation. For complex investigations or investigations that involve public companies, it is often wise for the lead forensic accounting investigator to assemble a team that includes the following skills and experience:
• Ability to conduct or assist with the investigation
• Knowledge with respect to generally accepted accounting principles relevant
to the applicable time period of the investigation
• Knowledge with respect to SEC-compliant accounting, financial disclosure,
and other reporting
• Familiarity with the regulatory investigative process
• Knowledge with respect to generally accepted auditing standards and
Procedures
• Ability to immediately access industry or specialist knowledge as required—for example, expertise in derivative financial instruments, bank regulation requirements, and long-term contract accounting
• Familiarity with the uses and abuses of offshore companies and trusts
• Ability to identify departures from customary commercial behavior and business practices
• Relevant language skills and ability to meet the challenges of a geographically diverse investigation, as required Each of the foregoing skills represents an area in which independent counsel frequently requires guidance and support by the forensic accounting investigator. Effective internal accounting investigation, it is important to remember that they are engaged as fact finders. Forensic accounting investigators may need to educate or remind counsel about the limitations of the forensic accounting investigator’s expertise and scope of service. In particular, the forensic accounting investigator should take care to avoid:
• Providing legal advice or making legal assertions in their work or deliverables
• Providing actuarial or valuation guidance unless appropriately credentialed and trained
• Acting as a judge or jury by making judgments as to the guilt or innocence of particular people or groups
• Expressing an audit opinion on financial statements or internal control effectiveness.
Note, however, that commenting on specific elements of financial statements is entirely appropriate and can be legitimately expected of forensic accounting investigators with accounting and auditing experience.
• Creating legal exposure as a result of comments that may lead to claims of defamation, libel, slander, and the like On occasion, the forensic accounting investigator may need to remind staff, other parties, and counsel of those limitations. The board or special committee of the board, in conjunction with counsel, frequently issues a written report following an internal investigation, especially if the focus of investigation is a public company. The report may include work performed
or evidence reviewed by the forensic accounting investigator, sometimes with an explicit reference to the forensic accounting investigator. For example, a report of the Special Investigative Committee of the Board of Directors of EnronCorp., prepared by counsel, exceeded 200 pages and specifically referred to major accounting firm that had been engaged to provide accounting advice. In other instances, the various experts involved in an investigation issue separate, stand-alone reports. As previously mentioned, the forensic accounting investigator should discuss the form, timing, and audience of all final deliverables early in the process to avoid confusion, unnecessary work, or misunderstandings.From time to time, disagreements with counsel will arise when forensic accounting investigators are shadowing an investigation. They are advising the auditors as to the conduct of the investigation and likely sufficiency to satisfy the auditor’s responsibilities under Section 10A of the Exchange Act. Such differences usually focus on the scope and strategy of the investigation. The authors have been fortunate to work with many bright, experienced, and informed attorneys who conduct their investigations with the expert skill and proper independent mind-set required of professionals charged with the responsibility of determining all the facts. On occasion, however, we have also found ourselves working with attorneys who are inexperienced at serving as independent10A counsel, falling back instead on their more familiar role as client advocates playing the defense counsel role. In such situations, it is always best to try to work out your differences with counsel. Forensic accounting investigators who find they still have issues after a strenuous good-faith effort to resolve differences need to bring those differences to the attention of the directors charged with oversight of the investigation usually, a special committee of the independent directors of the audit committee. A recent SEC action has brought to the forefront the commission’s concerns about the conduct of some investigations. SEC enforcement director Stephen Cutler said in a September 20, 2004, speech that he is “concerned” that some lawyers hired to conduct financial crime investigations might actually have helped “hide ongoing fraud, or may have taken actions to actively obstruct such investigations.” Judging by threatened enforcement actions and other communications, it appears the SEC is reviewing the quality and robustness of investigations, in which most decisions about procedures to perform and whom to interview are under the judgment of the lawyers charged with conducting the investigation. There will no doubt be more to come on this issue, but early signs from the SEC should serve as warnings to lawyers that they should conduct financial crime investigations in a rigorous and robust fashion as an expected part of doing their job. The issue of the quality of investigation will continue to evolve, as evidenced by the SEC’s notification to a lawyer that he may face civil sanctions for his role in an investigation at a medical-device maker in Irvine, California. The unusual action of the SEC’s suing a lawyer over allegedly mishandling a corporate probe sends the message to lawyers that they must choose between servings defense counsel and conducting a thorough investigation as independent professionals responsible to the audit committee, which serves investors’ interests. The forensic accounting investigator can expect to work with or for attorneys in most investigations. To help ensure that the investigation progresses as smoothly as possible and reach appropriate conclusions and satisfactory resolutions, each member of the investigating team should:
• Work collaboratively within the investigative team assembled by the client: Frequent conference calls are likely to facilitate this objective.
• Communicate early and often with the team: When disagreements arise as to approach, which is not uncommon, discuss them immediately and thoroughly to reach a mutual understanding.
• Demonstrate respect and recognize the distinct expertise of the various investigative team members: Both counsel and the forensic accounting investigator have unique skill sets that may be critical to the success of the investigation. Egos should not get in the way of serving the client.
• Foster a professional, cooperative environment: “We have a job to do.
Let’s work together to get it done.”
• Acknowledge and manage the typically high-pressure environment and the likelihood of external scrutiny.
• Understand the rules of the game in terms of documentation and reporting expectations, other parties involved, expected level of assistance from the company, 6(e) restrictions, Section 10A requirements, and so on.
• Have clearly understood roles and delineated responsibilities in an effort to minimize both duplication and gaps in the investigation process. Generally speaking, qualified forensic accounting investigators and attorneys work well together. Many engagements end with the appreciative recognition among all team participants that cooperation and a mix of highly professional skills brought clarity and resolution.

3. What is the importance of privacy in forensic investigations? And, which measures could be taken to achieve this?

There are two general reasons why privacy is important.

The first is that privacy helps individuals maintain their autonomy and individuality. People define themselves by exercising power over information about themselves and a free country does not ask people to answer for the choices they make about what information is shared and what is held close. At the same time, this does not mean that public policy should shield people from the costs of their choices. American privacy allows our many cultures and subcultures to define for themselves how personal information moves in the economy and society. A second reason that privacy is important is because of its functional benefits. This area has been especially slippery for policy-makers because they have often use the term "privacy" to refer to one or more of privacy's benefits.

For example, anonymity and pseudonymity protect the privacy of people's identities, which has the functional benefit that someone may speak at a political rally — or go to a bar  and not have to answer later to political opponents or unwanted suitors. Anonymity and pseudonymity lend to both privacy and these safeguards for safety and peace of mind. Another example were the word "privacy" often substitutes for an important benefit of privacy or confidentiality is identity fraud. Very commonly today, proposed legal limits on uses of Social Security Numbers or account numbers have been touted as "privacy protection."Few people care about privacy in their Social Security Numbers for its own sake or because of autonomy or individuality. Nearly every American has been assigned such a string of numbers, which makes the fact perfectly mundane. The numbers themselves are mundane too. The aim of limits on SSN use is a functional benefit of "privacy": crime control. Keeping identification and account numbers from the general public is analogous to keeping car keys in one's pocket or purse rather than in the ignition. Such measures make it practically more difficult for criminals to steal our cars or access our accounts. There are many more complexities to the privacy issue. Unfortunately, few today have yet sorted them out. Confidential workplace information can generally be broken down into three categories: employee information, management information, and business information. Employee Information: Many states have laws which govern the confidentiality and disposal of “personal identifying information” (e.g., an employee’s Social Security number, home address or telephone number, e-mail address, Internet identification name or password, parent’s surname prior to marriage or driver’s license number). The Americans with Disabilities Act of 1990 (ADA) requires employee medical and disability information be kept confidential and limits access to those employees who have a “business need-to-know” (e.g., supervisors who need to know about restrictions on the work of an employee or other reasonable accommodations that need to be made, safety personnel handling medical emergencies, government officers investigating complaints of disability discrimination). The Health Insurance Portability and Accountability Act of 1996 (HIPAA) regulates healthcare providers’ use and disclosure of individually identifiable health information (known as Protected Health Information).
The Immigration Form I-9s must also be protected from accidental disclosure. The information contained on these forms (e.g., national origin, age) should be kept confidential so as to avoid discrimination claims from employees.Privacy issues have always been a major concern in computer forensics and security and in case of any investigation whether it is pertaining to computer or not always privacy issues appear. To enable privacy’s protection in the physical world we need the law that should be legislated, but in a digital world by rapidly growing of technology and using the digital devices more and more that generate a huge amount of private data it is impossible to provide fully protected space in cyber world during the transfer, store and collect data. Since its introduction to the field, forensics investigators, and developers have faced challenges in finding the balance between retrieving key evidences and infringing user privacy. The jobs of forensics investigators are to collect, preserve and analyze information, then reconstruct the events of a crime. We found that when it comes to privacy preservation from the forensics investigators’ perspective, it is always a dilemma strongly linked with user privacy and legal systems, as pointed out by many related works. We concur that forensics investigators’ procedural methodologies in collecting, preserving and analyze information possess potential avenues of user privacy infringement. Our agreement on this course is based on a general assumption that forensic investigators have vested interest in this information; either they are important in proving a court case or a crime, or they are important for We found that the related research and proposed solutions provided positive and negative effects in forensics investigations. We argue that the limitations and constraints implemented in these systems and models do help in protecting forensics investigators from infringing privacy, but on the other hand, limit them from conducting forensics investigation in a more direct and effective approach. We want to explain this on both levels. On the positive note, constraints applied on various frameworks, such as homomorphic and commutative encryption, onion routing, inference controls, DNA blood and tissue samples from the crime scene as key queries, sequential data release based on relational levels and network flow recording framework all demonstrated a vast implementation of constraints to protect unrelated data from being exposed to forensics investigators while conducting investigations. We believe that sequential data release based on relational levels is particularly critical in addressing privacy issues and balancing user privacy and legal need to access such private data, as it allows direct avenue to gain access to private information through a specific process, not as general as organized queries and encryption. We believe that integration of these technologies can bring more positive contribution in aiding forensics investigators. Using the Sequential release of information based on a relational level as a framework to implement and shape organized queries is an example of integration of both techniques while conducting forensics investigations. However, there are negative sides of it as well. The issues here are on the non-technical part of dealing with privacy. We found that the most obvious impact of the proposed frameworks, such as cross referencing encrypted queries with data, onion routing and strong audit are among the frameworks that directly limit avenues that can be taken by forensics investigators to approach their investigations. We need to consider the assumption that all crime investigations are time sensitive and such constraints placed by these frameworks may prolong the already time consuming investigation progress, as investigators now have to plan their investigation methods to be more technical and direct in order to extract the right evidence. Besides that, the possibility of extracting wrong or irrelevant evidence still exists regardless of how these frameworks are in place. The fact that tracing private information without really knowing the content and only based on keywords does not necessarily reflect the nature of data collected, meaning the data might not be useful to the investigation, and risks the possibility of exposing private information as well. Finally, we found that ambiguity always exists in privacy issues when it comes to forensics investigators. We argue that a forensics investigator is an individual that is equipped with decent knowledge of computer security.  
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