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Marking Criteria:
We expect the learners to write minimum one well-expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Answer to Q1: Short questions: I

According to Wikipedia, the best evidence rule is a legal principle that holds an original copy of a document as superior evidence. The rule specifies that secondary evidence, such as a copy or facsimile, will not be admissible if an original document exists and can be obtained. The rule has its roots in 18th century, British law.

The best evidence rule applies when a party wants to admit as evidence the contents of a document at trial, but that the original document is not available. In this case, the party must provide an acceptable excuse for its absence. If the document itself is not available, and the court finds the excuse provided acceptable, then the party is allowed to use secondary evidence to prove the contents of the document and have it as admissible evidence.

Answer to Q1: Short questions: II

It is crucial to keep the collected evidence in a well-organized manner for the following reasons:
· Possibility of information overload as financial crime investigations involve more documentation and greater collection of records than any other type of investigation
· Avoid the risk of loss or destruction
· The investigator’s goal should be to minimize the intervening steps between the evidence and the conclusion. As such, Where appropriate, organize or summarize the evidence according to the elements of proof of the suspected offenses

Answer to Q1: Short questions: III

List of devices, which could help when collecting evidence:

· Personal computers
· Network servers
· Wireless and cordless telephones
· PDAs and BlackBerry devices
· Answering machines
· Paging devices
· Caller ID devices
· Digital cameras
· Facsimile machines
· Printers
· Scanners
· ID card printers
· Copiers
· Compact disc duplicators
· Smart cards/magnetic stripe cards
· Security systems
· Global positioning systems
· Electronic gaming devices
· Vehicle computer devices
· Storage media

Answer to Q1: Short questions: IV

Points that should be considered when planning for the evidence gathering process are as follows:

· Reviewing the client’s policies on record retention and ensuring compliance
· Visiting storage locations for paper records off and on site
· Reviewing the technology used for transaction records, such as customer and vendor invoices, contracts, etc.
· Ensuring the existence and storage of employee files.
· Checking whether there are any files at the employees’ homes or in their personal computers.
· Checking the file retention practices at various corporate locations, as they may differ significantly from one location to another
· Analyzing the organizational hierarchy and knowing who reports to whom checking the medium of storage for computerized records on and off site
· Reviewing the company’s back-up procedures that are used for employees’ computers and e-mails, knowing when back-ups occur, how much information is lost and how much is retained, and which information is retained on servers and which on individual hard drives.
· Checking whether any records are retained by or about former employees of the organization
· Analyzing system changes that have occurred in the company’s accounting systems or e-mail systems
· Reviewing documents related to corporate functions that have been outsourced such as payroll and internal audit
· Creating a written plan for the collection of documents in order to give the investigation a clear direction and focus

Answer to Q1: Short questions: V

Working papers are summaries of and analyses of factual material, which are usually the basis of testimony, or which are required by law to be produced in front regulatory bodies.

Type of information which are contained in working papers are as follows:
· Accounting records and other documents. This category includes all possible accounting records such as general ledgers, sub-ledgers, financial management reports, reconciliations, journal entries, internal audit reports, purchase orders, vendor information, accounting journals, management reports, contracts, telephone, computer system and security system records, desk files, e-mails, websites, and any other accounting record or document
· Public record searches. The information gathered through public record searches can be diverse and may include newspaper articles, hobbies and interests, investments, philanthropic work, online chat room discussions, etc.
· Electronic computer files. These include e-mails (forwarded e-mails, senders, recipients, etc.), computer files, any data stored in handheld digital recorders, etc.
· Photographs or digital photos, preferably with a date/time stamp
· Documentation specifying chain of custody
· Interview notes and audio recordings. These are notes taken by the investigation team during interviews conducted with witnesses, suspects and other personnel
· Third-party information. This is information or data provided by interested third parties such as counsel, external auditors, etc. This information may be in the form of audit reports, management letters, bank statements, cancelled cheques, bank advice, or any other banking documents, records related to non-audit services, documents acquired through warrants or subpoenas, etc.
· Court pleadings and deposition transcripts

Answer to Q1: Short questions: VI

In order to gather detailed evidence, the investigator must understand the specific type of fraud that has been carried out, and how the fraud has been committed. The evidence should be sufficient to ultimately prove the identity of the fraudster(s), the mechanics of the fraud scheme, and the amount of financial loss suffered. It is important that the investigating team is skilled in collecting evidence that can be used in a court case, and in keeping a clear chain of custody until the evidence is presented in court. If any evidence is inconclusive or there are gaps in the chain of custody, then the evidence may be challenged in court, or even become inadmissible. Investigators must be alert to documents being falsified, damaged or destroyed by the suspect(s).

Evidence can be gathered using various techniques, such as:
· Testing controls to gather evidence which identifies the weaknesses, which allowed the fraud to be perpetrated
· Using analytical procedures to compare trends over time or to provide comparatives between different segments of the business
· Applying computer assisted audit techniques, for example to identify the timing and location of relevant details being altered in the computer system
· Discussions and interviews with employees
· Substantive techniques such as reconciliations, cash counts and reviews of documentation
	
The ultimate goal of the forensic investigation team is to obtain a confession by the fraudster, if a fraud did actually occur. For this reason, the investigators are likely to avoid deliberately confronting the alleged fraudster(s) until they have gathered sufficient evidence to extract a confession. The interview with the suspect is a crucial part of evidence gathered during the investigation.

Answer to Q1: Short questions: VII

Types of documents that are collected in evidence gathering process:
· Signed statements. It is always useful to obtain written and signed statements from witnesses as well as the complainants. 
· Transactional paperwork. 
· Intranet sources. More and more businesses are creating networks connecting their employees and departments
· E-mails are a very common mode of communication in a business organization, and the investigators might benefit from this when they are looking for evidence. 

Sources for these documents could be as follows:
· Documents from the Victim
· Documents from third parties
· Documents from Financial contacts
· Documents from Professional contacts
· Documents from Industry contacts
· Documents from Government contacts
· Documents from Personal contacts
· Documents from the suspect

Answer to Q2:

The primary types of evidence are as follows:
· Witness statements
· Documents and data
· Demonstrative evidence such as photos, charts and graphs


Witness statements
In court, a witness usually may testify only to facts based on his or her direct, personal knowledge, and not on his or her speculation or opinion, or information received from a third party, commonly referred to as “hearsay”.

Whether a case is headed to court or not, investigators always should try to ensure that a witness’s statement is based on his or her direct, personal knowledge, and if not, should try to identify and interview the person with such knowledge.

 “Admissions”
Relevant statements by a subject of an investigation to an investigator or to another person (the third type of “direct knowledge” set out above) are known as “admissions,” are not hearsay, and quite often provide important evidence in a fraud or corruption case, especially of knowledge and intent.

Questioning about telephone conversations
Admissions or other important evidence often come from witness statements about telephone conversations. When questioning about such conversations, have the witness state that he placed the call to the known number of the other party, or received a call from that number, and/or that the witness was previously familiar with the voice of the other party, if known to the witness. Then examine the witness as one would for any conversation.

“Hearsay”
As mentioned above, in general use “hearsay” refers to statements by a witness that repeat what the witness heard from a third party. Hearsay is usually not admissible in court in the US because it is not considered to be reliable.

“Hidden hearsay”
A big problem in fraud cases is “hidden hearsay,” a statement that sounds as if it is based on a witness’s direct knowledge but which is not. To avoid inadvertently using hidden hearsay, always ask, politely, how the witness knows what he or she is saying.

Documentary evidence
Documentary evidence usually is considered to be more reliable and persuasive than witness statements, but as with direct and circumstantial evidence, a combination of the two, with one corroborating the other, is usually the most powerful.
To be persuasive (and admissible in court), documentary evidence must:
· Be relevant, of course;
· Contain admissible direct or circumstantial evidence of the facts in issue (as opposed to written hearsay, that is, information recorded in the document that came from other parties), and;
· Be “authenticated.”

Use of copies
Original documents should be obtained if available, particularly if the contents of the document are in issue (for example, if the document is alleged to be a forgery), but accurate copies are usually acceptable. If copies are used, account for the missing originals.

If the authenticity of document or signature is in issue – for example, if a party claims that a signature or other writing on the document is a forgery – the original should be obtained if at all possible.

Chain of custody of documents
Carefully preserve all documents obtained and establish a chain of custody (by initialing and systematically filing the documents), so that they can be traced to their source and easily authenticated.

Absence of entries in a record
Absence of entries in regularly kept business or official records, or the absence of a document in regularly kept business or official files, often can be used as evidence that an event did not occur, or that document does not exist or was nor received. The investigator must establish that is was the regular habit or practice of the organization to record and keep such information.

Finally, during interviews, always ask if there are any documents that corroborate the important statements of a witness – such as notes, emails, memorandum – as well as documents of the relevant transactions.

Electronic evidence and data
Care should be taken when collecting electronic data not to not alter it in any way, or to collect it in a way that would allow the subject to assert that it was altered or corrupted. Also ensure that the data came from the most reliable source, not secondary sources that increase the risk that the data could contain programming or other errors.

Emails, information from hard drives and other electronic evidence should be authenticated using the standard methods discussed above, for example, a statement from a witness with direct personal knowledge that the electronic evidence contained in the report is the same as that created by the subject; this can be the person who collected, created, received or stored it.

Demonstrative evidence (photos, charts, graphs, etc.)
Demonstrative evidence should be an accurate and fair depiction of the subject matter, and not unfairly emphasize one aspect over another, create a misleading impression or delete relevant information.

Answer to Q3:

The type of evidence is what differentiates financial crimes from non-financial crimes. In cases of murder or burglary, for example, evidence usually comprises fingerprints, weapons, and other physical or real objects. Sometimes, documentary proof and photographs are also considered important evidence but these are relatively rare in non-financial crimes.

Financial crimes, on the other hand, are highly document-based. Investigators are usually faced with volumes of documents, receipts, papers, etc. What is considered an unusually high volume of evidence for non-financial crimes is a very common volume for financial crimes.
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