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· Outline the factors on which fraud risk assessment depends?
Fraud risk assessment depends on a lot of factors as follows –
1. Corporate Environment –
This covers business processes of the organization, working environment, organizational culture. 

Some businesses are more susceptible to fraud and theft than others and this might be because of the nature of Items – for example:
· Size and value of the items traded in the organization –if they are small and of high value then it is more susceptible.
· Ease of sale – how quickly can the items be resold or exchanged
· Cash – how easily are the items converted or convertible to cash

2. Internal Factors

· Looking at the way assessments are carried out (how often they are reviewed to ensure they cannot be circumvented)
· Are there punishments for fraudsters in the organization? This would discourage any theft or fraud by others in the organization.
· What controls are in place to stop collusion by staff? Is it possible to rotate staff?
· Are staff vetted before a job offer is made?
· Is there segregation of duties in the organization?



3. Fraud Factors

· This is looking at the possibility of a trusted member of staff being the culprit, or collusion between an outsider and a trusted member of staff. Therefore these individuals need to be taken into account and counter measures taken.

· What are the main concepts of risk assessment?

The main concept is to identify risks before they arise and to continually assess any breach in order to ensure the controls in place are still able to prevent any further breaches. It covers risk of loss resulting from inadequate or failed internal processes, people and systems or from external events.
We need to assess the environment – put in controls – monitor the controls and lastly respond if there are any breach in controls by constantly reviewing the controls in relation to the threats

· What are the internal factors that should be considered for fraud risk assessment?
This covers the following-

· Separation of duties - The risk of fraud declines dramatically if multiple employees are involved in different phases of a transaction, since fraud requires the collusion of at least two people. Thus, poorly-defined job descriptions and approval processes present a clear opportunity for fraud.
· Safeguards - When assets are physically protected, they are much less likely to be stolen. This can involve fencing around the inventory storage area, a locked bin for maintenance supplies and tools, security guard stations, an employee badge system, and similar solutions.
· Documentation - When there is no physical or electronic record of a transaction, employees can be reasonably assured of not being caught, and so are more inclined to engage in fraud. This is also the case if there is documentation, but the records can be easily modified.
· Time off - When a business requires its employees to take the full amount of allocated time off, this keeps them from continuing to hide ongoing cases of fraud, and so is a natural deterrent.
· Related party transactions - When there are numerous transactions with related parties, it is more likely that purchases and sales will be made at amounts that differ considerably from the market rate.
· Complexity - When the nature of a company's business involves very complex transactions, and especially ones involving estimates, it is easier for employees to manipulate the results of these transactions to report better results than is really the case.
· Dominance - When a single individual is in a position to dominate the decisions of the management team, and especially when the board of directors is weak, this individual is more likely to engage in unsuitable behavior.
· Turnover - When there is a high level of turnover among the management team and among employees in general, the institutional memory regarding how transactions are processed is weakened, resulting in less attention to controls.
· Auditing - When there is no internal audit function, it is unlikely that incorrect or inappropriate transactions will be spotted or corrected

· What is inherent risk?
The risk that an activity would pose if no controls or other mitigating factors were in place. This term is usually used within the operational risk community by accountants. In the auditing community Inherent Risk is defined as the risk that a financial record is incorrect absent any internal controls.
It is determined by the business process. It can be expressed as a  percentage or simply low, moderate or high risk depending on the industry or strategy and market volatility

· What is residual risk?
The risk that remains after controls are taken into account.
It can also be defined as risk that remains after all efforts have been made to mitigate or eliminate risks associated with a business process or investment. 
A residual risk may be known but not completely controllable, or, it may not be known. Therefore it may require no action or response or it may require preventive measures e.g. insurance
It can be measured by subtracting the level of internal controls being used to mitigate risk from the inherent risk.
Question 2
· Fraud risk assessment checklist for a large medium sized organisation

	Fraud Scheme
	Inherent Risk
	Controls
	Residual risk
	Business Process
	Red Flag

	Is the organization aware of fraud?
	Low
	· Training
· Discipline
	Lack of understanding by staff
	HR - Awareness training for all staff on joining
	

	Have we ensured there is no collusion of employees?
	Moderate
	· Segregation of duties
· Cross functional duties
	Have signatories in different departments not just in finance
	Finance - Rotate staff process payments/cash
	

	Has there been any report of fraud? 
	High
	· Investigative team (Internal auditor/forensic accountant)
· Punishment (for example dismissal)
	Discouragement of whistleblowing
	Have a good policy for HR department or Internal auditor to manage confidential information
	

	Cheque signatories/Bank authorization
	High
	· There should be no signing of blank cheques
· All suppliers to be vetted
· As much as possible pay by BACS
	· Approved supplier list to be provided by organisation
	Finance -Payment of suppliers on the approved list only
	Too many payments to one supplier should be flagged for review

	Background checks on staff
	Moderate
	CRB checks
	To discourage criminals
	HR - Ensure we have suitable staff 
	

	Do we have anti-bribery policy?
	Moderate
	[bookmark: _GoBack]We should have a policy which explains what a bribe is and the consequences of offering or accepting bribes
	To stop any bad practices and promote good working relationships
	HR - Make it available on the intranet
	

	Do we have limits for signatories?
	High
	Different levels of staff with different limits
	There should be at least 2 signatories on each cheque
	Finance - Payments should be monitored regularly
	Cheques signed by same staff should be reviewed

	Access to computers
	Moderate 
	Every employee should have his/her access code
	This should be changed every fortnight
	IT - Avoid confidential information being leaked 
	

	Do we have required insurance
	High
	We should have insurance to cover theft
	We should ensure it is reviewed and maintained 
	Finance – appropriate cover for the organisation
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