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Question 1

I. Name at least three technology based sources from where you can get evidence

· E-mails
· Digital files the fraudster erased
· Note made in computer files

II. How the modern technology has influenced fraud environment?

Modern technology plays several different roles in the fraud environment. In order to prevent, identify and investigate fraud, computer systems and data can be used. Whenever technology is used by individuals to commit fraud, a computer is the mechanism used most frequently.

III. What is computer crime?
Computer system crime can be viewed as either a crime against computer or through using  computer to commit a conventional fraud or crime, such as fraudulent financial statements, fraudulent disbursement, etc. It is a fact that fraud principle, specifically the fraud triangle and the fraud tree apply to computer crime as well, as they do to other crime. A theory of computer-related crime is a concept referred to as MOMM, which is similar to the fraud triangle but specific to computer crime.
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IV. What is computer crime theory?
The anthology Cybercrime and Criminology Theory: Fundamental Readings on hacking, Piracy, Theft, and Harassment explore the predictor for participation in various form of Cybercrime and deviance, from common problems like media piracy, to more distinct offenses such as computer hacking. Computer crime theory is the concept referred to as MOMM.

V. List at least five different types of computer related crime.

· Electronic funds transfer fraud
· Illegal interception of telecommunications
· Sales and investment fraud
· Electronic money laundering and tax evasion
· Dissemination of offensive materials

VI. What is cyber forensic?
This involves the effective capture, presentation, identification, extraction analysis, and documentation of digital data and events. One way of viewing the cyber forensic process is like any other type forensic investigation, where the professional is looking for forensic evidence that will stand up in court, and will provide something similar to a fingerprint that helps to identify the culprit.
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VII. What is the difference between public and private investigation?
Public investigations include a potential violation of a law creating a potential criminal prosecution. The investigation need to be conducted in a way will comply with the legal requirement and procedures, because the potential criminal trail includes a law and accompanying criminal court procedures. The private investigation, the cyber forensic investigator should understand the limitation and investigative requirement of evidence, subsequent trail, expectation of privacy, and other issues in a private investigation, which are difference from those in a public investigation.  

Question 2
Discuss in detail the motive that could work behind computer related fraud
Financial motives signify that people who commit frauds have money as main objective. The reflect the need to secure a financial advantage from the crime. The objective of the fraud may not only money, it could also be something that can be converted into exchanged for money.
Ideological intention are displayed when the perpetrator feel motivated to seek revenge against someone or when they believe something is exploiting oppressing them, not necessarily involving any financial motive. Acts of stealing classified information for foreign entities is often conducted for ideological or political reasons. Damage to computer technology is a threat to threat to their economic and political survival or well being, or may simply be seeking revenge.
Egoistical motive are those associated with power, egos, and pride. Most frauds include this motive to some extent. Young enthusiasts who seek the thrill of the challenge to commit computer frauds or crime exhibit egotistic motive. Psychotic motivations include an exaggerated fear of computers, a distorted sense of reality, misconception of persecution or for grandeur. There have be fewer reported incidents where psychotic motive were the reasons for computer abuse.  
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Environmental condition that have provided motivations for computer related crime and abuse include both the external environment, such as the world of the marketplace and the internal environment of the firm that operates a computer. Internal effects that can add to the motivation for computer connected crime and exploitation include:
· Work environment
· Reward system
· Level of interpersonal trust
· Level of effectiveness of internal control
· Level of stress, such as pressure for performance
· Level of ethics in the entity’s culture
· From the outside, motivation for computer liked crime and manipulation may be provided by the current ethical and social values of society, economic condition in the country or the world, and competitive condition in the industry.

Question 3
Outline the steps involved in cyber forensic investigation process.
· Recognize all important digital source of potential evidence of source of information. 
· Decide /consider expectation of privacy issue (search warrant details, if necessary).
· Acquire and validate digital/ cyber evidence (without alteration).
· Protect original evidence(bag, device, establish chain of custody)
· Move evidence to secure forensics lab.
· Create copies of original device
· Develop precise cyber forensics test, procedure, and overall plan (use formal procedure).
· Complete and file the report on evidence, analysis, and assumptions.
· Performing a plan using applicable tools.
· Convert digital data into presentable form.
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