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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. Give short answers for the following questions:
I. Outline the factors on which fraud risk assessment depends.
There is a large number of risk assessment factors like the size of the entity, number of processes within the organization, number of manual processes, corporate culture, internal control system and so on. One of the main factors are corporate environment factors. Simply said, some industries are more vulnerable for fraud than others. The next factors are the internal factors especially the internal control system of an organization, e. g. clear structures within the organization, weaknesses of the internal communication, lack of internal policies and guidelines and so on. The last factors are the fraud factors. That means, depending on the individual situation the risk assessment should consider the possible involved people, e. g. in financial statement fraud, executives are more susceptible than others.

II. What are the main concept of risk assessment?
The main concept of risk assessment is to evaluate and analyze the potential risk within an organization, process or for individual person. Therefore the investigator uses a wide range of tools which tries to calculates and measures the risk of an organization. The basis for the evaluation are fraud concepts like the fraud triangle, fraud indicators, fraud schemes, used accounting information system, and an understanding of the fraud environment. A risk assessment is a continuously process because there are permanent changes of the environment from an organization.  

III. What are the internal factors that should be considered for fraud risk assessment?
Internal factors that increase the risk of fraud are mostly lacks in the internal control system. That could be as follows:
· Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for 	personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach 	of security.
· Failure to provide counsel or take action against unsatisfactory levels of 	performance or questionable personal behaviour that violates organizational 	principles.
· Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.

IV. What is "inherent risk"?
Inherent risks cannot be influenced by the investigator. They are the "natural" internal and external risks of an organization. General risks of an organization could be the industry, strategy, organizational structure and market volatility. Assuming there are no internal controls the investigator consider and evaluate the inherent risk. 

V. Define the term "residual risk".
After evaluating the possible risks and implementing of an internal control system there is the residual risk. An organization has two options to reduce the residual risks. The first is the acceptance of the risk or the second option is to implement further preventive controls. An important point is the documentation and tracking of the performed actions. That helps the organization to evaluate and manage risks.  

2. Prepare a fraud risk assessment check list for any business of your choice.
The following fraud risk assessment check list is prepared for an internal operating construction company.
	Fraud Schemes
	Inherent Risk
	Control Assessment
	Residual Risk
	Business Processes
	Red Flags

	Social security fraud 
	Employees work on site and are undeclared
	Every subcontractor must verify that the employees are declared, guidelines and structures
	Subcontractor or other employees ignore the instructions from the client
	Construction, selection of subcontractor (procurement), general organization
	More employees than declared, unknown employees

	Accounting fraud
	Invoices higher than the provided service - difference be paid on private accounts
	Signature and 4-eyes-controls of invoices. No payment without invoice documentation, guidelines and structures
	Flap controls from the accounting department, contractor and client work together
	Cash, payment, invoice verification process
	Bad cash position, difference between construction process and invoicing

	Corruption
	Public and private customers with high order volume
	Controls over bidding process (4-eyes-principle), checks of the Global Corruption Report
	Flap controls over the bidding process, bribe payment
	Calculation, procurement, payment
	Unclear payments, bookings at unusual times and without invoices

	Procurement Fraud
	Payment of higher prices
	Price comparison, written price negotiations, 4-eyes-principle
	Flap controls over the procurement process
	Procurement, Management
	Negative project result, bad cash position

	Price fixing
	Allocation of customers and sales territories
	Controls over the bidding processes, guideline and structures
	Own employees don't observe the laws and internal regulations
	Calculation, Management, legal department
	No competitors in a certain country, permanent stable prices

	Ghost employees
	Payment of wages and salaries to people who are not working for the company
	Controls over payroll runs, no master data changes without approval process
	Two or more employees ignore the internal regulations and laws and create and pay ghost employees
	Accounting department, cash, payroll, HR-department
	Higher salaries and wages than expected and calculate, impaired cash position
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