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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Please insert your completed assignment ( in word format)  here:

· What is Computer Forensics?

Computer forensics is a branch of digital forensic science pertaining to evidence found in computers and digital storage media. The goal of computer forensics is to examine digital media in a forensically sound manner with the aim of identifying, preserving, recovering, analyzing and presenting facts and opinions about the digital information.

· Why computer forensic engagements are carried out?

Computer forensic involves the process of determining if fraud took place on a particular computer device. Therefore computer forensics engagements are carried out to identify the following- 
· Key players involved in a fraud, 
· The information possessed by these players, 
· The time when they acquired that information, 
· The documents to which those involved in the fraud accessed, 
· The actions they took, 
· The people with whom they communicated and 
· Lastly their efforts to hide/conceal the fraud

· Name some sources from which data can be retrieved
There are several sources from which data can be retrieved, such as –
· Fax machine
· CD/DVD
· Personal digital assistant – PDA
· Laptops
· Mobile phones
· Recycle bins
· Mainframes and servers – where information is backed up or kept
· Thumb drives
· Emails
· Scanners 

· Explain the characteristics of computer forensic analysis

· Ability to apply sound and replicable methodologies
· Using practices that have been able to withstand challenges in the past
· Using software that is acceptable in the forensic profession
· Ability to apply methods that yield reproducible results
· Documenting everything comprehensively

· What are the benefits of data analysis?

· Given the sheer amount of data that can be embedded within Accounts Payable (AP) and Accounts Receivable (AR), data analysis is beneficial as it helps to sort relevant information
· It can help detect duplicate entries especially where the organization has a lot of information to go through
· Sampling risk reduction– data analysis helps the auditors as this is critical for audit because they cannot check all items
· Data Imports and extraction – this is especially helpful when the organization has a lot of information on the mainframe and we need to narrow it down. Data analysis helps to extract the information quickly and efficiently.
· It can be used to determine and identify trends that may be unknown to personnel within the organization

· Question 2
What are the legal factors that should be considered before starting computer engagement?

The following legal factors should be considered before starting the computer engagement –
· Is there a subpoena that allows collection of data?
· Is counsel available to the engagement team under privilege?
· Does the expert have the necessary qualification and licenses to provide sound advice?
· Is the information obtained according to the law?
· Does the team know who the data belongs to?
· What is the scope of the examination?
· Does the client have legal authority to gather the data?
 





· Question 3
What tools are used by forensic accounts for data analysis?
	Tool
	Description

	BelkaSoft evidence center
	Computer and mobile forensics product that analyzes Windows, Mac OS X and Unix/Linux devices, images and RAM dumps

	Forpix
	Recognition of similar image files

	SANS investigative forensic toolkit
	Multi-purpose forensic operating system

	Excel/Office add on data analysis software
	Intuitive program with user-friendly utilities

	FTK
	Multi-purpose tool, FTK is a court-cited digital investigations platform built for speed, stability and ease of use.



· Question 4
What is a chain of custody form? And what type of information does it contain?

· Chain of custody form refers to a form that chronologically documents or a paper trail; showing the seizure, custody, control, transfer, analysis, and disposition of physical or electronic evidence.

[bookmark: _GoBack]The information it contains are  –
· Case number
· Victim’s name
· Suspects name
· Item name and/or number
· Date & time of seizure
· Location of item
· Description – model number, condition, scratches/damages
· Quantity
· Name of person submitting evidence with signature and date
· Name of person receiving the evidence with signature and date
· Comments – stating any distinguishing factors
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