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 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 

	1.
SHORT QUESTIONS

I. 
Fraud risk factors refer to events or conditions that indicate an incentive or pressure to commit fraud or provide an opportunity to commit fraud. The three main categories of fraud risk factors are:

a. Management characteristics. These characteristics are a reflection of the management’s abilities, style and attitude, the company’s internal controls, and the financial reporting process. They include involvement in setting accounting principles and financial estimates for the company, responsibility to achieve aggressive financial targets, tension between external auditors and senior management, a history of violations, high senior management or board member turnover among others.

b. Industry characteristics. They include the economic and regulatory aspects of the environment in which the business entity operates. They include both stable and volatile features, such as new financial regulations, increased competition, market saturation, and the adoption of more aggressive accounting policies by the company in order to keep up with the industry.

c.  Operating characteristics. Include the nature of the business, the complexity of its financial transactions, the locations where transactions are recorded and disbursements are made, the geographic location of the company’s operating activities, the company’s profitability, and its general financial condition.

II.
Control mechanisms include the following:

a. Transparency and integrity in the bidding process involved in asset procurement.

b. Frequent rotation of employees through different vendor assignments.

c. Using private fax machines and requiring the bids to be submitted to named individuals other than those soliciting the bids in order to prevent fraudstersinforming their partners about lower-bidding competitors.

d. Establishing a hotline to enable vendors to complain should they be approached by someone seeking to bribe them.

e. Enforcing a strong policy on the total disclosure of conflicts of interest, receipt of gifts.

f. Corrupt schemes usually result in victim companies having to overpay for goods and services. Auditors might examine expenditure trends and analyze reasons for the increase in a declining trend, the purchase of unneeded items, or the purchase of necessary items at increased prices. Trending the company’s assets may reveal the purchase of unnecessary assets and inventory. For example, the discovery of excess inventory write-offs may indicate an attempt to make space for more purchases.

III.
The main benefits of using analytic procedures in audit process are as
           follows:

a. Preliminary analytic procedures help in providing an insight into the company and point out high-risk areas in order that the nature, timing and extent of audit procedures might be determined accordingly.

b. Substantive analytic procedures are used in the evaluation of account balances and in obtaining audit evidence.

c. Final analytic procedures carry out a final assessment of financial statements and assess whether audit conclusions are correct or not. 

d. Additional benefits of analytical testing procedures include, among others:

i. Assessing the company’s ability to remain a going concern: Analytical 

procedures assess a company’s general financial performance, its performance relative to competitors, any future financial problems it may face, and whether it will be able to continue in business or is likely to go bankrupt.

ii. Indicating errors in financial statements: If analytical procedures reveal

Discrepancies between the companies’ actual and expected performances, this may indicate accounting errors and irregularities.

IV.
Some of the rationalizations used to justify financial crime and fraud include  

          the following:

a. The company will make more money in the next financial quarter and no one will ever notice the missing money.

b. This month’s fictitious accounting entry can be reversed by a counter-entry next month, therefore it is not exactly fraud. 

c. The company will not incur a loss.

d. Management does not take supervision of internal controls and discipline seriously.

e. Management itself is involved in dubious transactions in order to and maintains aggressive accounting policies.

f. The people who have been rewarded with promotions have disregarded the means of achieving objectives and have focused only on the attainment of organizational goals.

g. Risk-taking is more rewarding than playing it safe.

h. If a little fraud helps the overall position of the company without doing any material harm, then it is justified.

i. The company overlooked my hard work and promoted someone else, so I deserve this.

j. The company does not pay me enough and may fire me soon, so my fraud may make up for the benefits that the company is eliminating.

V.
Risk factors can only be identified and evaluated with a thorough understanding of the context, i.e. the environment in which the business operates, the business entity’s structure and culture, and its internal controls. It is also important to have an understanding of the presence and effectiveness of mitigating factors that reduce the risk the fraud.

The context and circumstances determine the significance of risk factors. A small business, for example, will have a less developed internal control mechanism than a large corporation.

In a small organization, supervisory management committees, audit committees, and the segregation of accounting and operational duties may not be as well defined and developed as in a large corporation. The influence of these circumstances on a small company’s risk factors is offset by the fact that there is more involvement of the owner/manager in the day-to-day affairs of the business.

Unusual and suspicious transactions, ambiguous financial ratios and questionable explanations by the management should be identified in order to obtain a thorough understanding of the normal functions of the business entity, the overall industry in which it operates and the economic environment. Auditors and fraud investigators should also have an adequate understanding of the business entity’s relationship with its suppliers, customers and business partners.

Even though auditors may place their trust in a control mechanism, which may lessen the risk factor of fraud, they cannot completely overrule the possibility of someone from the management being able to circumvent that control. In other words, regardless of how effective a control is, there is still a possibility of manipulation or of someone overriding the system.

VI.
The three primary purposes of analytic procedures are as follows:

a.  Preliminary analytic procedures help in providing an insight into the company and point out high-risk areas in order that that the nature, timing and extent of audit procedures might be determined accordingly.
b. Substantive analytic procedures are used in the evaluation of account balances and in obtaining audit evidence.

c. Final analytic procedures carry out a final assessment of financial statements and assess whether audit conclusions are correct or not.

2. 
There must be an opportunity for a fraudster to commit fraud and a perception that a fraud can be committed with impunity. Even a person who is inclined to commit fraud and is determined to do so needs suitable circumstances that will help him/her execute his/her plans. Moreover, such circumstances may also tempt a person who is not generally dishonest to deceive or commit fraud. Factors that provide opportunities for fraud include weak or ineffective controls, poor division of duties, and lack of supervision.

Sometimes the nature and size of a business provides an inherent opportunity to fraudsters. For example, the number and types of transactions and the kinds of balances and accounts may be vulnerable to manipulation or falsification. Similarly, certain organizational structures and assets are more prone to fraud than others. Risk factors that provide opportunities include:

a. The nature of the industry and the business, the kind of business transactions, and the manner in which records and accounts are maintained.

b. The way in which a business interacts with its customers and suppliers, and its position in the market. For example, if a business dictates its terms and dominates the market, it may be prone to inappropriate transactions.

c. The extent of deliberation and judgement that goes into determining income and expenditure levels and the valuation of assets and liabilities.

d. The level of supervision of senior management by independent entities, such as external audit teams, supervisory boards and non-executive directors.

e. The stability of the organization and the complexity of its structure.

f. The organization’s control environment, i.e. its effective internal controls, effective accounting systems, information technology and efficient accounting personnel.

g. In large organizations, the extent of the management’s role in internal control systems and their ability to bypass controls may determine fraud opportunities. 

Sometimes the nature and size of a business provides an inherent opportunity to fraudsters. For example, the number and types of transactions and the kinds of balances and accounts may be vulnerable to manipulation or falsification. Similarly, certain organizational structures and assets are more prone to fraud than others, even if identical opportunities are available.

3.
The following are some of the most important questions an auditor might ask during the course of his/her inquiries:

a. Is the management aware of any alleged, suspected or perpetrated financial misstatement or asset misappropriation that might have resulted in material misstatement in the organization’s financial statements?

b. Is the management aware of any perpetrated or alleged fraud regardless of materiality?

c. Did the management receive any letters or other communications by ex-employees, analysts, etc, alleging fraudulent activity?

d. What are the risks of fraud in the organization according to the management?

e. What specific areas, transactions or accounts has the management pointed out as being vulnerable to fraud and what are the reasons behind this fraud risk?

f. What programs or internal control mechanisms has the management put in place to mitigate the risk of specific fraud or to deter fraud in general? How are these programs and controls monitored and supervised?

g. What are the management’s views on ethics and business morals and how are these views communicated to employees?

h. Is the management’s behaviour consistent with these views?

i. How are the company’s operating locations and other business segments monitored? 

j. Are there certain segments that are more prone to fraud?

k. Did the audit committee or any other authority receive a report from the management regarding the entity’s control environment? 

l. This report would include information on how the company’s internal controls deter fraud, risk assessment procedures, communication and information systems and monitoring activities.

m. Has there been any request to the management or anyone else in the company to alter or withhold information, and to make fictitious transactions or accounting entries?

CASE STUDY

1. 
Money laundering is defined as the processing of criminal proceeds to disguise their illegal origin in order to legitimise the ill-gotten gains of crime. Criminals accumulate significant sums of money by committing crimes such as drug trafficking, human trafficking, theft, investment fraud, extortion, corruption, embezzlement and tax fraud. Their objective is to disguise the source of money and to convert the “dirty money” and “wash it” into a form that will be difficult to retrace its origins such as placing the “dirty money” in bank accounts, real estate, stocks, insurance premiums and other assets, which can be used later without raising suspicion. The expert would therefore had gathered the following evidence for his report:

a. Personal Contacts. Spouses, partners, exes, etc. can be valuable sources of information. While they may not be able to provide documentary evidence, they can be as valuable as interview subjects. Personal contacts usually know the suspect’s thoughts and opinions, and may even have some e-mails or any other correspondence that might be used as evidence. Personal contacts may also be able to identify bank accounts, timeframes when certain events happened.

b. Documents from Third Parties. Usually, in financial crime investigations most of the documentary evidence is collected from third parties. A criminal must act like any other person, have frequent interaction with other businesses, deposit money in banks, and seek advice from financial and legal experts, etc. in order to succeed as a financial criminal. Therefore it is very likely that third parties such as banks, business organizations, and the government will possess crucial pieces of information that link the suspect to criminal activities.  Lastly, the financial criminal will have personal contacts who may not be involved in illegal activities but may nevertheless possess important information.

c. Financial Contacts. Almost all criminals will have some form of contact with a financial institution such as a bank. Therefore, banks are good places to start a search for information. Investigators may gain access to crucial information through paper trails left by the criminal’s interaction with the bank. It is important to look for non-obvious clues in bank records. Bank records contain much more information than the usual cash flows, such as metadata. This information includes date, time, teller information, origin, and format of the transaction. Investigators may find numerous clues in metadata. Digital or manual analysis of metadata contained in all transactions may reveal the patterns of activity and give direction to the investigation. Once these patterns are revealed, the investigator may be in a position to make predictions about future illegal activities and may be directed towards other associates or assets. Each transaction generates metadata that provide a complete picture of the suspect’s movements. 

2.
The following documents could have helped the forensic expert in gathering evidence:

a. Signed statements. It is always useful to obtain written and signed statements from witnesses as well as the complainants. Although these statements will not be substitutes for the actual testimonies offered by witnesses in court, they may provide a summary or an outline of what might be expected at their trial testimony. These may include the bankers, real estate agents, deeds office and the property owners from whom ownership was transferred.

b. Transactional paperwork. It will be critical to obtain transactional paperwork from the people and companies involved as it is critical to show the authenticity of the transactions. The analysis of the paperwork trail will show any anomalies. Therefore, the expert should have been on the look out for any documents or paper trails left by transactions such as invoices, vouchers, original records, etc. that may indicate the flow of money.

c. Intranet sources. More and more businesses are creating networks connecting their employees and departments. This intranet connection not only increases productivity but also serves as a source of valuable information. The expert  need to examine chat facilities and weblogs where suspects and witnesses are most likely to be found. They will be quite likely to spot unofficial communication of value to the investigation. This communication may include gossip, rumours, and crucial background information related to employees and managers. 

d. E-mails. E-mails are a very common mode of communication in a business

organization, and the expert might benefit from this when they are looking for evidence. Not everyone is careful about what is sent in an e-mail and to whom. Most messages are saved on the corporate server for a long time, which is helpful for investigators seeking to examine messages sent through e-mails.
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