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i. What is meant by “risk control”?
Answer:
A risk control is any measure or action that modifies risk. Controls include any policy, procedure, practice, process, technology, technique, method, or device that modifies or manages risk. Risk treatments become controls, or modify existing controls, once they have been implemented. Risk management is the continuing process to identify, analyze, evaluate, and treat loss exposures and monitor risk control and financial resources to mitigate the adverse effects of loss. 

The method by which firms evaluate potential losses and take action to reduce or eliminate such threats! Risk control is a technique that utilizes findings from risk assessments (identifying potential risk factors in a firm's operations, such as technical and non-technical aspects of the business, financial policies, and other policies that may impact the well-being of the firm, and implementing changes to reduce risk in these areas ; financial risks such as cost of claims and liability judgments ,Operational risks such as labor strikes, Perimeter risks including weather or political change ,Strategic risks including management changes or loss of reputation ,Enterprise Risk Management expands the province of risk management to define risk as anything that can prevent the company from achieving its objectives.

Although accidental losses are unforeseen and unplanned, there are methods which can make events more predictable. The more predictable an event, the less risk is involved since the occurrence can prevent or mitigated; or, at minimum, expenses can be estimated and budgeted. It is this process to make loss more predictable that is at the core of insurance programs. The key to an economical and efficient risk program is control over the risk management functions with assurance that actions performed are desirable, necessary, and effective to reduce the overall cost of operational risk. A risk management program is formulated and evaluated around the cost of risk. Retained Losses - Deductibles, Retention or Exclusions, Net Insurance Proceeds, Cost for Loss Control Activities, Claim Management Expense, and Administrative Cost to Manage the Program!

The benefits of a risk control process should result in overall savings to the corporate entity when evaluating these components in the aggregate. Any one specific category may show an increase or decrease in cost when considered individually or by division in a specific time frame. Types of Loss Exposures within the province of risk management include:


Property - Real & Personnel, Tangible & Intangible
· Net Income - Reduction in Revenue or Increase in Expense; can be due to loss of Property yours or suppliers, or customers or loss due to Civil or Statutory fines and judgments, or by loss of Key Personnel
· Liability - Civil and Statutory Torts, Statutory Workers Compensation, EPA and other Administrative laws
· Personnel - Through Death, Disability, or Retirement Key Personnel or catastrophic loss to many employees
· Risk management strategies involve many concepts. Some of them include the following concerns:

Elements of Loss Expense of actual damages to physical assets to repair or replace! Increase in expenses or reduction of revenue due to loss. Cost of investigation, legal fees, fines and awarded judgments. Loss of worker productivity and adverse publicity and public opinion! Higher potential insurance premiums to employees! Payments made due to the death, disability or resignation of employees.

Risk Control 
· Avoidance of activities which cause loss.
· Reduction of the frequency of loss - risk prevention.
· Reduction of the severity of loss - risk reduction.
· Contractual transfer of responsibility for loss occurrence.
· Risk Financing Techniques
· Retention of losses either by design or omission.
· Borrowing of funds or use of bonds or use of other forms of capital
· Contractual non-insurance transfer of responsibility for loss payment.
· Insurance transfer to a non-owned insurance company when and if the exposure is insurable and the cost is not prohibitive.

Risk Control is concerned with all loss exposures, not only the ones that can be insured. As it is a technique to finance some loss exposures and, therefore, a part of the broader concept of managing risk; not the other way around!  The risk control overview may, however, not include all the risks that may ultimately affect a company. Some risks not yet known to a company, or currently believed not to be material, could ultimately have a major impact on businesses, objectives, revenues, income, assets, liquidity or capital resources. Any business, financial condition and results of operations could suffer material adverse effects due to certain risks categories such as strategic risks, operational risks, compliance risks, and financial risks. Risk control manager takes that information gained during risk assessments and develops and applies changes to control the risks. Risk control can involve the implementation of new polices and standards, physical changes and procedural changes that can reduce or eliminate certain risks within the business. Risk control is an important action taken by firms that is intended to proactively identify manage and reduce or eliminate risks. 


While all organisations must incur an element of business risk, it is the management of these risks control that sets the well runs organization apart from its competitors. A risk control measures or managing a company's risk exposure is designed to maximize returns, while eliminating unnecessary risks and managing those unavoidable business risks. As such it is critical for management to devise ways of managing business risks and reducing their impact on the organization should they occur. By adopting a systematic approach to risk control management, will be recommend a series of robust controls tailored to your organization to minimize your company's risk exposure. Identified, Assessed, Profiled, Quantified Having carried out an extensive review of the risks facing the organization, Controls and Procedures will be recommended to reduce the company's exposure to those risks.




ii. What is the relationship between risk control and risk avoidance?
Answer:
Risk is a measure of future uncertainties in achieving program performance goals and objectives within defined cost, schedule and performance constraints.  Risk can be associated with all aspects of a program e.g. threat, technology maturity, supplier capability, design maturation, performance against plan! Risk control and variation can addresses the potential variation in the planned approach and its expected outcome.  While such variation could include positive as well as negative effects, this guide will only address negative future effects since implementation and monitoring  have typically experienced difficulty in this area during the acquisition process!


Risk control can either be affected through loss prevention, which is reducing the probability of risk, or loss reduction, which minimizes the loss. Loss prevention requires identifying the factors that increase the likelihood of a loss, then either eliminating the factors or minimizing their effect. For instance, speeding and driving drunk greatly increase auto accidents. Not driving after drinking alcohol is a method of loss prevention that reduces the probability of an accident. Driving slower is an example of both loss prevention and loss reduction, since it both reduces the probability of an accident and, if an accident does occur, it reduces the magnitude of the losses, since accidents at slower speeds generally cause less damage.

Risk Control: Taking actions to eliminate health and safety risks so far as is reasonably practicable. Where risks cannot be eliminated, then implementation of control measures is required, to minimize risks as far as is reasonably practicable. A hierarchy of controls has been developed and is described below to assist in selection of the most appropriate risk control measure/s. It is the responsibility of all managers and supervisors to ensure that the policy is fully implemented in their area(s) of control and to consult with among themselves as part of undertaking the hazard identification, risk assessment and control process. It is the responsibility of workers to cooperate and comply with this policy. This includes providing effective and constructive information and feedback to aid the risk management process. Managers have a responsibility to ensure that the areas under their control are complying with legislative requirements. This includes the Officer understanding the hazards and risks associated with their operations and ensuring that appropriate resources and processes are in place to eliminate or minimize these risks

Most businesses actively control losses because it is a cost-effective way to prevent losses from accidents and damage to property, and generally becomes more effective the longer the business has been operating, since it can learn from its mistakes. The organization has a process by which it can identify, assess and mitigate the significant risks to the achievement of its business objectives and expects its businesses to be 'in Control’ of significant risks. This means understanding the risk profile and identifying and assessing the significant risks contained within it. Where it has been concluded risks are 'under Control’ (i.e. managed to within appetite), having controls that are documented, appropriate, and work consistently and effectively. Where risks have been assessed as not being under control, the factors contributing to this are known and plans to manage them are in place.

Risk identification is a key component of a robust framework. In the absence of a risk identification process, the organization is unable to effectively manage its key risks and demonstrate whether they are 'in Control’. An effective risk identification process would typically by identify the significant risks to the achievement of its business objectives and all types of risks, associated major components and controls currently in place, from all sources, across the entire scope of the organization’s activities. Identify risks around opportunities as well as threats, to increase the organization’s chance of maximizing the benefit of those opportunities when they arise. Ensure that the organization is aware of its major risks at any point in time, and include elements to update the organization’s understanding of risk on an ongoing basis, such as key indicators. Be systematic, disciplined and documented, i.e. methodical and well-organized and in a format that is capable of being communicated and understood by all.

Risk Avoidance is the possibility of a loss, people, organizations, and society usually try to avoid risk, or, if not avoidable, then to manage it somehow. Risk Avoidance is the elimination of risk. You can avoid the risk of a loss in the stock market by not buying or shorting stocks; the risk of a venereal disease can be avoided by not having sex, or the risk of divorce, by not marrying; the risk of having car trouble, by not having a car. Many manufacturers avoid legal risk by not manufacturing particular products. Hence risk avoidance is the elimination of hazards, activities and exposures that can negatively affect an organization's assets. Whereas risk management aims to control the damages and financial consequences of threatening events, risk avoidance seeks to avoid compromising events entirely.

While the complete elimination of all risk is rarely possible, a risk avoidance strategy is designed to deflect as many threats as possible in order to avoid the costly and disruptive consequences of a damaging event. A risk avoidance methodology attempts to minimize vulnerabilities which can pose a threat. Risk avoidance and mitigation can be achieved through policy and procedure, training and education and technology implementations. Of course, not all risks can be avoided. Notable in this category is the risk of death. But even where it can be avoided, it is often not desirable. By avoiding risk, you may be avoiding many pleasures of life, or the potential profits that result from taking risks. Those who minimize risks by avoiding activities are usually bored with their life and don't make much money. Virtually any activity involves some risk. Where avoidance is not possible or desirable, loss control is the next best thing.

Corporate risk taking and the monitoring and control of risks have continued to remain front and center in the minds of boards of directors, legislators and the media, fueled by the powerful mix of continuing worldwide financial instability; ever-increasing regulation; anger and resentment at the alleged power of business and financial executives and boards, including particularly as to compensation during times of economic uncertainty, retrenchment, contraction, and changing dynamics The reputational damage to companies and their boards that fail to properly manage risk is a major threat, and includes specific reference to risk oversight as part of its criteria for  in risk control process has also led to increased scrutiny of compensation arrangements and to excessive risk taking and has brought added emphasis to the relationship for risk control compensation an effective risk management. This highlight a number of issues that have remained critical provides an update to reflect emerging and recent developments.
iii. What is the difference between “risk avoidance” and “risk prevention”?
Answer:
Risk avoidance usually involves developing an alternative strategy that has a higher probability of success but usually at a higher cost associated with accomplishing a project task. A common risk avoidance technique use proven and existing technologies rather than adopt new techniques, even though the new techniques may show promise of better performance or lower costs. A project team may choose a vendor with a proven track record over a new vendor that is providing significant price incentives to avoid the risk of working with a new vendor.

One way to control risk is to completely eliminate the risk or the elements causing it. The risk manager should be consulted about acquisition or new services provided by the unit and major policy changes, etc. that may give rise to new risks so that those risks can be avoided if desired. If the risk manager is not included in the original management decision to begin a certain activity and is informed only after the decision is made, then the opportunity for risk avoidance is lost and any risk management will have to be accomplished through other methods. Obviously, many operational decisions are likely to be made without considering the risk exposures involved, so the risk manager needs to be prepared to use other risk methods of control & avoided as well. 

The risk identification activity should be applied early and continuously in the acquisition process, essentially from the time performance and readiness requirements are developed.  The risk avoidance should develop and employ a formalized risk identification procedure, and all personnel should be responsible for using the procedure to identify risks. Specific opportunities to identify risks e.g., at event-driven technical reviews  and explore root causes against objective measures e.g., meeting the entry criteria for an upcoming technical review, requirements stability, technical maturity, software lines of code and reuse ratios, critical paths or near critical paths should not be overlooked.  If technical reviews are schedule, vice event driven, their usefulness as risk assessment tools can be impacted, and the full benefits of risk avoidance assessment may not be achieved.  The early identification and assessment of critical risks allows for the formulation of risk mitigation approaches and the streamlining of both the program definition and the Request for Proposal processes around those critical point and process risks.  Risk identification should be done again following any major process change or restructure such as significant schedule adjustment, requirements change, or scope change to the evolving environment.

One way to control a particular risk is to avoid the property, person, or activity giving rise to possible loss by either refusing to assume it even momentarily or by abandoning an exposure to loss assumed earlier. The first of these avoidance activities is proactive avoidance, while the second is abandonment. Government and business risk management practices reveal several exam­ples of proactive avoidance. A leading chemical firm once planned to conduct a series of experiments in a rural area containing a single small town. While preparing for the experiments, the researchers discovered that the venture might possibly cause extensive property damage to the community. The risk manager was asked to purchase insurance against this possibility, but only a few insurers were willing to provide the protection, and the premiums for insurance were much greater than the firm was willing to pay. Consequently, the firm decided against conducting the experiments.
Prevention means the act or practice of stopping something bad from happening. In the sense of it means the avoidance of the risk or hazard at work. In contrast to prevention, control is the term to describe mitigation activities where the risk cannot be prevented. When it comes to risk prevention, sometimes the best offense is a good defense. By anticipating and preparing for risk, you may help minimize the impact of disruptions on your business' operations and your bottom line. The majority of business executives who say their company makes managing risk a strategic priority also say they are outperforming other businesses in their industry financially suggesting that closing the distance between risk perception and risk prevention may help create a business advantage. While correlation does not prove causation, the evidence shows a relationship between companies that report a focus on risk prevention, and those that self-report higher performance over the competition.


Risk prevention is an integrated business process that incorporates all of the Risk Management processes, activities, methodologies and policies adopted and carried out in an organization. It strategy sets the parameters for the entire Risk Management and is usually released by the executive management of an organization. As depicted in the diagram of The Risk Process, Risk Prevention Concepts consists of two processes, one setting the framework for the entire Risk Prevention Mapping and the other setting the communication channels in the organization. Every organization is continuously exposed to an endless number of new or changing threats and vulnerabilities that may affect its operation or the fulfillment of its objectives. Identification, analysis and evaluation of these threats and vulnerabilities are the only way to understand and measure the impact of the risk involved and hence to decide on the appropriate measures and controls to manage them. This is the phase where threats, vulnerabilities and the associated risks are identified. This process has to be systematic and comprehensive enough to ensure that no risk is unwittingly excluded that demand elastic and non elastic of the environment and challenges. It is very important that during this stage all risks are identified and recorded, regardless of the fact that some of them may already be known and likely controlled by the organization.

In order to generate a comprehensive list of sources of threats, risks prevention and avoidance concepts is important to identified the portfolio that might have an impact on the achievement of each of the objectives as identified in the definition of scope and framework. These events might prevent, degrade, delay or enhance the achievement of those objectives. Good quality information and thorough knowledge, research of the organization and its internal and external environment are very important in identifying source risks. Historical information about this or similar organizations competitors or not may also prove very useful guidelines  as they can lead to safe predictions about current and evolving issues that have not yet faced by the organization.









Identifying what may happen is rarely sufficient. The fact that there are many ways an event can occur makes it important to study all possible and significant causes and scenarios. Methods and tools used to identify risks and their occurrence include checklists, judgments based on experience and records, flow charts, brainstorming, systems analysis, scenario analysis and systems engineering techniques. In selecting a risk avoidance and prevention identification methodology, the following techniques should be considered: team-based brainstorming where workshops can prove effective in building commitment and making use of different experiences; structured techniques such as flow charting, system design review, systems analysis, Hazard and Operability studies, and operational modeling; for less clearly defined situations, such as the identification of strategic risks, processes with a more general structure such as ‘what-if’ and scenario analysis could be used


 Risks prevention and avoidance can be defined as the uncertainties and untapped opportunities embedded in your strategic intent and how well they are executed. As such, they are key matters for the board and impinge on the whole business process by doing risk management analysis, rather than just an isolated unit. Risk management concept or process portfolio within the organization’s response to these uncertainties and opportunities! It involves a clear understanding of corporate strategy, the risks in adopting it and the risks in executing it. These risks may be triggered from inside or outside the organization. Once they are understood, you can develop effective, integrated, strategic risk mitigation. Far from holding back the business, strategic risk management is about augmenting strategic management and getting the full value from the strategy. In a typical instance, a conventional approach to setting and executing strategy might look at sales growth and service delivery. Rarely does it monitor the risks of a shortfall in demand. Effective strategic risk avoidance and prevention management is built around a clear understanding of how much risk your business is prepared to take to deliver its objectives, and a timely and reliable evaluation of how much risk it is actually taking. The problem is that risk avoidance and prevention can often be run separately from frontline strategic assessments, decision making and monitoring against plans. Boards can thus improve their focus on risk by integrating risk management into their routine strategic evaluation, debate and challenge for the good running of the organization!

As the field it is expanded to include managing financial, environmental, and technological risks, the role of risk managers grew to encompass the organization-wide risk embodied in by taking the necessary steps of risk prevention and avoidance attitude and behaviour too. This approach seeks to implement risk awareness and prevention programs throughout a company, thus creating a corporate culture able to handle the risks associated with a rapidly changing business environment. Practitioners or Risk Managers must have a clear, credible, courageous incorporate risk management approach into the basic goals and values of the company and support those values with action and commitment. They conduct risk analyses, devise specific strategies to reduce risk, develop monitoring systems to warn about potential risks, and perform regular reviews of the program by analysis policy and procedures for proper governance!  




iv. “Risk management can make a difference directly to profit”. Discuss
Answer:
The primary objective of risk management is to ensure that the risks facing the business are appropriately managed. This gives stakeholder’s confidence to deal with or invest in the business! It is committed to managing its risks in order to both minimize uncertainty and to maximize its business opportunities towards profit and success. 

The risks management identification has been identified by having considered what risks are, why they happen and how they occur. New risks will be identified as each new initiative/project is considered. Each risk has been analyzed by management by using the following ratings:-
· Probability of the risk occurring;
· Impact of the risk if it did occur;
· Ascertaining what level of controls and maintenance are currently being employed; and
· How effective these controls are.

Risk Management Evaluation has evaluated each risk through a process of allocating an appropriate rating of probability impact, risk and effectiveness controls. This evaluation process determines whether the current management of each risk is within a predetermined acceptable level or whether action needs to be taken to treat the risk. It further identifies what monitoring is required i.e. active or periodic and whether reviews management

Risk Treatment
The following risk treatment has been allocated to each risk:-
· Tolerate the risk
· Avoid the risk
· Reduce the risk

This treatment is designed to reduce the probability or impact or increase the risk controls. As there will normally be a cost associated with risk reduction, the objective is to reduce the risk to an acceptable level consistent with established risk criteria. Any one of several decision points that may be taken include:-
· A satisfactory solution
· The most cost effective solution
· The accepted practice (industry norm, best practice etc.
· The best achievable result
· The absolute minimum to satisfy corporate legislative or project needs.

The risk management can be reduced by transferring the risk. This may involve the transfer of risk in part or in full to a contractor, a supplier or to a product buyer for example. Insurance is a common way of transferring risk. Insurance is normally taken for low probability, high impact events. When a risk treatment action is undertaken, it may not result in elimination or prevention of a risk, but will often result in reduction of the risk. A residual risk will remain that should be less than the company’s level of tolerable risk so as profit can maximize in order to the company growth.
Hence, the identified risks have been separated into strategic, operational and new initiative risks. Each risk has then been rated according to inherent risk probability and impact of the risk and control rating risk controls present and the evaluation of those controls. A complete completed for each of the strategic and operational risks which are reviewed by the management in accordance with the level of reporting identified on the evaluation process. Risk monitoring and review status of each risk and any necessary action plans relating to their treatment takes place on a regular basis by controlled self assessment as well as by management’s review of risk action plans. The risks and risk evaluation process are also reviewed by the Auditor team. The high level strategic and new initiative risks are reviewed by for the identification of any new initiative risks or new strategic risks also takes place. Any action or recommendations arising out of these review processes are implemented by management.

The volatility of global business environments and markets has increased dramatically; it is unparalleled in scope and impact. The velocity of change has never been greater. Business lives is already moving fast and are constantly accelerating. We are now in a world where visibility to all we do, our information, communications, operations, investments, and actions is very high. It can be a benefit or a curse and requires new levels of responsibility and capabilities to manage effectively. However, while volatility, velocity and visibility are rapidly increasing, the ability to recognize and manage the uncertainties embedded in these challenges is not growing and being applied at the same pace. In order to fully appreciate why a new paradigm in risk management is important, we need to focus in on the real issue uncertainty. When we consider any set of business outcomes, whether strategic, financial or operational, we understand that there is no sure bet. Regardless of what aspect of business, there remains a cloud of uncertainty around the final outcomes. This cloud is composed of both potentially positive and negative possibilities. Uncertainty becomes risk when it is calibrated against our vested interests, that is, how much do we stand to gain or lose, and what are the variables that affect those possible outcome ranges. 

Risk management can make a difference directly to profit; are devised to meet the risk profile for investor. Considering the right strategies that would be right segment for the firm! Besides the risk exposures of the firm, the risk manager must set his or her strategies in order to give boost to the organization and the risk factors to be considered as the market outlook, market volatility, cost of risk management, breakeven point analysis of Risk Management portfolio! Hence maximize possible risk loss from a Risk Management perspective, whereas the right strategies and tactics to adopted in order to enhance maximum profit from the market outlook.  











v. What is the primary objective of risk management?
Answer:
Each organization has a “mission” and therefore, in absolutely general terms, it must address the problem of protecting itself against events that can place the pursuit of this fundamental objective “at risk” (and, as a result, all of the preliminary intermediate objectives). Risks, which are understood as “possible damage”, are connected to situations of uncertainty, with possible negative evolution, to which every organization is exposed in carrying out its business.

For a long period of time, companies faced different types of risks in a specific and unconnected manner; today, instead, there are methods of “definition and control”, which are collected in a systematic approach known as “Risk Management”, which provides reasonable defense against the possible verification of harmful events. Risk Management can therefore be defined as “a group of actions that are integrated within the wider context of a company organization, which are directed toward assessing and measuring possible risk situations as well as elaborating the strategies necessary for managing them”. Obviously, Risk Management can be targeted toward all or only some of the “different types of potential risk”, that is, the specific areas of possible uncertainty that affect the life of a company.

Company risks are normally classified within three large categories:
· Risks inherent to the external context e.g.: emergence of unfavorable laws and or regulations; negative changes to market conditions; technological innovations that favor competitors; etc.
· Risks inherent to operative management (e.g.: non compliance with contractual requirements; possible loss of market share; possible loss of skills; possible physical damage to personnel; possible environmental pollution; etc.);
· Risks inherent to financial management (e.g.: difficulty in collecting accounts receivables; unfavorable changes in exchange rates; imbalances in liquidity; etc.
· Each of these risks may lead to direct and/or indirect damage to the organization, with economic implications that may also be considerable in the short, medium and long term. From this point of view, therefore, the attention given to Risk Management, in terms of the quality and quantity of allocated resources, must be congruent, not only with the type of considered risk,

Risk assessment provides a mechanism for identifying which risks represent opportunities and which represent potential pitfalls. Done right, a risk assessment gives organizations a clear view of variables to which they may be exposed, whether internal or external, retrospective or forward-looking. A good assessment is anchored in the organization’s defined risk appetite and tolerance, and provides a basis for determining risk responses. A robust risk assessment process, applied consistently throughout the organization, empowers management to better identify, evaluate, and exploit the right risks for their business, all while maintaining the appropriate controls to ensure effective and efficient operations and regulatory compliance.






For risk assessments to yield meaningful results, certain key principles must be considered. A risk assessment should begin and end with specific business objectives that are anchored in key value drivers. These objectives provide the basis for measuring the impact and probability of risk ratings. Governance over the assessment process should be clearly established to foster a holistic approach and a portfolio view—one that best facilitates responses based on risk ratings and the organizations overall risk appetite and tolerance. Finally, capturing leading indicators enhances the ability to anticipate possible risks and opportunities before they materialize. With these foundational principles in mind, the risk assessment process can be periodically refreshed to deliver the best possible insights.

Understanding both the nature of the organization’s objectives and the types of possible risks under consideration is keyed to determining the scope of the risk assessment. Objectives may be broad (e.g., considering organization-wide strategic, operational, compliance, and reporting requirements) or more narrow (e.g., relating to a product, process, or function such as supply chain, new product sales, or regulatory compliance). Likewise, possible risks may span many categories (e.g., market, credit, product, liquidity, and accounting when considering credit crisis implications) or only a few if the discussion is more narrowly focused (e.g., supplier risk). 

Finally, the scope may be enterprise-wide or limited to a business unit or a particular geographical area. Once the scope is defined, those possible risks deemed likely to occur are rated in terms of impact (or severity) and likelihood (or probability), both on an inherent basis and a residual basis. The results can be compiled to provide a “heat map” (or risk profile) that can be viewed in relation to an entity’s willingness to take on such risks. This enables the entity to develop response strategies and allocate its resources appropriately. Risk management discipline then ensures that risk assessments become an ongoing process, in which objectives, risks, risk response measures, and controls are regularly re-evaluated. The risk assessment process therefore represents the cornerstone of an effective risk management program. Risk assessment discipline evolves and matures over time. Organizations typically start with a broad, qualitative assessment and gradually refine their data and analysis as they collect and analyze sufficient relevant data points to support risk informed decision making and allocation of resources.


Organizations that vigorously interpret the results of their risk assessment process set a foundation for establishing an effective enterprise risk management program and are better positioned to capitalize on opportunities as they arise. In the long run, this capability will help steer a business toward measurable, lasting success in today’s ever-changing business environment.









vi. How can the risk management process be developed?
Answer:
Developing a Risk management process is very important to identify of potential issues, hazards, threats, and vulnerabilities that could negatively affect work efforts or plans is the basis for sound and successful risk management. Risks Management Process must be identified and described in an understandable way before they can be analyzed and managed properly. Risks are documented in a concise statement that includes the context, conditions, and consequences of risk occurrence.

Risk identification should be an organized, thorough approach to seek out probable or realistic risks in achieving objectives. To be effective, risk identification should not be an attempt to address every possible event regardless of how highly improbable it may be. Use of the categories and parameters developed in the risk management strategy, along with the identified sources of risk, can provide the discipline and streamlining appropriate to risk identification. The identified risks form a baseline to initiate risk management activities. The list of risks should be reviewed periodically to reexamine possible sources of risk and changing conditions to uncover sources and risks previously overlooked or nonexistent when the risk management strategy was undertake.

Risk identification activities focus on the identification of risks, not placement of blame. The results of risk identification activities are not used by management to evaluate the performance of individuals. There are many methods for identifying risks. Typical identification methods include: Examine each element of the project work breakdown structure to uncover risks; conduct a risk assessment using risk taxonomy. Interview subject matter experts; review risk management efforts from similar products. Examine lessons-learned documents or databases; examine design specifications and agreement requirements the evaluation of risks is needed to assign relative importance to each identified risk, and is used in determining when appropriate management attention is required. Often it is useful to aggregate risks based on their interrelationships, and develop options at an aggregate level. When an aggregate risk is formed by a roll up of lower level risks, care must be taken to ensure that important lower level risks are not ignored.

A critical component of a risk mitigation plan is to develop alternative courses of action, workarounds, and fallback positions, with a recommended course of action for each critical risk. The risk mitigation plan for a given risk includes techniques and methods used to avoid, reduce, and control the probability of occurrence of the risk, the extent of damage incurred should the risk occur sometimes called a “contingency plan”, or both. Risks are monitored and when they exceed the established thresholds, the risk mitigation plans are deployed to return the impacted effort to an acceptable risk level. If the risk cannot be mitigated, a contingency plan may be invoked. Both risk mitigation and contingency plans are often generated only for selected risks where the consequences of the risks are determined to be high or unacceptable; other risks may be accepted and simply monitored.




Options for handling risks typically include alternatives such as: risk avoidance: changing or lowering requirements while still meeting the user’s needs; Risk control: Taking active steps to minimize risks; risk transfer: Reallocating design requirements to lower the risks; Risk monitoring: Watching and periodically reevaluating the risk for changes to the assigned risk parameters; Risk acceptance: Acknowledgment of risk but not taking any action. Often, especially for high risks, more than one approach to handling a risk should be generated.

In many cases, risks will be accepted or watched. Risk acceptance is usually done when the risk is judged too low for formal mitigation, or when there appears to be no viable way to reduce the risk. If a risk is accepted, the rationale for this decision should be documented. Risks are watched when there is an objectively defined, verifiable, and documented threshold of performance, time, or risk exposure the combination of likelihood and consequence that will trigger risk mitigation planning or invoke a contingency plan if it is needed. Adequate consideration should be given early to technology demonstrations, models, simulations, and prototypes as part of risk mitigation planning. Typical work products would include:  Documented handling options for each identified risk; risk mitigation plans; contingency plans; and a list of those responsible for tracking and addressing each risk. Besides identifying the risks facing an organization, internal auditors help assess the impact risks can have on companywide performance and processes. Therefore, the role of auditors is not only to evaluate risks, but to determine whether adequate controls are in place to mitigate risks effectively. Becoming familiar with the different elements of an effective risk management process can help beginner internal auditors provide recommendations that address the organization's risk management needs and identify risks before they become a threat to companywide assets and data.


Many organizations are implementing risk management programs that can help them address companywide risks and potential threats. In the organization with an effective risk management program process relies on the auditor's expertise, thus enabling the organization to apply the necessary risk management controls to a specific area or operating system. To maximize its effectiveness, auditors or risk manager should recommend that the risk management initiative receives the support and commitment from senior management. This will help to set the proper tone at the top for the process development, as well as ensure that controls are managed properly and implemented risk management policies and procedures are adhered to by company staff. In addition, the proper tone at the top will help to establish the organization's attitude toward risk and the kinds of risks that are acceptable. Finally, the audit team or risk manager needs to have the proper training or expertise in the area of risk management to better identify and rate risk levels as well as evaluate controls to determine if they meet the organization's risk management development that needs.








vii. What are the main benefits of risk management?
Answer:
As business risks continue to increase, organizations are finding it necessary to implement some sort of formal risk management system. An effective risk management program can help organizations manage their risks and maximize opportunities. Organizations in all types of industries, public and private, have observed a variety of benefits from enhancing their risk management programs.

 A process, affected by the entity’s board of directors, management, and other personnel, applied in strategy-setting and across the enterprise, designed to identify potential events that may affect the entity, and manage risk to be within the risk appetite, to provide reasonable assurance regarding the achievement of objectives." Which is a way to effectively manage risk across the organization through the use of a common risk management framework; this framework can vary widely among organizations but typically involves people, rules, and tools. This means individuals with defined responsibilities use established, repeatable processes rules, and the appropriate level of technology tools to mitigate risk.


Many organizations struggle with implementing risk management process and identifying how, and at what level, to integrate it into their organization. Managers often say they are already aware of the risks for their respective areas of the business. In these situations, what value does it’s provide, and how does it enable better perspectives and management of risks and risk data! An Organization often finds that risk management programs provide a combination of both qualitative and quantitative benefits. While there are many benefits to risk management process, as follows: creation of a more risk focused culture for the organization that have implemented risk management process note that increasing the focus on risk at the senior levels results in more discussion of risk at all levels. The resulting cultural shift allows risk to be considered more openly and breaks down silos with respect to how risk is managed. As risk discussions develop into a standard part of the overall strategic business processes, operational units often find that addressing risk in a more formal way helps manage their part of the organization as well. Communication and discussion of risk is recognized as not only a process to provide information to senior management, but a way to share risk information within and across operations of the company, and allow better insights and decision making concerning risk at all levels.

Risk Management Objectives supports better structure, reporting, and analysis of risks. Standardized reports that track enterprise risks can improve the focus of directors and executives by providing data that enables better risk mitigation decisions. The variety of data (status of key risk indicators, mitigation strategies, new and emerging risks, etc.) helps leadership understand the most important risk areas. These reports can also help leaders develop a better understanding of risk appetite, risk thresholds, and risk tolerances. One of the major values of risk management concepts is been adopting for reporting and improvement, timeliness, conciseness, and flexibility of the risk data. This provides the data needed for improved decision making capabilities within the executive and director levels, and in other layers of management. Risk Management helps management recognize and unlock synergies by aggregating and sharing all corporate risk data and factors, and evaluating them in a consolidated format.

It is developed for leading indicators to help detect a potential risk event and provide an early warning. Key metrics and measurements of risk further improve the value of reporting and analysis and provide the ability to track potential changes in risk vulnerabilities or likelihood, potentially alerting organizations to changes in their risk profile and also permits a more complete viewpoint on risk. Traditional risk practices focus on mitigation, acceptance, or avoidance. However, effective risk management processes gives management a framework to evaluate risk as an opportunity to increase competitive positions and exploit certain market and operational conditions.

In organizations without risk management, many individuals may be involved with managing and reporting risk across operational units. While developing an effective risk management process program does not replace the need for day to day risk management, it can improve the framework and tools used to perform the critical risk management functions in a consistent manner. Eliminating redundant processes improves efficiency by allocating the right amount of resources to mitigating the risk. An effective coordination of regulatory and compliance matters
Bond rating agencies, financial statement auditors, and regulatory examiners, have begun to inquire about, test, and use monitoring and reporting data from its programs. Since Risk Management data involves identifying and monitoring controls and mitigation efforts across the organization, this information can help reduce the effort and cost of such audits and reviews.

Through all of the benefits noted above, risk management is a paramount that can enable better cost management and risk visibility related to operational activities. It also enables better management of market, competitive, and economic conditions, and increases leverage and consolidation of disparate risk management functions.






















viii. How can the risk be evaluated?
Answer:
Organization’s ability to respond and adapt to change by evaluating their risk assessment therefore helps organizations to quickly recognize potential adverse events, be more proactive and forward-looking, and establish appropriate risk responses, thereby reducing surprises and the costs or losses associated with business disruptions. This is where risk assessment’s real value lies: in preventing or minimizing negative surprises and unearthing new opportunities. The more real-time and forward looking the analysis of potential risks, the more controllable the achievement of objectives becomes.

The principles of enterprise risk management require not only that organizations perform a risk assessment but that they implement a process to address potential risks, putting in place the necessary internal environment, information, and communications; establishing objectives; adequately implementing risk responses through control activities; and monitoring how effectively objectives are achieved. The process defines  that is an affected by an entity’s board of directors, management, and other personnel; should applied in strategy setting and across the organization; designed to identify potential events that may affect the entity, then manage risk and keep it within the organization’s risk appetite; and provide reasonable assurance regarding the achievement of the entity’s objectives. When evaluating the risk management process is embedded in the organization, it prompts periodic review of objectives and relevant events (e.g., changes in market conditions) that could impact the achievement of its objectives, as well as the (re)assessment of risks and development of new risk responses, as necessary. The pace of change in today’s business environment calls for a risk assessment process that is dynamic and involves continuous monitoring of risk exposures. Many organizations have leveraged internal audit risk assessments as a foundation for developing enterprisewide risk assessments and pursuing a broader of evaluating the risk.

Key principles for effective and efficient to evaluate the risk assessments to yield meaningful results with minimal burden to the organization, the following key principles should be considered; the governance over the risk assessment process must be clearly established. Oversight and accountability for the risk assessment process is critical to ensure that the necessary commitment and resources are secured; the risk assessment occurs at the right level in the organization, the full range of relevant risks is considered, these risks are evaluated through a rigorous and ongoing process, and requisite actions are taken, as appropriate. Consider, for example, the role of the board and audit committee in ensuring that risks facing the organization are identified and adequately addressed. While line management is responsible for managing risks, it is important to establish facilitator roles and a process to help analyze and prompt discussion of new or emerging risks. As sponsors of the risk assessment, the board and audit committee need to designate an appropriate process owner, such as a chief risk officer or a risk facilitator. This process owner must in turn engage the relevant parties (e.g., division general managers, business and line managers, and functional process owners) who are closest to the business activities and best understand business processes. It’s then up to these parties to analyze internal and external information, identify risks that impact business objectives, and determine the appropriate responses for dealing with these new or evolving risks. By establishing and reinforcing the importance of this process and validating results, those results can be used not only to enable risk-informed decision making but also to guide strategy and objective setting.
Risk assessment begins and ends with specific objectives. Risks are identified and measured in relation to an organization’s objectives or, more specifically, to the objectives in scope for the risk assessment. Defining objectives that are specific and measurable at various levels of the organization is crucial to a successful risk assessment. Evaluating the risks relative to such objectives facilitates the reallocation of resources as necessary to manage these risks and best achieve stated objectives.

As an organization defines its objectives, it should also define its risk appetite, or the amount of risk it is willing to accept in pursuit of its mission. Failure to define risk appetite could result in taking on too much risk to achieve objectives or, conversely, not taking on enough risk to seize crucial opportunities. An organization’s definition of its risk appetite serves as a basis for determining risk tolerance, or the acceptable levels of variation that management is willing to allow for any particular risk as it pursues objectives. For example, consider the objective of pursuing employee satisfaction and retention, with an appetite of up to increase the turnover and an acceptable variation. This would indicate that the organization deems employee motivation programs and compensation structures to be appropriately tuned as long as turnover remains as forecasted. If turnover were to exceed more or less acceptable variation, the organization would need to take further measures to counter the potential loss of institutional knowledge and the likely decline in employee morale and customer service, all of which would impact its business too significantly. Risk tolerance levels differ based on the relative importance of the related objectives to the overall mission and the relative cost/benefit of achieving such results.

Evaluating Risk rating scales are defined in a rational or irrational relation to organizations’ objectives in scope. Risks are typically measured in terms of impact and likelihood of occurrence. Impact scales of risk should mirror the units of measure used for organizational objectives, which may reflect different types of impact such as financial, people, and/or reputation. Similarly, the time horizon used to assess the likelihood of risks should be consistent with the time horizons related to objectives.

Risk rating scales may be defined in quantitative and or qualitative terms. Quantitative rating scales bring a greater degree of precision and measurability to the risk assessment process. However, qualitative terms need to be used when risks do not lend themselves to quantification, when credible data is not available, or when obtaining and analyzing data is not cost-effective.
Organizations typically use ordinal, internal, and or ratio scales. Ordinal scales define a rank order of importance e.g., low, medium, or high, interval scales have numerically equal distance to equals lowest and equals highest, but the highest is not greater than the lowest, and ratio scales have a “true zero” allowing for greater measurability greater than a ranking. Risk rating scales are not one-size-fits-all and should be defined as appropriate to enable a meaningful evaluation and prioritization of the risks identified and facilitate dialog to determine how to allocate resources within the organization.






Case Study (6)
William Telford established The Business Centre in 2000 as a consultancy business. With his experience and connections, the company grew quickly into UK’s largest independent creative company with over 60 staff.

The Business Centre rapidly expanded the portfolio of its clients from the UK to overseas. In 2006, William Telford began working with clients in the Middle East and formed a relationship with billion-dollar company Tameer (builder of the man-made islands in Dubai).

At the time, Tameer was the biggest developer in the region. William Telford had Tameer professionally risk-profiled, and the company seemed safe and reputable. But over the following months, Tameer became The Business Centre's biggest client - just before the GFC hit. Tameer started lagging in payments...

Previously, The Business Centre had never experienced bad debtors, so Telford believed business would bounce back and Tameer would eventually pay - it would just take time. Plus, The Business Centre had a large client base, so Telford tried to overcome the issue by leveraging income from other projects and invoice factoring to raise funds and keep business going.

In most cases, this strategy would work as an emergency measure. But due to the GFC, suddenly all of his clients stopped projects, and absolutely no income came in. 

With these factors combined, The Business Centre was beyond help. The company collapsed after 10 years of operation in 2010, and William Telford lost everything he owned.

Keeping in view the above answer the questions below:
1. Where do you think William Telford made a mistake?
Answer:
William Telford made a mistake that he never conduct an effective risk management process or implementation risk analysis in a professional way and his internal control process was a disaster for his business performance and survival ;it has have big impact on his financial portfolio! When risk management does fail, however, he fails to understand the market outlook which is the problem lies with the data or measures which attribute to him as an assumption. However, he and his team fail to identify and communicate the risks within the company is exposed to. He been relying on historical data, rather on true facts as result risk-management modeling usually involves extrapolating from the past to forecast the probability that a given risk will materialize. As a risk manager he failed to assume his company must indulging into potential risks which might collapse his company portfolio as in the influx of high capital, elastic and non-elastic of global economy and market, which been rotating with the global recession and his risk management evaluation and identification not been taken in serious consideration which he might facing about the chances that real estate prices would plunge over the coming year. He needed to know how likely such a plunge was and what losses it would cause in order to decide how much exposure his investment bring compare the market  should have to real estate prices.


He should have examining the historical volatility of house prices and then calculating the one-year mean price change and its standard deviation, on the assumption that they would provide a good approximation going forward. The data might have led him to conclude that house price movements are random, like the outcome of a coin toss; that increases and decreases of the same size have the same likelihood of occurring; and that small changes are much more likely than larger ones. If all this were true, then the probability distribution of house price changes would graphically map a bell curve around the mean change. The horizontal axis of indicator would measure price changes, and the vertical axis would measure the probability that each change would occur. The shape of the bubble of the market would be determined by volatility: The greater the volatility, the flatter and wider the curve.

He modeling exercise might have gone wrong in two ways. First, if house price volatility was higher in the future than in the past which proved to be the case, he should have substantially underestimated the probability of a plunge in prices! His indicator curve should have been flatter and wider, because the probabilities of larger price movements up or down were greater than you thought they would be. And if he had overestimated the mean change, his curve would be too far to the right, generating faulty estimates of the probabilities of all possible changes. Secondly, he might have wrongly assumed that the distribution of future house price changes was described by the bubble curve of its market. But if changes in price were not normally distributed, then a graph of the distribution might be skewed—just as the probability distribution of a coin’s falling heads up would be skewed if the coin were slightly bent.
Both kinds of error illustrate how difficult it is to use past data to predict the future. Suppose he could have looked at 30 years’ worth performance of real estate price changes to estimate his mean and standard deviation. Perhaps that time frame wasn’t long enough—especially if the two decades preceding it were more volatile. As the bubble indicator curve projected from 10 years’ worth of data would have been flatter than the one he been plotted, or perhaps less far to the right. Or suppose a yearly analysis showed that large changes were more likely than with the normal distribution, but a five year analysis did not. In his analysis would understate the risk of a plunge in prices compared with the next forecast analysis, because with the latter the distribution would have fat tails relative to the normal distribution.
The difficulties with historical data intensify when he start thinking about the impact of drop in house prices on the value of assets he hold. None of the data he had would have been of much use in estimating that impact, because they didn’t cover a period during which the real estate market faltered while a large number of subprime mortgages were outstanding. When many homeowners in a neighborhood have little home equity or almost always the case for subprime borrowers and difficulty making their mortgage payments, the neighborhood enters a foreclosure spiral: Foreclosures lower prices, leading to more foreclosures because homeowners have negative equity. His historical data could not have predicted that. Furthermore, if his institution had been holding complex securities that didn’t exist in the period from which he drew his data, such as tranches of collateralized debt obligations backed in part by subprime mortgages, he couldn’t have predicted the effect on their value of a drop in house prices.


Even if he could have captured the full impact on his balance sheet of a significant downturn in real estate, he would have been vulnerable to another kind of error in estimating the indirect effects. His bank, like any other financial institution, would have had positions in many asset classes whose price changes correlated with changes in real estate. Price movements in all asset classes correlate with one another more or less, and the correlations have to be estimated correctly if he had to determine full exposure to a given risk. The higher the correlations, the riskier your total portfolio of assets and therefore the more equity capital he will need to protect your institution against losses.

Obviously, in estimating correlations from historical data you would have been vulnerable to all the problems we have just described. To complicate matters further, correlations are not constant; in fact, he is known to increase during periods of crisis. Thus, in calculating the overall riskiness of his assets positions, you would also has had to model the probability distributions of all the correlations across your various portfolios as well as the price distributions in each asset class, further increasing the likelihood of error. All this illustrates the inconvenient truth that rapid financial innovation over recent decades has made history an imperfect guide.

Focusing on narrow measures, where his data he might used to create your models are only part of the problem. The actual measures with which he been policing his own risk—especially in securities trading—can also lead you to ignore risks that he could be taking into account and consideration. A daily Value-at-Risk measure is the most common way of assessing the riskiness of securities trading in financial institutions as an essential measures the maximum amount of money he might lose at a given probability level and demonstrating that risk measurement had been unable to keep up with the dramatic changes in market conditions. If a denotation of his scale and proper judgment portfolio uses could estimate a correct risk profile to protect itself from losses, it may have insufficient capital to support the risks it is taking. In the hindrance; there are several other problems with this approach. First, the simple fact that experienced all those risk assessment and assumption overruns says little about his company’s actual financial health. The overruns could have been small, and a rapid increase in volatility could have created many large gains as well. Alternatively, he could have realized many large losses and only a few large gains but that was not the case it might actually be ahead at the end; with incorrect planning and forecast in the latter case it might be in serious trouble as globalization , market volatility , demand and supply and market trance.  He does capture catastrophic losses that have a small probability of occurring. Consider his firm portfolio with a risk management portfolio, assessment and evaluation and designed to assess—threatened his institution. Though it is hard to get correct data and measures on the amounts of risk overruns, the markets has to subdue to global economy segment and dramatic withdrawal of liquidity from the markets leaves firms exposed for weeks or cannot easily unwind and analyzing their balance sheets couldn’t unload them except at fire-sale prices. The risk of those his company during that period was unrelated to a long period; rather, it lasted as long as the market for them was moribund. And risk increases over the time horizon for which he computed wrongly.





Let’s suppose for a moment that he can accurately measure the risks you identify. Of the challenge is to make sure to be accounted for all the risks you know—or should know—He is exposed to. He can all too easily overlook four kinds of risks: those outside the class of risks normally associated with particular units; those related to the hedging strategies used to manage risks already identified and assessed; those that arise when a market is dominated by one or two large institutions; and those that pertain to changes in normal trading behavior due to doubts about the value and liquidity of assets.
He could distinguish among market, credit, and operational risks, which they measure differently and in isolation. Companies that fail to assess risk firmwide do not go beyond these measures, effectively assuming that the three types of risk aren’t correlated. But when you put risks into boxes, you’ve ignored the fact that business units strongly identified with a particular class of risk may be exposed to risks of other types that are associated with other units. Furthermore, you are ignoring risks not included in the definitions of the boxes. By regulatory and considerations of operational risk, so banks that following the overlook certain strategic and business risks portfolio! The market risk attached to securitized subprime mortgages was closely connected to a very large business risk as large the investment the greater the risk should be securitizing subprime mortgages was a significant source of income. The value of their portfolios of subprime mortgages, securitized or otherwise, fell, and they lost the fee income from securitizing subprime mortgages and he would have largely ignored this relationship. Thus it is crucial to measure risk in ways that cut across organizational silos and include all the material risks to which a firm is exposed.
He should underlying statistical risk models make the critical assumption that markets are largely frictionless—the economist’s way of saying that he might work smoothly and cheaply. In a frictionless market, financial institutions take prices as given rather than changing them during transactions. But he felt that he been ignore risks arising from market frictions, which can be introduced single institution accounts for a very large chunk of a market’s transactions. During the crisis he was unable to change his positions because other players wanted substantial discounts in order to trade on the scale required. What’s more, if a big firm realizes losses that force it to sell assets at discounted prices, it may drag down prices for other institutions, making them a little less creditworthy because their assets are worth less. That, in turn, may create funding problems that limit his ability to trade off, making the market less liquid and pushing prices down further. 
The risk associated with this type of funding is typically deemed to be low, because the borrower has to provide collateral whose value exceeds the cash received by a set amount. So the primary risk for the provider of repo financing is that it may be left with the collateral in the event that the borrower defaults. But when the financial crisis struck, his firm as a major repo counterparties—unsure of the value and the liquidity of the securities was using as collateral—were unwilling to roll over its short-term repo agreements. As a Risk managers who might take steps to work with models that implicitly or explicitly assume frictionless markets would have ignored these possibilities.

Clearly, organizations face trade-offs. His Risk management evaluation might conceivably be structured to keep track of everything at all times—but he would probably be too costly to implement and, worse, would stifle innovation within his firm. In fast-moving markets, the largest profits are made in the newest securities and effective risk reporting ultimately depends on the DNA of his organization culture and incentives. Everybody’s business in an organization, pockets of it aren’t likely to go unobserved. And William Telford takes risks more judiciously if his assumption is affected. He risk models will be much less effective in a firm with poorly devised incentives than in one where incentives align with the firm’s risk-taking objectives. Ironically, he failed to measure, and captured knowable risk is perhaps most likely to trigger the type of risk-management failure to poor communication to understand his business partner, who are ultimately responsible for making wrong decisions about risk and also lack of proper leadership the systems in place may do more harm than good by inspiring unwarranted confidence in his capabilities. 

This risks management concept can change more slowly and usually involve a new exposure assumed through operations, such as sales or purchases denominated in foreign currencies. But financial firms have many derivatives positions and positions with embedded derivatives; the associated risks can change sharply even if the firms take no new positions. These changes can be dizzying in periods of turmoil. Figuring out the right hedge his markets are moving rapidly is like trying to change an insurance policy on a house while it is burning. In an extreme example, in just one day a security might have an exposure to a stock price such that it gains substantially if the price rises but later have an exposure such that it loses substantially if the price rises. Suppose you hold what is called a barrier call option—an option that pays off only if the stock price stays below a certain level. Its value will start to fall as the stock price approaches the threshold

The introduction of mark-to-market accounting actually makes it even harder for as risk manager to estimate and adequately hedge risk. In a way, marking to market has brought what is known as the observer effect into financial markets: For large organizations, observing the value of a complex security affects the value of that security. As his losses become known through the process of marking to market, they start a chain reaction of adjustments at other institutions and affect the prices of possible trades as the market comes to better understand the capital positions of the institutions involved. As the foregoing makes clear, conventional approaches to risk management present many pitfalls. Even in the best of times, if he is to manage risk effectively, he must make extremely good judgment and having right risk management strategy which can  call up involving data and metrics, have a clear sense of how all the moving parts work together, and communicate that well. In the worst of times, risk management been fall apart because of historical models been fail, his liquidity been dry up, and correlations had become stronger without warning. 

In the process of his business, it was inevitable that he will be faced with unexpected and often unpleasant surprises that threaten to undercut and even destroy his business!  That is the essence of risk and how he should respond to it will determine whether he survive and succeed. He considers five ways in which you may be make use of risk to gain an advantage over his competitors. The first is access to better and timelier information about events that occur and their consequences, allowing him to tailor a superior response to the situation. The second is the speed with which he respond to the changed circumstances in terms of modifying how and where you do business; by acting faster than his competitors, he may be able to turn a threat into an opportunity. The third advantage derives from your past experience with similar crises in the past and your knowledge of how the market was affected by those crises, enabling. He to respond better than other firms in the business!  The fourth derives from having resources – financial and personnel – that allow you to ride out the rough periods that follow a crisis better than the rest of the sector. The final factor is financial and operating flexibility; being able to change your technological base, operations or financial structure in response to a changed environment can provide a firm with a significant advantage in an uncertain environment. The key with all of these advantages is that he emerges from the crises stronger, from a competitive position, than you were prior to the crisis.






























2. How does the risk management strategy would have helped him?
Answer:
William Telford need to have a risk assessment provides a mechanism for identifying which risks represent opportunities and which represent potential pitfalls. Done right, a risk assessment gives organizations a clear view of variables to which they may be exposed, whether internal or external, retrospective or forward-looking. He must have a good assessment which anchored in his organization’s defined risk appetite and tolerance, and provides a basis for determining risk responses. For him a robust risk assessment process, should applied consistently throughout the organization, empowers management to better identify, evaluate, and exploit the right risks for his business, all while maintaining the appropriate controls to ensure effective and efficient operations and regulatory compliance.

William Telford need to process and set a foundation for establishing an effective enterprise risk management program and are better positioned to capitalize on opportunities as he might face or arise. In the long run, this capability will help him to steer a business toward measurable, lasting success in today’s ever-changing business environment and established a process for capturing and analyzing risks. For him understanding both the nature of the organization’s objectives and the types of possible risks under consideration is keyed to determining the scope of the risk assessment. His objectives may be broad (e.g., considering organization-wide strategic, operational, compliance, and reporting requirements) or more narrow (e.g., relating to a product, process, or function such as supply chain, new product sales, or regulatory compliance). Likewise, possible risks may span many categories (e.g., market, credit, product, liquidity, and accounting when considering credit crisis implications) or only a few if the discussion is more narrowly focused(e.g., supplier risk). Finally, his scope may be enterprise-wide or limited to a business unit or a particular geographical area.

Once his scope is defined, those possible risks deemed likely to occur are rated in terms of impact (or severity) and likelihood (or probability), both on an inherent basis and a residual basis. The results can be compiled to provide a “heat map” (or risk profile) that can he be viewed in relation to an entity’s willingness to take on such risks. This enables the entity to develop response strategies and allocate its resources appropriately. Risk management discipline with his firm then ensures that risk assessments become an ongoing process, in which objectives, risks, risk response measures, and controls are regularly re-evaluated. The risk assessment process therefore represents the cornerstone of an effective risk management program William Telford institution. A discipline evolves and matures over time. His organizations typically start up with a broad, qualitative assessment and gradually refine his data and analysis as he needs to collect and analyze sufficient relevant data points to support risk informed decision making and allocation of resources.

A Qualitative assessment is the most basic form of risk assessment William Telford needs to  categorizing potential risks based on either nominal  or ordinal scales (e.g., classified by category versus ranked in comparison with one another). External validation should be obtained to guard against potential management biases. More rigorous quantitative techniques—ranging from benchmarking to probabilistic and non-probabilistic modeling—can be used for assessing risk as more data becomes available through tracking of internal events (e.g., transaction errors, customer complaints, litigation) and external events (e.g., loss events recorded by peer organizations and made available through subscription to services such as the databases). Such data enables greater analysis of potential risk exposures, development of relevant indicators that can be tracked regularly, and more rapid and efficient responses to risk situations. Risk categories, loss-event data, and key risk indicators are often refined through iterative efforts to support issue and trend analysis. Building on qualitative or quantitative assessments, benchmarking can be done to compare risk information across like organizations, such as within an industry group or related to a certain issue (e.g., compliance with a new regulation).Meaningful analysis in this regard requires availability of relevant and timely data from peer organizations.

Analysis is often enriched by various modeling techniques using assumptions regarding distributions. Probabilistic models (e.g., “at-risk” models, assessment of loss events, back testing) measure both the likelihood and impact of events, whereas non-probabilistic models (e.g., sensitivity analysis, scenario analysis, stress testing) measure only the impact and require separate measurement of likelihood using other techniques. Non-probabilistic models are relied upon when available data is limited. Both types of models are based on assumptions regarding how potential risks will play out.

The more mature risk assessment processes yield quantitative results that can be used to allocate capital based on risk, as required by regulation in certain specific industries .For organizations in industries not subject to such requirements, the best approach should be determined based on a cost/benefit analysis of the process for enabling timely and relevant discussion of risks, monitoring predictive indicators, escalating information on increased risk exposures, and making risk-informed decisions in an integrated manner.

Risk assessment is intended to provide management with a view of events that could impact the achievement of objectives. It is best integrated into existing management processes and should be conducted using a top-down approach that is complemented by a bottom-up assessment process. Boards of directors— and particularly board audit committees often request enterprise-wide risk assessments to ensure that key risks are identified and duly addressed. Such risk assessments should not be disconnected from other assessments performed within the organization. The internal audit function, for instance, may be assessing risks to plan its audits for the year. The finance function may look at similar information to perform its risk-based scoping for Sarbanes-Oxley compliance. Business units may also be assessing risks from a business planning or performance management perspective. These individual assessments should be aligned (e.g., using common terminology, risk categories, and congruent outcomes), cover key objectives, and be integrated to contribute to an enterprise-wide risk assessment.

Risk assessment can therefore be conducted at various levels of the organization. The objectives and events under consideration determine the scope of the risk assessment to be undertaken. Examples of frequently performed risk assessments include:







· Strategic risk assessment. Evaluation of risks relating to the organization’s mission and strategic objectives, typically performed by senior management teams in strategic planning meetings, with varying degrees of formality.
· Operational risk assessment. Evaluation of the risk of loss (including risks to financial performance and condition) resulting from inadequate or failed internal processes, people, and systems, or from external events. In certain industries, regulators have imposed the requirement that companies regularly identify and quantify their exposure to such risks. While responsibility for managing the risk lies with the business, an independent function often acts in an advisory capacity to help assess these risks.
· Compliance risk assessment. Evaluation of risk factors relative to the organization’s compliance obligations, considering laws and regulations, policies and procedures, ethics and business conduct standards, and contracts, as well as strategic voluntary standards and best practices to which the organization has committed. This type of assessment is typically performed by the compliance function with input from business areas.
· Internal audit risk assessment. Evaluation of risks related to the value driver of the organization, covering strategic, financial, operational, and compliance objectives. The assessment considers the impact of risks to shareholder value as a basis to define the audit plan and monitor key risks. This top-down approach enables the coverage of internal audit activities to be driven by issues that directly impact shareholder and customer value, with clear and explicit linkage to strategic drivers for the organization.
· Financial statement risk assessment. Evaluation of risks related to a material misstatement of the organization’s financial statements through input from various parties such as the controller, internal audit, and operations. This evaluation, typically performed by the finance function, considers the characteristics of the financial reporting elements (e.g., materiality and susceptibility of the underlying accounts, transactions, or related support to material misstatement) and the effectiveness of the key controls (e.g., likelihood that a control might fail to operate as intended, and the resultant impact).
· Fraud risk assessment. Evaluation of potential instances of fraud that could impact the organization’s ethics and compliance standards, business practice requirements, financial reporting integrity, and other objectives. This is typically performed as part of compliance or during a broader organization-wide risk assessment, and involves subject matter experts from key business functions where fraud could occur (e.g., procurement, accounting, and sales) as well as forensic specialists.
· Market risk assessment. Evaluation of market movements that could affect the organization’s performance or risk exposure, considering interest rate risk, currency risk, option risk, and commodity risk. This is typically performed by market risk specialists.
· Credit risk assessment. Evaluation of the potential that a borrower or counterparty will fail to meet its obligations in accordance with agreed terms. This considers credit risk inherent to the entire portfolio as well as the risk in individual credits or transactions, and is typically performed by credit risk specialists.
· Customer risk assessment. Evaluation of the risk profile of customers that could potentially impact the organization’s reputation and financial position. This assessment weighs the customer’s intent, creditworthiness, affiliations, and other relevant factors. This is typically performed by account managers, using a common set of criteria and a central repository for the assessment data.

· Supply chain risk assessment. Evaluation of the risks associated with identifying the inputs and logistics needed to support the creation of products and services, including selection and management of suppliers (e.g., up-front due diligence to qualify the supplier, and ongoing quality assurance reviews to assess any changes that could impact the achievement of the organization’s business objectives)
· Product risk assessment. Evaluation of the risk factors associated with an organization’s product, from design and development through manufacturing, distribution, use, and disposal. This assessment aims to understand not only the revenue or cost impact, but also the impact on the brand, interrelationships with other products, dependency on third parties, and other relevant factors. This type of assessment is typically performed by product management groups.
· Security risk assessment. Evaluation of potential breaches in an organization’s physical assets and information protection and security. This considers infrastructure, applications, operations, and people, and is typically performed by an organization’s information security function.
· Information technology risk assessment. Evaluation of potential for technology system failures and the organization’s return on information technology investments. This assessment would consider such factors as processing capacity, access control, data protection, and cyber crime. This is typically performed by an organization’s information technology risk and governance specialists.
·  Project risk assessment. Evaluation of the risk factors associated with the delivery or implementation of a project, considering stakeholders, dependencies, timelines, cost, and other key considerations. This is typically performed by project management teams.

He should consider what types of risk assessments are relevant to its objectives. The scope of risk assessment that management chooses to perform depends upon priorities and objectives. It may be narrow and specific to a particular risk, as in some of the examples above. It may be broad but high level: e.g., an enterprise-level risk assessment or a top-down view that considers the broad strategic, operational, reporting, and compliance objectives; captures a high-level view of related risks; and can be used to drill down further into a specific area of concern, as necessary. Assessments may also be broad and deep, as with an enterprise-wide risk assessment or an integrated top-down and bottom-up view, considering the strategic, operational, compliance, and reporting objectives of the organization and its subsets (e.g., business units, geographies) and associated risks.

Risk assessment not only constitutes recommended practice but is also regarded as a requirement by stakeholders such as rating agencies. For example, Standard and requires organizations to demonstrate awareness and attention to all of their risks. While credit rating agencies have already been evaluating how management at financial services organizations assesses and manages risk (considering industry risk factors, looking at historical risks, and performing forward-looking analysis), to evaluate these processes in non-financial-services within the organization and effectiveness in analyzing risks will tend to impact the positive rating and outlook of rating for his institution.




When his risk assessment process is incorporated into ongoing business practices, risk can be managed as part of day-to-day decision making, in a manner consistent with the organization’s risk appetite and tolerance. Risk assessment should, for instance, be triggered within the business process when special circumstances arise outside of the ongoing business cycle—e.g., changes to the operating environment, evaluation of his projects, introduction of new venture or investments, expansion into new markets, and corporate restructurings.
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