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	QUESTION 1

i. Outline the factors on which fraud risk assessment depend.

The essential part of Fraud risk assessment is the probability of occurrence and threat of the perceived risk.

The factors upon which the Fraud Risk Assessment hinge on can be grouped into two,viz

a. Corporate factors-relate to the nature of the firm and the industry in which it operates. It deals with macro environment 

b. and internal factors-relate to internal business environment 

ii. What are the main concepts of risk assessment?

Risk assessment is a periodic and timely exercise aimed at identifying the risk prone areas within a given business context with a view to setting up mitigation measures.

The essential concepts of risk assessment are as described below

a. The probability of the occurrence of the perceived risk-The probability may be classified in terms of most likely, or less likely .probability refer to degree to which the downside is likely .Probability refers to vulnerability .Vulnerability refers to defects levels in the control system while threats refer to possibility of system exploitations by the users. Example may be cash embezzlement by a trusted employee may be a perceived risk and when the staff steals the cash risk would have been actualized.

b. Impact of the risk or the magnitude refers to the ramifications that subsequently follows when a risk.  Risks impact may be classified as high, medium and low .For instance, the effect of the risk above in part (a) may be loss of cash and reputation by the organization. Impact may also include costs incurred in reparations. The staff may also be dismissed and hence a cost will be borne to recruit a new staff.

A complete rsik assessment criteria should take into consideration both parameters .For instance ,an identified risk may be highly probable but the effect or the ramification may be lower or moderate while a risk with less probability of occurrence may be laced with huge losses indicating that the impact was high

iii. What are the internal factors that should be considered for fraud risk assessment?

Internal control system is the hallmark of effective risk management system. The internal factors include management controls or monitoring, activities meant to curb possibility of fraud; theft and ambezzlement.Some of the internal factors that are worth considering in fraud risk assessment are explained below

First is the organizational culture. If missing there may be failure in aligning organization strategies with good business ethics.

There should be a standard personal conduct on performance and staff orientations on recruitment on matters relating to security, legal and ethics issues.

Disciplinary procedures should be clearly documented and staff implored on the importance of good citizenship. All the procedures should be complied with as per the firm’s principles and guidelines

Company policies on ethics, legal, and security violation should be in place especially fraud and their high profile clients.

Periodic audits and inspections may help (internal auditor) and external auditor and follow-up on irregularities highlighted, independence on

Finally job security is also another thorny area. Where staffs are not sure of their jobs, they may be attempted to indulge in fraudulent activities.

iv. What is intrinsic Risk?

This refers to that portion of risk which is obviously determinable and whose probability of occurrence would be predictable and the impact may also be within the knowledge of the risk assessors. It refers to aggregate risk consideration if there are no controls put in place. What remains after consideration of the inherent risk is referred to as Residual risk. 

Inherent risk is also another term for the intrinsic risk This refers to the risk that a process poses to a business based on the financial exposure if the process fails and the presence of any threats that could exploit a vulnerability in that process.(information security Handbook, Simple risk model).Intrinsic risk may exist due to the very nature of the business functions as defined in the business context of risk management (Stenberg 2012).In the context of audit risk, inherent risk refers to that activity that would The intrinsic risk factors are market stability, industry, strategy and organizational structure,

Inherent risk=cost x threat           (…inherent risk is a function of cost and threat)

v. Residual risk

Refers to the net aggregate risk factors that remain after all mitigations have been taken into account .It is the difference between control level and the intrinsic risk. It refers to the risk level that would still have to be tolerated after taking into account all the other risks and their mitigation factors. Residual risk may or may not require responses; if tolerable no actions are required or actions may be needed if remediable or mitigation is inevitable.

Mathematically represented

Residual risk=cost x threat x vulnerability

QUESTION 2


A hypothetical Fraud Risk Assessment Checklist

The entity’s name: Lutheran Evangelical Child Care Programme (Commonly referred to as CCP)

Summary on the Fraud Risk Assessment Checklist.

This is an Organization in the Public Benefit Organizations sector that deals exclusively with children support from the age of nine years up to university

Within an entity formal and conscientious risk assessment framework should be established to identify and consistently monitor and manage risks that are inherent in the business environment.

Frequency of assessment would allow fraud risk assessment to align with financial reporting timelines and typical business financial planning.

Risk assessment should be integrated into financial reporting and continuously monitored and adapt fraud eminence with incessant reviews of the assessment vis-à-vis response plans.

CHECKLIST FOR FRAUD RISK ASSESSMENT

Risk assessment area/description

Yes

No

N/A

Reference 

1.Does CCP have a satisfactory level of awareness about fraud and are there suitable strategies in place to reduce fraud risk

Specifically

a. General risk factors

i. -each member allowed a complete opportunity level to commit fraud.

ii. -for each staff, has the management itself asked “what is the extreme amount for which this member could deceive the organization and does it symbolize a tolerable rate

N

N

Has a ‘catastrophic’ level of opportunity been set;

Enquire from management the question, ‘Have they confirmed That 

i. no single employee 

ii. or group of employees in collaboration 

iii. Can commit a fraud that would place the organization in imminent risk of survival?’

iv. Are there unauthorized employees on the payroll

Consider response to fraud events 

i. Is it the organization’s strategy to instantaneously dismiss any employee who is found to have committed a fraud?

ii. Is it the organization’s strategy to report all frauds to the authorities and press appropriate reparations?

For any and all frauds that the CCP has experienced in the past,

i. Have the reasons that led to the fraud been assessed and corrective action taken?

b. Management of individual risk factors, such as to promote ethical conduct and diminish the incentive to commit fraud.

i. Does the organization have a company mission statement, 

ii. Does the mission statement include an objective of good corporate citizenship?

iii. Is the CCP having a sustainable good standing within the community?

iv. Does the organization have a written code of business conduct and ethics?

v. Does the organization conduct ethical training for new employees with periodic updates for current staff?

vi. Do the senior the management team set the right example, such as following the code of ethics, corporate mission statement, business conduct, and other organization policies,

and 

vii. Do the employees clearly see this being done?

Is CCP having a corporate culture that encourages features that promote ethical conduct; such as, 

i. Friendly  competitiveness within the organization, 

ii. Castigating employees breakdown, 

iii. Flexible and clear policies, and 

iv. Decentralized control of authority?

Recruitment

During the hiring process, does Child Care Project  search for

i. individuals of high moral character and 

ii. Remove those with low moral character?

iii. Are screening or testing procedures used for particularly sensitive positions; such as,

iv. background checks,

v. drug testing, lie detector tests and 

vi. Psychological testing?

vii. Does CCP offer counselling therapy for personnel with personal issues?

viii. Does CCP organization have fair operative relations and

ix. Reimbursement strategies; such as, fringe benefits, salaries, severance pay, performance appraisals, and promotions?

x. Do these policies equate favorably with competitors’ offerings and

xi. Encourage an environment that minimizes disappointment and other motivation to commit fraud?

Are fair mechanisms in place for dealing with employee complaints?

Response mechanism on its strategies with respect to employee relations, 

i. Does the organization conduct exit interviews of workers who resign?

c. Management attentiveness

Does management display an awareness of fraud and its possible manifestations; for example, signs of employee problems such as

i. drug addiction, and 

ii. low-paid employees who suddenly appear with

iii. Accessories displaying wealth?

2. Does the organization have an adequate system of internal controls?

Specifically:

a. Fraud integral to internal controls

i. Has the need for fraud prevention been clearly considered in the formulation and maintenance of the system of internal controls?

b. Command over physical and logical access

Does CCP have a policy and practice of locking desks, doors, and cabinets after duty hours and when unattended,

i. particularly for areas with valued assets including 

ii. files and records of employees and workers,

iii. checks and other accounting documents, 

iv. customer and vendor lists, 

v. research, marketing plans and 

vi. Corporate strategies?

Does CCP  have a policy and practice of using IDs and

Passwords for computer access?

i. Does the computer system require additional access controls for sensitive files and applications?

ii. Does the access control of each user ID limit the access?

iii. Is there any additional layer of protection for access control for remote access (for example smart cards, biometrics, temporary PINs, etc.)?

Does the organization have a clearly defined and enforced Information technology policy regarding 

i. access that is restricted to those requiring it to perform their job functions, including a strict policy against  employees allowing access to unauthorized employees by loaning keys, sharing passwords, and so on?

ii. Is there additional computerized security and/or electronic

Are your managers and supervisors having sufficient awareness about Fraud?
i. Do they consider of the possibility of fraud whenever an

ii. Unusual or rare situation occurs, such as when a contractor or client complains about their account?

iii. Do managers and supervisors carefully review work of their assistants; such as accounting settlements, and where required, even have the employee re-do the work?

Check where division of duties is not possible, , 

i. is close supervision in place so as to recompense for the lack of segregation of duties?

ii. Is a manager or supervisor interfering in the work of a subordinate banned?

iii. And are others in the chain of command alert to this situation as a fraud red flag?

f. Audit

i. Is there an internal audit function?

ii. Does the internal audit function make regular checks to make sure

iii. That fraud prevention mechanism is in place and operating as required?

iv. Are external audits carried out on a regular basis; 

v. Does management completely cooperate with external auditors with respect to its work in general

vi.  and fraud matters in particular, through the audit committee?
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Risk Management Documentation and Checklists

The checklist shown above is designed to assist management of CCP in evaluating and managing the risk of fraud in the organizations. Conventionally, it may be unique to have all ‘No’ answers. Therefore, in such cases, a need may arise to carry out further investigation and follow-up, the outcomes of which should be documented. The

purpose of the ‘Ref’ column is to show where the checklist information emanated.
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