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  Fraud Detection Unit - 10

1. Give short answers to the following questions:
    
  I. Outline the difference between policies and procedures.

     The major difference between policies and procedures is that procedures are made up of  
      actions or steps taken to achieve a goal whilst polices are the entity’s objectives and  
      principles which can work out upon applying procedures laid down for it to work.
      For instance if you are a given revenue target by the Inland Revenue one of the  
      instrument of power to collect unpaid taxes is debt collection comprising of principles of 
      collection by following the procedures laid down on how to execute warrant of distress.   
      With another example is that a fraud policy becomes the source document for developing   
      fraud prevention procedures, actions in response to a fraud and actions to detect fraud and  
      thus influence the efficacy of an antifraud atmosphere.

II. Name some techniques that help increase the perception for detection.

      Some of the techniques that help increase the perception for detection are;
a. Surprise Audits, these are unexpected audits or visits no appointment is made in order to
to conduct an operation. Of these audits, internal audit has the highest rank proactive methods of detection.

The fact that this is unexpected creates a perception of detection fraudsters are not aware when the audit will take on makes employees to perform their duties accordingly.
b. Prosecution, taking the fraudsters to the court of laws for prosecution sends a good message to the employees that when caught wanting can put you behind bars makes the personnel not to engage in fraudulent activities.
c. Enforcement of Ethics and fraud strategies, it’s the same philosophy which is applicable for compliance with ethics policy, fraud policy and corporate policy. This comes about when an entity establishes what it would do to an employee engaged in fraud for instance the penalties which will be leveled against perpetrator which in turn prevents to indulge in such activities.
d. Anonymous Tips, This is a system in place at an organizations premises by management  which is open to anyone who sees something suspicious can either write, phone, e-mail and is handled by independent handler of complaints by a third party. This has been identified as the best method for detecting frauds also effective as a prevention measure.           
      
III. How does internal audit help in fraud detection?

a. Internal audit assists to prevent and detect fraud by evaluating the adequacy and effectiveness of internal controls by monitoring their performance any weakness in controls has to be revised as quickly as possible to prevent fraud.
b. By exercising professional sceptism and focusing on the effectiveness of internal controls, auditors increase the likelihood that they uncover possible fraudulent activity.
c. Upon identification of fraud risks the internal audit implements anti-fraud measure and provides a tone at the top that fraud will not be accepted in any form.
d. Recommendation of investigation where appropriate, upon evaluating the indicators of fraud for this course of action digs deeper by scrutinizing the suspicious records until satisfied.
 





IV. What is commanding approach of fraud detection?

       This is one of the authoritative, confrontational standard tool employed in organizations
       to prevent corporate fraud. For instance, ‘Do not steal’ if you are caught you will loose  
       your employment.
       Following the classic standard approaches of how to handle corporate frauds like 
       Precautionary, Detective, Observation, Investigative, Insurance and  
       Directive/Commanding included is regarded as a tool which does nothing to prevent  
       fraud or little for an organization where frauds are concerned. When fraud occurs by an  
      employee, usually management would fire the culprit and does not further up the issue.   
      It is a weak approach in the sense that it does not quantify the loss hence the fraudster
      might prefer dismissal without prosecution in courts of law.  
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V.  What is the difference between precautionary approach and detective approach?    
      How are these approaches used for fraud detection?

      Precautionary approach is a technique used to prevent corporate frauds by potential  
      fraudsters who are usually identified from credit reports and criminal records whilst  
       the latter is an establishment of internal audit function and accounting controls in order
      to monitor potential frauds.  
     How these approaches are used for fraud detection.
      In both cases by applying internal controls mechanisms like segregation of duties which 
      minimizes the risk of fraud or by practicing periodic audits of physical control of assets  
      and records which can confirm the existence or not during an audit.

VI. Explain the term ‘internal controls’. Name some internal control activities that   
      organizations can adopt in order to prevent fraud activities.

      Internal controls are policies and procedures that are taken together, which support an 
      organisation’s effective and efficient operation. These are important and it should be well  
      maintained and monitored for they safeguard shareholders’ investment and the company’s  
      assets’. The number and type of internal controls that an organisation can introduce will  

      again depend on the nature and size of the organisations.
      The following are some of the internal controls  which can prevent fraud activities to take  
      place in an organization:
 a.   Requiring multiple signatories on high value transactions (e.g. within a finance or   
       procurement department).
 b.  Enforcing employees to take holiday (e.g. many employees in the banking sector must  
       take a minimum of two weeks holiday in a given period).
  c.  Restricting belongings that can be brought into the office environment (e.g. many call   
       centre employees are not allowed to take in pens, paper or mobile phones, and some  
       organisations have restricted the use of USB sticks)
  d.  Conducting random searches of staff (e.g. in factories, distribution centres or retail  
       outlets).

1. Discuss the important points  that should be considered when developing fraud    
     policy.

a. The keynote to understand when developing fraud policy is the definition of ‘fraud’ itself  
     for this varies from country to country or from one entity to another. However, the 
     general definition is that it  essentially involves using deception to dishonestly make a  
     personal gain for oneself or create a loss for another. This definition comprises activities  
     such as theft, corruption, conspiracy, embezzlement, money laundering, bribery and  
     extortion. 
      For example, if an employee requests a vehicle to use on a non- working day from the   
     company for personal errands the court of law might find it hard to call it fraud. With the   
     Association of Certified Fraud Examiners(ACFE) definition and policy of fraud especially  
     if there was a signed copy of agreement to obey that policy no doubt in courtroom  
     regarding the case the employee can be penalized. 
     Other important considerations are:
 b. Management has to develop strategies for how to handle detected or suspected   
     irregularities in the company’s policy.
 c. Policy should be clear about the confidentiality maintenance and protection of  informers,   
     innocent employees, whistle-blowers who might get involved in an investigation.
    
   Further considerations which need to be enshrined in the policy are as follows’; 
· Every deceitful or fraudulent act.
· Violation of trustworthy duties.
   -     Misuse of funds, securities, supplies, or other entity assets.
· Unofficial use of the entity’s assets; such as equipment or computers for personal
use.
· Misstatements in the management or reporting of money or financial transactions.
· Profiteering due to insider knowledge of entity activities.
· Revealing confidential and exclusive information to outside parties.
· Disclosing to other persons about confidential activities engaged in or considered by
          the entity.
· Taking or looking for anything valuable from contractors, dealers, or persons

           providing services or materials to the entity. Exception: Gifts less than £50 in value.
· Damage, removal, or incorrect use of records (paper or digital), furniture, fixtures, or
            equipment.
·  Harmful activities against the entity’s computers, systems, or technologies.
·  Any violation of a relevant unlawful act.
· Any related or similar irregularity.
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