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1.I. Name at least three technology based sources from where you can get fraud evidence.
The sources of fraud evidence could be obtained from an interview, digital information or paper documents. An interview is a conversation with a purpose. The purpose is to obtain information and , in some cases, an admissible evidence. Digital information has become more common in frauds and includes information in e-mails, digital files the fraudster erased, notes made in computer files, and several other sources, especially information of a personal nature. Paper documents are a traditional source of evidence in the past, it is now commonly found in digital information. 

1.II. How the modern technology has influenced fraud environment?
Modern technology plays various roles in the fraud environment. Systems and data can be used to prevent, detect, and investigate fraud. When modern technology is used to commit fraud, the mechanism used is typically a computer (broadly defined here as devices that perform calculations and store data). Modern technology, especially computers and servers, can even BE the target of the criminal. Modern technology increasingly integrates into society, it integrates into crimes including fraud (W. Singleton, &  J. Singleton, 2010).

1. III. What is computer crime?
The past decades have brought a vast increase in the availability of electronic resources. With this increased availability has come a new form of criminal activity that takes advantage of electronic resources, namely computer crime. Computer crime refers to any crime that involves a computer and a network (Wikipedia). Computer crime can be regarded as either a crime against computers or using computers to perpetrate a conventional fraud or crime (e.g., fraudulent disbursement, fraudulent financial statements, etc.). Usually, computer-related crime is an occupational crime. That is, it is committed mainly by insiders, or former insiders, with the requisite skills, knowledge, and access (W. Singleton, &  J. Singleton, 2010).

1. IV. What is computer crime theory?
A theory of computer-related crime, which is similar to the fraud triangle but specific to computer crime, is a concept known as MOMM. MOMM is an acronym for motivations, opportunities, means, and methods. Notice the first two terms come from the fraud triangle (omitting only the rationalization leg). Means is closely related to opportunities and internal controls, with the addition of technology. Methods applies the systems model to computer-related fraud, but with clear inferences to the fraud tree for the schemes being committed using those methods. The computer-related theft can be depicted as an iterative process (W. Singleton, & J. Singleton, 2010).

1.V. List at least five different types of computer related crimes.
Computer crimes refer to the use of information technology for illegal purposes or for unauthorized access of a computer system where the intent is to damage, delete or alter the data present in the computer. Even identity thefts, misusing devices or electronic frauds are considered to be computer crimes. The following are five common types of computer-related crime:
· [bookmark: _GoBack]Identity Theft- Thieves steal the typical physical items, credit cards or their data, or they steal login credentials for financial accounts, or even someone’s identity. There are various ways a criminal might steal someone’s identity, including data theft through cracking, excessive access, or social engineering, spyware, or sniffing (software programs that capture Internet messaging). The problem of identity theft continues to grow and will continue to grow into the foreseeable future (W. Singleton, & J. Singleton, 2010).
· Hacking: The act of defeating the security capabilities of a computer system in order to obtain an illegal access to the information stored on the computer system is called hacking. Another highly dangerous computer crime is the hacking of IP addresses in order to transact with a false identity, thus remaining anonymous while carrying out the criminal activities.
· Phishing: Phishing is a term used to describe social engineering, con artist, or plain old “fishing expedition’’-type activities. The perpetrator usually sends an e-mail and asks for information under the pretense of some official or legitimate cause. The purpose is usually to steal either your identity or access codes to a computer system (W. Singleton, & J. Singleton, 2010). 
· Computer Viruses: These are actually computer programs that are capable of replicating themselves and harming computer systems present in a network. These viruses work without the knowledge of the users and spread from one computer to another through the network, Internet or removable devices like CDs and USB drives. Writing computer virus is a criminal activity and is punishable by law. Viruses are a very significant threat to businesses in terms of resources lost. Experts estimate U.S. corporations spent about $12.3 billion to clean up damage from computer viruses in 2001, and many viruses cost over $1 million per virus (W. Singleton, & J. Singleton, 2010).
· Cyberstalking: This is using the Internet to stalk a person just like someone world do in the real world. Here the stalker sends emails, spreads false information or issues threats using the Internet. Cyberstalkers often target the users by means of chat rooms, online forums and social networking websites to gather user information and harass the users on the basis of the information gathered.

1. VI. What is cyber forensic?
The computer crimes affect our daily lives and national security deeply, especially in this information epoch, the expanding wave of Internet connectivity and digital technologies bring us a lot of convenient, at the same time they also offer criminals more chance to commit crime. Traditional law enforcement tools, methodologies and disciplines do not successfully address the detection, investigation and prosecution of cybercrime and this dictates for a proactive approach, for timely international cooperation, and for effective public private partnerships to ensure the upper-hand over criminals. Cyber forensics may be defined as the process of extracting and analyzing information and data from computers, network and storage medias and guaranteeing its accuracy and reliability or the process of investigating what has occurred in a computer system, networks etc, how to prevent it from recurring, and establishing the extent of the damage (V. Sekgwathe, & M. Talib, 2012). Moreover, it can be also called computer forensics or digital forensics, is the process of extracting information and data from computers to serve as digital evidence - for civil purposes or, in many cases, to prove and legally prosecute cybercrime (website: ISC).

1. VII. What is the difference between public and private investigations?
Basically, cyber forensics investigation will take one of two types: a public investigation or a private one. The difference of the two types are as follows:
The public type of investigation involves a potential violation of a law creating a potential criminal prosecution. Because the potential criminal prosecution includes a law and the accompanying criminal court procedures, the investigation needs to be conducted in a way that will be compliant with legal requirements and procedures. Public investigations involve government agencies responsible for criminal investigations and prosecution. Government agencies range from local, county, and state or provincial police departments to federal regulatory enforcement agencies. These organizations must observe legal guidelines such as Article 8 in the Charter of Rights of Canada, the Criminal Government agencies Article 8  in the Charter of Rights of Canada U.S. Fourth Amendment search and seizure rules Private or corporate organizations. Public investigations usually involve criminal cases and government agencies; private or corporate investigations, however, deal with private companies, non-law-enforcement government agencies, and lawyers.

Private investigation – it involves a company policy violations and Litigation disputes. These private organizations aren’t governed directly by criminal law or Fourth Amendment issues, but by internal policies that define expected employee behavior and conduct in the workplace. Private corporate investigations also involve litigation disputes. Although private investigations are usually conducted in civil cases, a civil case can escalate into a criminal case, and a criminal case can be reduced to a civil case.  

2. Discuss in detail the motives that could work behind computer related fraud.
Motivation is one of the four elements of computer crime theory. The four elements are motivations, opportunities, means, and methods. There are four motives that could work behind computer related fraud:
Economic motives indicate that perpetrators have money as a main purpose. They have a need or desire to secure a financial gain from the crime. The object of the fraud does not have to be money, just something that can be converted into or exchanged for money.
Ideological motives are demonstrated when perpetrators feel compelled to seek revenge against someone or when they believe something is oppressing or exploiting them, not necessarily involving any economic motive. For example, acts of stealing classified information for foreign entities is often conducted for political and ideological reasons. Sabotage against computers by disgruntled employees is another example. Such criminals may think that computer technology threatens their economic and political survival or well-being, or may simply be seeking revenge.
Egocentric motives are those associated with egos, power, and pride. Most frauds include this motive to some degree. Young enthusiasts who seek the thrill of the challenge to commit computer frauds or crimes exhibit egocentric motives.
Psychotic motives include a distorted sense of reality, delusions of grandeur or persecution, and exaggerated fears of computers. There have been few reported incidents of computer abuse where psychotic motives were attributed to perpetrators.
(W. Singleton, & J. Singleton, 2010).


3. Outline the steps involved in cyber forensic investigations process.
The process of the cyber forensic investigation is critical to a successful investigation. The process begins when the investigation is initiated by a tip or other event. The following are the steps involved in investigations process:-
· Identify all potential digital sources of potential evidence of sources of information- It is the job of the cyber forensic expert to accurately identify all potential sources of evidence and information that could potentially be valuable to the investigation.
· Resolve/consider expectation of privacy issue- If it is determined that a search warrant is necessary, the cyber forensic specialist (CFS) will need to assist in developing search items to list on the warrant, and to review the actual warrant for accuracy once it is created. 
· Acquire and authenticate digital/cyber evidence- CFS will actually go with the lead investigator or team to the crime scene and acquire the devices or equipment that contains the sources identified in the first step. It is critical that the CFS authenticate the objects captured by the appropriate means, and then secure them.
· Secure original evidence. The CFS must immediately establish a chain of custody for the evidence.
· Transport evidence to secure forensics lab- The CFS would transport the original evidence to a secure forensics lab, where a closet or locker is used to store the original evidence securely.
· Create copies of original device- The CFS cannot perform tests or procedures on the original objects, so the CFS knows to create copies of the original without tampering with or altering the originals.
· Authenticate copies-The CFS would need to authenticate the copies as being exact replicas before performing any tests.
· Develop specific cyber forensics tests, procedures, and overall plan- the CFS needs a plan of exactly what tests and procedures to perform. If that plan was not created beforehand, it should be formally documented at this step. 
· Execute the plan using applicable forensic tools -This would include the tests, tools, techniques, and objectives. Then the CFS executes the plan, using the appropriate tool, and documents any evidence extracted. 
· Convert digital data into presentable form (e.g., graphs).
· Complete and file a report on evidence, analysis, and conclusions - the CFS takes the analysis and conclusions and turns the digital data into useable, effective objects for the lead investigator, attorneys (if applicable), and especially for the court, if applicable (i.e., judge and/or jury).
(W. Singleton, & J. Singleton, 2010).
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