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Assessment 9
Question 1.

Give short answers to the following questions:

I. Outline the factors on which fraud risk assessment depend.
The factors on which fraud risk assessment depend are knowledge and understanding of:

(i) the industry in which the business operates- health care, government, tourism, (ii) the existence and adequacy of internal  controls – that is proper  orientation and training on ethics; clear job descriptions and adequate monitoring and reporting of business activities, (iii) financial stability of the entity; and(iv) the susceptibility of assets to misappropriation.
II. What are the main concepts of risk assessment?

There are three main concepts of element of risk assessment:

(i)
 Identify areas of high risk- cyber crime, management’s attitude to the maintenance to internal controls;
(ii)
 Assess the likelihood (remote, reasonably possible, and probable) and significance (immaterial, more than significant and material) of inherent fraud risk; and
(iii) Respond to reasonably likely and significant inherent and residual fraud risks- this allows for the management of the risks and the application of preventative and detective procedures.

III. What are the internal factors that should be considered for fraud risk assessment?

Internal factors that should be considered for fraud risk assessment are management controls and the monitoring and reporting of these activities:

(i)
organizational units are clearly defined to perform the various functions of the entity, for example: personnel, accounting, production, and marketing;

(i) policies and procedures including a code of conduct made available to all employees;

(ii) clearly defined job descriptions that include the delegation of authority or limitation of authority to provide assurances that responsibilities are effectively performed;
(iii) qualified and properly trained personnel; and 
(iv) background checks on personnel that have access to – personnel functions; positions of accounting, financial oversight and trust; 
(v) reports on annual audits, inspections and follow-through to ensure compliance with the organization policy, procedures and government regulations; and

(vi) management’s policy on sanctions for legal, ethical, security violations and whistle blowing.
IV. What is “intrinsic risk”?

Intrinsic risk refers to the risk associated with being in business, by the very nature of operating in a  business environment there is the risk associated that the business could fail, be sued or fall prey to a perpetrator of fraud, for example, Dot.com bubble industry of the 1990’s - speculative market operations.
V. Define the term “residual risk”.
Residual risk is the threat that remains after an organization has made all efforts to mitigate or eliminate risks associated with the business process. After a risk assessment, a residual risk may be known but not completely controllable or it may not be known.  In either case, the residual risk is assumed by who ever owns the business.  For example, in the management of a hospital there is the possibility that persons other than those in procurement may order pieces of equipment (Account Payable), this is an intrinsic risk.  This can be contained either by re-informing of the hospital procurement procedures, as well as, by having the invoices certified by management. The residual risk is that some persons might not confirm.
Question 2.

Prepare a fraud risk assessment checklist for any business of you choice.

Fraud Risk Assessment for the Public Sector.
	Identified fraud Risks and Schemes
	Likelihood
	Significance
	Department
	Existing 

Anti-fraud controls
	Controls Effectiveness Assessment
	Residual risks
	Fraud Risk Response

	FINANCIAL REPORTING
	
	
	
	
	
	
	

	Revenue Recognition
	
	
	
	
	
	
	

	Recording receipts in incorrect periods
	Probable
	Immaterial
	Accounting
	Manager reviews receipts at year end
	Tested by Management
	Management override
	Tested by Audit Department

	Expenditure Recognition
	
	
	
	
	
	
	

	Invoices without LPOs
	Reasonably possible
	Material
	Accounting
	Input of invoices are approved at two levels
	Tested by Management
	Risk of override
	Tested by Audit Department

	Improper recording of expenditure
	Reasonably possible
	Material
	Accounting
	Input of invoices are approved at two levels
	Tested by Management
	Risk of override
	Tested by Audit Department

	MISAPPROPRIATION OF ASSETS
	
	
	
	
	
	
	

	Cash/Cheques
	
	
	
	
	
	
	

	At the time of receipt
	Probable
	Material
	Accounting
Clerical Officer
	Independent
Reconciliation of receipt to deposits
	Tested by Senior Accountant

	Receipt of minimal amount of cash
	Tested by Audit Department

	Accounts Payable
	
	
	
	
	
	
	

	Unauthorized transactions
	Probable
	Material
	Department Heads
	Separation of purchasing from payment security.
Invoices required for all charges reviewed by Accounting Officer and approved by Financial Controller
	Tested by Management
	Improper charges would be found after the fact, policies are in place for disciplinary action for fraudulent acts
	

	Fictitious Vendors
	Remote
	Material
	Accounting
	Treasury Department alone can set up vendors
	Tested by Management
	Accounting staff alone can request the creation of a vendor based upon the submission of relevant paper work
	N/A

	Payroll
	
	
	
	
	
	
	

	Unauthorized payroll adjustment
	Reasonably Possible
	Material
	Accounting /Payroll
	Persons trained in HR have security to make changes to payroll
	Tested by Management
	Adequate mitigated controls
	Tested by Audit Department

	CAPITAL ASSETS
	
	
	
	
	
	
	

	Theft by employees
	Reasonable Possible
	Material
	All employees
	Accounting for assets and inventory is segregated 

Majority of assets are visible and needed for daily work and would be noted if missing
	Tested by Management
	Adequate mitigated controls
	Tested by Audit Department

	CORRUPTION
	
	
	
	
	
	
	

	Kickbacks/conflict of interest
	
	
	
	
	
	
	

	Contracts improperly awarded
	Remote
	Material
	Administration
	Senior Management review all valuations and approve invoices before payment 
	Tested by Senior Management of Finance
	Risk of Override
	Tested by Audit Department


Bibliography

Course Notes

Wikipedia

Lecture Notes on Forensic Accounting Investigations – Jagdish S. Gangolly

Fraud A guide to its prevention, detection and investigation – PRICEWATERHOUSECOOPERS.
Fraud Risk Assessment – www.nd.gov/fiscal/forms
   Assignment Cover Sheet











