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	Assessment 9: Fraud Risk Assessment
1. Give short answers for the following questions:                                                                               
I. Outline the factors on which fraud risk assessment depends. 
Fraud risk assessment depends on the following factors: 
	a. Corporate Environment Factors: This is the first factor to be taken into account due to the fact that fraud and other thefts can only be successful with the combination of executive and employee personalities, working environment, organizational culture and weak or broken internal controls. It can be simply explained that because of the control environment, lacking of tone at the top, management’s philosophy, concepts of internal control, no ethical values, lack of effective communication methods, poor human resource policies established in place…and these produce higher vulnerability to fraud at a greater risk level. 
	b. Internal Factors: Fraud is likely to occur if the controls are breakdown and/or lack of monitoring as well as it is ignored. The role of company leadership is also an essential internal factor as of stimulating the fraud to happen. There are some examples of the internal factors which are the threat and feasible fraud as in the following: 
· No integrity culture setting up for the all employees and management
· [bookmark: _GoBack]Lack of effective communication skills, for example, the BM fails to deal the communication term and leadership style well with the indoor staff (Branch Teller, Administration Officer, and Customer Service Officer). In fact, the BM really supports them but the weak point is that he has confidence and always become stage fright; however, he does well with the outdoor staff (credit officers); therefore, this branch has the problem of maladministration. 
· Lack of training or the training is not effective which cause the staff to have knowledge limitation. 
· No zero tolerance policy in place 
· Lack of clarity in job roles, accountability, duties and responsibilities
· Irregular audit conduct onto the business organization
	c. Fraud Factors: There are many fraud schemes resulting from the pressure, rationale, and opportunity which produces fraud. For example, the procurement manager colludes with the vendors to make up fictitious invoices which both parties gain behind this collusion. Another example, because of much work pressure over the duties responsibility while it is lower paid and hopeless to get promoted due to it is no existing opportunity, the Branch Teller makes up a fraud scheme of stealing cash in the till which make the cash shortage at the end of the day and pretends not to know this incident. 
	
II. What are the main concepts of risk assessment?
The main concepts of the risk assessment are Probability and Impact. 
- Probability, the chances that risk could occur or arise. Among 100%, the probability of risk chance occurrence can be rated as in the following:  
· Definitely – 80 to 100 percent 
· Likely – 60 to 80 percent 
· Occasional – 40 to 60 percent 
· Seldom – 20 to 40 percent 
· Unlikely – less than 20 percent	
- Impact, the level of loss to the organization. 
· Catastrophic: A risk that can cause harmful effect on the bank. Ex, 50% of the customers are unable to fulfill the loan repayment schedule while their collateral prices are down over the market which cannot meet and satisfy the loan outstanding amount.  
· Critical: A risk that endangers the operational activities and other goals but unable to devastate the bank. Ex, loss of collateral title deeds without reasons, loss of money in the some ATM and so on. 
· Moderate: A risk that naturally causes some problems but could not produce significant effect. Ex, there are several non-performing loans which classified as loan loss but those are small amount loans while the bank enjoys gaining interest profit from a lot of big loan amount.
· Marginal: Any risks that lead to a minor impact on the bank operations but it requires to identify, access and input the control all the time; for instance, no local authority seal on photos of the collateral pledge but it has endorsement / lack of collateral monthly reconciliation report but it was recorded in proper system and so on. 
· Insignificant: All risks that do not stimulate any significant threat to the bank; for example, failure to fill in the information in checklist of client loan files while the documents are adequate so it won’t produce great effect because the checklist is the internal document. 

III. What are the internal factors that should be considered for fraud risk assessment? 
In fact, the internal factors that should be considered for fraud risk assessment are the lack of controls and monitoring processes such as the following items: 
· Absence of company policy regarding sanctions for financial crime and breach of security: This refers to the lack of examples setting for the all employee and management in the way that exemplify the result of committing those frauds or other misconducts. It is the lack of policy to frighten the potential fraudsters, so they believe their misappropriation will not be executed even though it has been disclosed. For example, in a Family Business Company, it is stated in policy that all staff is not allowed to fake invoices for personal gains; but the manager himself commit this fraudulent activity. Because the manager is the brother of the company owner, he just got little blamed and still allowed to work as normal. This sets very bad examples to all other staff which model that the execution is not implemented because of the personal relationship. 
· Absence of culture which promotes integrity in the organization: There should be a proper training to the staff regarding the ethical values and philosophy while working for the company terminally to avoid and mitigate fraud and other fabricate actions. For instance, the ABC Company has failed to train and disseminate the policy to the staff about how important of being honest to the company such as grow together, get incentives and more bonus will be offered to staff. Since having no integrity and being hopeless of getting bonus from work, when there is a gap from the operational risks (people, process, system or external events), the shipping manager has made a fraud scheme and he thinks he deserves this gain too. 
· Lack of information and communication: This is an element of the Internal Control and it is very sensitive for fraud to happen in the company while it is absent or obscure. For a small company with active involvement by the owner, a simple computerized accounting system that involves one honest, competent accountant may provide an adequate accounting system. However, a larger company requires more complex systems that include carefully defined responsibilities and written procedures in order to prevent frauds from occurrence. 
· Inadequate legal, ethical, fraud detection and security-related training: Actually, trainings are crucial for several reasons and especially for detecting the fraud. A company needs to get all staff trained about the codes of conduct and guarantee that they do understand to values to attach them in their body. Therefore, it fraudulent level will be reduced due to the staff is able to distinguish and hold the ethical values of the company; they want the company grow, they will not commit frauds. 
· Lack of clarity in job roles, accountability, duties and responsibilities: All of these stuff must be clarified to manage in an open way to let and cause the staff realize his/her duties and responsibilities. For example, the BM is allowed to check the customers’ credit history report unless the Chief Credit Officer comes to work (stated in the policy). But because of controlling power in the branch, the BM has abused the responsibility of checking the credit history report then he is able to identify people who are willing to refinance by paying off current loans from other institutions to apply at his branch (he will get commission from refinancing). 
· Irregular audits: There must be a regular audit with proper scope, objectives, and methodology applied at the company in order to mitigate fraud risks. Without regular audit, frauds are likely to incur because it is lack of control and verification while those fraudsters will absolutely tend to abuse their work and potential risks and compliance will not be identified and offset.  
· Failure to consult and deal with unsatisfactory performance and/or violations: Fraud will simply happen when there is much pressure over any reasons with leads staff to overcome their frustration. Therefore, the company should provide adequate and effective ways and/or access for all staff to get their failures and difficulties overwhelmed and successfully dealt. 
 
IV. What is ‘inherent risk’? 
Inherent Risk is the risk arises from any errors or lapses resulted from some unwanted factors opposed to the breakdown of controls. It is the risk in nature which simply defines as when there is an activity or transaction, there will be an inherent risk which produced to any lapses; for example, the Branch Operation Officer will post the customers’ information into the system when they take the collateral contract to the bank to disburse money. Because of too much work and lack of resource, the BOO had failed to book the collateral as the ownership of pledger not the borrower, so the collateral receipt voucher generated from the system discloses wrong information. The inherent risk involving with the transaction can be from the staff itself and the system such as human error (carelessness), lack of monitoring, or the error of system which occurs basically in nature of work. 

Moreover, the inherent risk can be depicted as the possibility of loss coming out of a situation or at work within a particular environment before any action has taken into places to rectify, mitigate or control the environment. For instance, when completing the customer’s business plan the credit officer needs to be well-trained and knowledgeable of what supposed to fill and it is believed that the Head Office / Main Branch contain and recruit only experienced credit officers, yet when the period of internal auditing arrives it was found a lapse over failing to calculate the debt from the credit report, failure to include customer’s fixed asset into the balance sheet; these results from the omission. 

V. Define the term ‘residual risk’.  
Residual risk is the threat which occurs after the control has been put in place, alternatively after the removal of the internal controls being adopted from the inherent risk. Residual risk could be accepted or transferred based upon the foreseeing and judgment of the BOD and it is relevant to risk appetite. To be continued, after the identifying the inherent risks, the company will certainly apply any controls in order to avoid or mitigate those risks in nature; however, there are still coming of risks into the company which is called the “Residual Risk”. This roots from the control breakdown or policy gaps while the calculation of residual risk will be the catastrophe to the business unit. For example, it is stated and acknowledged in the policy that all hard title deeds which registered at the Cadastral Office from the previous institution, it must be unblocked before getting loan disbursement when the title comes to pledge with the bank. However, the residual risk happens when the branch related staff fail to review and ensure whether the pledged hard title is still in the registration of the Cadastral Office with previous bank or it might be unblocked improperly; therefore, the it produces great impact regarding the collateral liquidation in case the loan turn NPL (non-performing loan). 

2. Prepare a fraud risk assessment check list for any business of your choice.       
In this assessment, it is the fraud risk check list at a Micro Finance while the assessment is amended within 24 months after its commencement. This institution operates the services of loan, saving, transfer and ATM, so the assessment requires broad levels of risk awareness whether to avoid, accept, transfer or mitigate all possible risks likely to threaten the organization. The following is the check list of fraud risk assessment: 





	Elements
	Issues
	Status
	Comment

	
	
	Not started
	Delayed
	On Target
	Completed
	

	Establishing the Fraud Risk Contexts
	Have the appropriate information resources, controls and tracking records been sourced?
	
	
	
	
	

	
	Have the appropriate documents and other information sources been reviewed?
	
	
	
	
	

	
	Has the scope of the fraud risk assessment been determined and approved?
	
	
	
	
	

	
	Has there been a segregation of duties? 
	
	
	
	
	

	
	Has there been a zero tolerance policy adopted? 
	
	
	
	
	

	
	Have the employees been educated about the importance of ethics and anti-fraud programs?
	
	
	
	
	

	
	Have evaluation criteria been developed?
	
	
	
	
	

	
	Have the disruption scenarios been developed?
	
	
	
	
	

	
	Is there an anonymous way to report suspected violations of the ethics and anti-fraud policies?
	
	
	
	
	

	Fraud Risk Identification and Analysis
	Have sources of potential disruption fraud risks been identified?
	
	
	
	
	

	
	Have fraud risks, their impacts and likelihoods been identified and assessed?
	
	
	
	
	

	Fraud Risk Evaluation
	Has the level of fraud risk and the organization’s tolerance to the each of the higher priority risks been determined?
	
	
	
	
	

	Disruption Scenarios
	Have disruption scenarios been developed from the identified fraud risks?
	
	
	
	
	

	Vulnerability analysis
	Have organizational vulnerabilities to the risks/scenarios been identified?
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