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i. What is computer forensics?
Computer forensic is the practice of collecting, analysing and reporting on digital data in a way that is legally admissible. It can be used in the detection and prevention of crime and in any dispute where evidence is stored digitally.

ii. Why are computer forensic engagements carried out?
Computer forensic engagements are carried out for various reasons including fraud prevention and detection, disputes such as divorce, business valuations, damages calculations and insurance claims.

iii. Name some sources from which data can be retrieved.
[bookmark: _GoBack]Evidence can be obtained from various locations and may be stored in several places such as; hard drives, external hard drives, network servers and data transfer media such as memory sticks, CDs, floppy disks, etc.  In addition to text and number files such as Word or Excel, and transaction data, there will be an internet history obtainable from temporary files, social networking sites, cookies, ‘favourites’, shortcuts or recently accessed information recorded by windows.  Scanners, copiers and cloud data.  Mobile phones and network information can also have data retrieved from within them.

iv. Explain the characteristics of computer forensic analysis.
For the forensic accountant readiness is a key characteristic and will include appropriate training, regular testing and verification of their software and equipment, familiarity with legislation, dealing with unexpected issues, for example: what to do if indecent images of children are found present on a computer during a commercial job and ensuring that any data extraction tools are complete and in working order.  If forensics to be carried out on-site then securing devices which may store evidence and documenting the scene would be another characteristic found. As would interviews or meetings with personnel who may hold information. Collection of evidence involving the labelling and bagging of items from the site, to be sealed in numbered tamper-evident bags.  

Analysis must be accurate, thorough, impartial, recorded and completed within the time-scales available and resources allocated.  Finally, the forensic accountant should produce a structured comprehensive report on findings covering all relevant information.

v. What are the benefits of data analysis?

Data analysis tools allow the forensic accountant to look at the data from different angles to get to the root cause of fraud. Some of the ways data analysis is being used to search for fraud include trend and pattern analysis to look for indications of diversion of funds or theft, behavioral analysis and monitoring of spending trends.  Identification of ghost employees, falsifying wage claims and tampering with time sheets are all key areas where data analysis is adding value.  

One of the biggest values data analysis brings is the ability to join databases and files to sort, summarise and analyse data, enabling users to look at the data from different angles to search for outliers, fraud, errors and other information.  Areas were data analysis is being used to compare sets of data include;  active user accounts against a list of terminated employees,  creditor terms- including debts paid early, missing invoice numbers, employee/HR to suppliers addresses, PAYE codes and NI numbers and review of billing and pricing agreements against contract agreements. 
Data analysis can also be used for stock audits to identify potential or obsolete stock, slow-moving stock and pilfering.


2. What are the legal factors that should be considered before starting a computer forensic engagement?

Some of the legal factors that should be considered are as follows:
Is the engagement team working at direction of counsel under privilege, is the expert fully qualified, does the forensic accountant or client have legal authority to gather data, to whom does the data belong?

Is there an expectation that data may be located on devices that would require reporting to the police (child pornography, national security issues)?

It is best to discuss these issues with legal counsel prior to beginning a computer forensics engagement, to make sure all relevant legal requirements are met and that the protocols are designed to ensure compliance.  Confirmation of nature and scope of the engagement should also be documented.

3. What tools are used by forensic accountants for data analysis?

Tools for data analysis included basic productivity software such as Excel and Access; Excel/Office add on data analysis software such as ActiveData and TopCaats; data analysis software such as IDEA and ACL and specialty software such as Wizsoft, SAS, SPSS and Qualys.

4. What is a chain of custody form and what type of information does it contain?

A chain of custody form is a chronological documentation showing the seizure, control, transfer, and analysis of physical or electronic evidence.  It must be handled in a careful manner to prevent tampering or contamination.  An identifiable person must always have the physical custody of a piece of evidence.  These transactions, and every succeeding transaction between the collection of the evidence and its appearance in court, should be completely documented chronologically in order to withstand legal challenges to the authenticity of the evidence.   The information contained in the chain of custody form should include the condition under which the evidence was gathered, the identity of all evidence handlers, duration of evidence custody, security conditions while handling or storing the evidence and the manner in which evidence is transferred to subsequent custodians each time such a transfer occurs with signatures of persons involved at each step.
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