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	1. Give short answers to the following questions:

I. What does internal auditor do?
An internal auditor is an employee of an organization who is often described as the organization’s critical friend – the independent advisor who can challenge current practice, champion best practice and be a catalyst for improvement with the objective of ensuring that the organization as a whole can achieve its strategic objectives. 
Internal Auditors are advisors to management and act as the right hand of the Board of Directors through the Audit Committee by giving assurance on the organizations ability to meet its objectives, its governance, risks and controls. Internal Auditors often have input into strategic planning, market analysis, compliance, change management and the use of information technology.

Internal Auditors are responsible for the following :
· Evaluating controls and advising managers at all levels

· Evaluating risks

· Analyzing operations and confirming information

· Reviewing compliance 
II. How do forensic accountants work with external auditors?
The main duty of an external auditor is to do an audit of the financial statements prepared by the management of an organization and to express an opinion on these financial statements that whether or not these statements are prepared in accordance with Generally Accepted Accounting Principles. How effectively the forensic accounting investigators work in collaboration with external auditors, characteristically depends on several elements, comprising the following:
Client background:
The relationship between the external auditor and the company is to be considered by the forensic investigator and a clear understanding of the current relationship between the two is very important for successful communication during an investigation. The external auditor may be a trusted adviser of the company or he may have a strained relationship with the company due to previous experiences. Understanding this relationship is vital for the successful completion of investigation.
The forensic accounting team can improve its understanding of the client’s systems, culture, and personnel by using the auditor’s working papers and audit staff’s help. External auditors can be very useful sources of information because they know the company better than a newly employed team of attorneys and forensic accounting investigators, who have limited prior experience with the company. The audit firm’s knowledge about a company’s areas of risk, business processes, documentation, systems, and employees can help the investigative team to get off to a quick start.
III. What are the objectives of internal auditors in forensic investigations?
Each concerned party may view the same facts differently during an investigation. For this reason, it is important to understand the preferences and objectives of all participants and to view any conflicts or differences in opinion that may appear in a broad context.
The internal auditor may have different types of objectives, including;
· Not alienating management.

· Staying on schedule to complete the yearly audit plan.

· Not opening the internal audit team to criticism.
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If the internal audit team did not detect the crime, it may also feel embarrassed, defensive and angry.
IV. What is the role of forensic accounting investigators when working in a forensic team?
When there is a fraud related to financial statement misstatements or manipulations and asset misappropriations occurs in an organization, Forensic accounting investigators are called upon to investigate such frauds. Such engagements are referred to as internal accounting investigations. While investigating asset misappropriation, the forensic accounting investigator can be appointed by the external attorney or by the general counsel of the company.

In the case of an asset misappropriation investigation the forensic accounting investigator typically receives excellent cooperation from company executives, who see themselves and the company as the victim. Based on past experiences, it has been seen that an investigation focused on asset misappropriation may produce evidence suggestive of other schemes, in which the company may have been gaining advantages from criminal acts. Once the forensic accounting investigator picks up on a loose thread and tracks it, there often is no telling where it may lead. 

In a financial crime investigation, forensic accounting investigators can make important contributions, only if they can work efficiently with the company’s internal and external auditors, as well as with other elements involved in resolving suspicions or allegations of fraud. Forensic accounting investigators work in a high pressure atmosphere and present their findings at different forums, such as boardrooms, the courtroom or during hearings before government agencies.
All stakeholders in the process, including auditors, management, audit committee, and legal counsel must include the forensic accounting investigators in decision making processes regarding the investigation. One of the important decisions is generally the extent to which the forensic accounting investigators can work with and depend on the work of others, particularly the internal and external auditors. Another key decision is whether forensic accounting investigators should be added to the team that assesses the organization’s business processes to strengthen the controls that allowed the fraud to occur. As the forensic accounting investigators have in-depth knowledge about accounting systems, controls, and typical fraud schemes, their input can be valuable.
The investigating team may include forensic accounting investigators, external auditor partner and important staff, forensic technology specialists and independent counsel. 
The team may include other experts or specialists, based on the specifications of the investigation, including insurance experts, engineers, tax experts, valuation or assessment specialists, investment bankers and damages experts.
Specifically, the forensic accounting investigator should be careful to avoid:
• Providing valuation guidance unless appropriately trained and credentialed.For14

• Providing legal advice or making legal declarations in their work.

• Acting as a judge or jury by making judgments as to the guilt or innocence of particular people or groups.

• Stating an audit opinion on internal control effectiveness or financial statements.

• Generating legal coverage based on remarks that may lead to claims of slander, libel or defamation.

2. How do forensic accounting investigators work with lawyers?
While working with lawyers, forensic accounting investigators should understand specifically:
• Their role and responsibilities regarding other team members.

• What other specialists are involved (existing or expected).

• The source and extent of any external investigation (SEC, IRS, DOJ, and so on).

• Expected timing issues, if any.

• Any legal concerns (degree of privilege, probability that the company intends to ignore privilege, prospect of criminal charges).

• Expected form, timing, and audience of short-term or final deliverables.

• Any restrictions on departments or staff that can be involved, interviewed, or used during the investigation process.

• Specific details of the matters under investigation, as presently understood by counsel.
For the larger team directed by the attorney, the forensic accounting investigator may provide the following types of help and support:
• Expertise in accounting, internal controls, regulatory (such as SEC) auditing, and financial investigation.
• Capability to plan and conduct a suitable financial crime investigation.

• Interviewing expertise; gaining evidence from witnesses and admission-seeking from suspects.

• Expertise in performing data interrogation and data mining of the company’s records, books, and e-mails.

• Knowledge in document verification and understanding of a network of experts trained in highly technical verification procedures such as typewriter/printer analysis and verification through forensic laboratory science.

• Ability to review and understand internal accounting transactions and their compliance with various rules.

• Forensic imaging and other information technology (IT) knowledge such as e-mail search tools.

• Ability to gather public financial and nonfinancial information, including SEC or company registry filings, if relevant.

• Providing support to counsel in developing various hypotheses, investigative procedures and techniques.si3

• Validity checks on vendors on the basis of publicly available information.

• Background checks on related staff.

• Preparing particular sections of the draft and final reports or support of counsel for report sections that focus on accounting, reporting, or financial information.

• Organization with both external and internal auditors and the audit committee.

• Evaluation and analysis of accounting, financial, or reporting analysis provided by other specialists.

• In larger firms, a global network of investigators to support in international investigations.
The forensic accounting investigator is often an important member of the team when investigations include review and analysis of accounting and financial information. For some attorneys, certain accounting concepts may be foreign, because they do not have extensive accounting or auditing experience.
3. What is the importance of privacy in forensic investigations? And which measures could be taken to achieve this?
In forensic investigations, it is utmost important to ensure that there will be no violation of privacy if any fraud investigation includes the need to obtain sources of potential evidence, especially digital in nature, from an employee’s office.
It should be noted that in case of any investigation whether it is related to computers or any other topics, there are usually privacy issues that may come up. The privacy is highly important to the organization or any other victim. In many cases the computer forensics might be required to share the data or compromise with the privacy to get the truth. But it is also possible the victim organization might lose out the trust over computer forensics team. 

Also, the trust of the client is an important property that needs to be addressed. Moreover, there are organizations where in any slight leakage of the issue may attract huge media attention. It is also possible that due to this reason the reputation and business of organization are damaged.
There are Code and ethics that also require the computer forensics professional to maintain the privacy of the client. There are certain rules and guidelines that need be followed in order to maintain the ethicality of the issues. 
The first thing the investigator should do is to keep the confidential information as private as possible.

This information should not be used to extract any benefit. Do not use the personal information such as the name, email, SSN – Social Security Number, phone numbers etc. for personal benefit. It is not advisable to release any such information that is related to the client. 

It is important that the consent of the client should be sought in order to deal with the privacy issues. The entire situation and the consequences should be presented to the client before taking any decision that can affect the privacy of the client. Do not release any information that may help the rivals to take advantage of the issue. Protection of intellectual property rights is also a major concern in relation with privacy.

Releasing any information of the client to the Internet community, the public, by direct or indirect means a violation of policies code of conduct. Any type of electronic transaction that leads to disclosure of assets is also violation of code of ethics.

Also, before the process of investigation starts it is advisable for the computer forensics team to have a clear understanding about their service, areas of competence, any limitations regarding experience and education. It may also be possible that the computer forensics professional may not share the information with any third party but takes the advantage of the confidential information of the client himself.

For example, consider the case of data recovery of text files containing credit card information. The data recovery expert may take the advantage and gain monetary benefits. This is a clear violation of the privacy policy and must attract the attention of the law. 
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