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Q.1: Short Questions:

I. Computer forensics is the use of scientifically derived and proven methods toward identifying, collecting, extracting, preserving, documenting, interpreting, analysing and presenting data from digital sources in a way that preserves the integrity of the evidence collected so it can be used effectively for the purpose of facilitating and furthering the reconstruction of events to use in legal cases if need be.

II. Computer forensic engagements are carried out to facilitate and assist in fraud related prevention and detection control assessment; bankruptcy related investigations and consultations; disputed advisory assistance and investigation such as family law, valuation assistance, expert services and damages calculation; financial and security investigations, regulatory compliance investigations; and misappropriation of assets. 
III. Some of the most commonly used sources of equipment from which data can be retrieved are:

· Laptops, computers, PCs and workstation printers,
· Fax machines, IP telephones, personal digital assistants, and cell phones

· Scanners, copiers, IPODS and MP3 players,

· Mainframes and servers, removable disks, solid state storage, thumb drives, tapes, CDS and DVDS

· Email servers or remotely stored, voicemail on telephone systems
· Recycle bin, instant messenger, data stored in cloud

IV. The characteristics of a computer forensic analysis show that better practices in computer forensics are systematic rather than ad hoc. Therefore, a systematic computer forensic analysis has various characteristics. Some of these characteristics include applying sound and repeatable methodologies, using practices that have historically withstood challenges, using forensic software that generally is accepted in the forensic profession, using methods that yield reproducible results, and developing comprehensive documentation.
V. The benefits of data analysis are:

· The ability to reduce or even eliminate sampling risk,
· The comparison of relevant types of data from different systems and sources to show a more complete picture,

· The ability to easily trend relevant data over periods of time such that fluctuations in trending lines can be analysed further for false positives and potential risk factors,

· The quick identification and extraction of certain risk criteria from the entire data population for further analysis,

· Testing for effectiveness of the control environment and policies in place by identifying attributes that violate rules,

· The identifying trends of which company personnel, consultants and forensic accountants were unaware.

Q2.  
The legal factors that should be considered includes:

· Ensure that is subpoena is issued for the data collected,
· Is the engagement team working under the direction of counsel or under privilege?

· Is the expert fully qualified and licensed where necessary to provide a sound opinion?

· Does state law require the data be collected and analyzed only by a licensed private investigator?

· Is the engagement team familiar with international privacy laws, if data are being collected internationally? To whom does the data belong and are there privacy concerns?

· Will the scope of the examinations be limited to only relevant data?

· Are there constitutional or self-incriminating considerations?

· Does the engagement team expect to find data, such as child pornography or national security issues) located on devices that require reporting to law enforcement authority?
Q3.  
The forensic accountant can use a number of tools to assist with data analysis initiatives such as:

· Basic productivity software that is used for other business purposes like Excel and Access,

· Excel/Office add-on data analysis software  provide users with easy to use utilities like ActiveData, TopCaats,

· Data analysis software that supports various investigative activities like IDEA, ACL

· Specialty software to facilitate advanced data analysis inquiry or special investigative purposes like wizSoft, SAS, SPSS, Qualys.

Q4.  
A chain of custody form references a document or paper trail showing seizure, custody, control, transfer, analysis and disposition of physical and electronic evidence.

            The chain of custody form captivates the following information:

· Name and signature of the person(s) providing the device and collecting the device

· The location of each device specific to its physical location within a room, room number and address,

· Description of device, including make, model number, serial number and condition of every device collected,
· The date and time each device was collected,

· A case/project number, item number that is marked on the device and the initials of the person marking the device. Due care should be taken not to damage the device
· Smaller devices that are group together should be packaged together in antistatic wrapping to avoid loss of  magnetic media,

· All packaging is sealed to show protection from tampering
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