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	1. Give short answers for the following questions:
I. Outline the difference between policies and procedures.
Policies are simple, clear statements that define the entity’s objectives and principles. They provide a set of guiding principles to help with decision making.

On the other hand, procedures describe how each policy will be put into action in the organisation. Each procedure should outline:

· Who will do what

· What steps they need to take

· Which forms or documents to use.

The groundwork for an antifraud system and environment for any entity is a fraud policy that is carefully constructed. SOX fundamentally requires publicly-traded companies to have a well-defined policy on ethics. Companies without a written ethics policy must explain why they do not have one and state this in their 10-K forms. A fraud policy becomes the source document for developing fraud prevention procedures, actions in response to a fraud, and actions to detect fraud, and thus influence the efficacy of an antifraud climate or culture.
II. Name some techniques that help increase the perception for detection.
Listed below are some techniques that help increase perception for detection:
· Surveillance
Surveillance cameras or other surveillance methods can be a good perception of detection method in places where assets are at high risk, such as mailrooms where mail that contains checks and/or cash is opened.
· Anonymous tips
Anonymous tips have been identified as the best method for detecting frauds; however, they are also effective as prevention measures. The reason is simple. If employees know that an anonymous tips system is in place and anyone who sees something suspicious can turn them in, it begins to serve as a perception-of-detection preventive measure.
· Surprise audits

According to the statistics provided by The Association of Certified Fraud Examiners [ACFE] Report to the Nation [RTTN], internal audit has the highest rank in proactive methods of detection. However, surprise audits by either the hired fraud auditors or internal audit functions are even more effective.
· Prosecution
Substantial advantage can be gained by prosecuting fraudsters to the maximum extent allowed by law. Although it is true that there is some risk in a public trial, and some risk that the prosecuting agency may fail to do its job successfully, but the benefit is not just obtaining justice for the single event and justice for the fraudster. Instead, prosecuting one individual sends a strong message about perception of detection, communicating the fact that if anyone commits a fraud and gets caught, this entity is going to seek prosecution and perhaps imprisonment. Most experts agree that prosecution is critical for maintaining an

effective level of perception of detection.
· Implementation of ethics and fraud policies

When handling frauds the same philosophy is applicable for compliance with an ethics policy, a fraud policy, and corporate policy. An organization should have established in advance what it would do if a fraud occurred; what penalties would be enforced for what kinds of frauds and stated levels of fraud. Then the organization should ensure that it monitors and implements these rules.
III. How does internal audit help in fraud detection?
Internal auditors support management's efforts to establish a culture that embraces ethics, honesty, and integrity. They assist management with the evaluation of internal controls used to detect or mitigate fraud, evaluate the organization's assessment of fraud risk, and are involved in any fraud investigations.

Although it is management's responsibility to design internal controls to prevent, detect, and mitigate fraud, the internal auditors are the appropriate resource for assessing the effectiveness of what management has implemented. Therefore, depending on directives from management, the board, audit committee, or other governing body, the internal auditors might play a variety of consulting, assurance, collaborative, advisory, oversight, and investigative roles in an organization's fraud management process.

Competent professional internal auditors are highly proficient in techniques used to evaluate internal controls. That proficiency, coupled with their understanding of the indicators of fraud, enables them to assess an organization's fraud risks and advise management of the necessary steps to take when indicators are present.

Regular audits can serve as an effective prevention measure and thus could increase the perception of detection. However, if the auditors use some effective audit tools and techniques to look for ongoing fraud aggressively, that would serve as a prevention measure. A key to the effectiveness of regular fraud audits is to identify, review, and analyze irregularities.
In some major financial frauds of recent years, the internal audit function was disabled and not allowed to do anything serious with financial information, but kept busy with other kinds of audits. The CEOs for those companies were taking no chances that some hardworking internal auditor might stumble onto their scams. That happened where one internal auditor came in late at night and secretly examined financial records to which she was not allowed access during the day by the senior executives. Eventually, she disclosed the financial fraud and exposed the fraudster CEO.
IV. What is commanding approach of fraud detection?
The directive or commanding approach is authoritative and confrontational. It sends the message: ‘‘Don’t steal. If you steal, and we capture you, you will be dismissed.’’ An entity that adopts this approach is generally doing little or nothing to prevent fraud. The management would most likely be shocked to know that someone would commit a fraud against the organization. Management would probably fire the employee if a fraud did occur and was detected, and probably would not act further against the fraudster.
V. What is the difference between precautionary approach and detective

approach? How are these approaches used for fraud detection?
Precautionary approach: 

Under this approach, potential fraudsters are identified using various methods, including background checks for credit reports and criminal records. Internal controls can be used in the preventive approach. An example could be segregation of duties which can diminish the risk of fraud at least to the point where persons must conspire to commit fraud or management must override controls, which are always possibilities.

Detective approach: 

In the detective approach, the management establishes an internal audit function and accounting controls to monitor potential frauds. The legitimacy of transactions is periodically verified by the internal audit function and it also confirms the existence of assets. The management depends on the accounting controls to detect any fraud that might occur between periodic audits.
VI. Explain the term ‘internal controls’. Name some internal control activities that organizations can adopt in order to prevent fraud activities
Internal controls are methods put in place by a company to ensure the integrity of financial and accounting information, meet operational and profitability targets and transmit management policies throughout the organization. 
Opportunity is basically an alternative expression for internal controls and is included in the fraud triangle. Of the three legs, the management can create a positively influencing environment for those aspects, though a fraud auditor or professional has little if any ability to affect rationalization or pressure. Pressure and rationalization aspects happen mostly in one’s mind and can be difficult to observe directly. 
Specific control activities can restrict the chance to commit fraud and are more easily observed. Thus the control environment, specifically antifraud control activities, can act as preventive fraud measures. Historically, the most common mistake with regards to fraud in control activities is insufficient and unmonitored segregation of duties. 
Other internal controls include the following:

· Appropriate authorization procedures

· Satisfactory documentation, records, and audit trail

· Physical control of assets and records

· Independent checks on performance

· Monitoring of controls
2. Discuss the important points that should be considered when developing fraud policy.
Creating a written policy for fraud or ethics is the first step in the prevention and detection of fraud. This step should occur before the occurrence of fraud and before developing specifics in an antifraud program.  
When creating the fraud policy, there are several issues to consider. 

First of all, a proper description of fraud is important. For example, if an employee ‘‘borrowed’’ the employer’s digital camera to take pictures of her personal property and then used the entity’s computers to make an account at ebay.com, and used this account to sell her stuff during company time, should we call it a fraud? A judge or jury may struggle with the belief that it is a fraud. But if the entity is following the Association of Certified Fraud Examiners (ACFE) definition and policy of fraud, and if employee had signed a copy indicating her agreement to obey to that policy, there would be no doubt in a courtroom regarding that case.
Similarly, if an employee borrows heavy equipment (e.g., backhoe) for the weekend to do some private work because it is not being used until next Monday, the entity should determine whether it should be considered a fraud and carefully implement the fraud policy.
In describing fraud, the following issues should be considered:

· Every deceitful or fraudulent act.

· Violation of trustworthy duties.

· Misuse of funds, securities, supplies, or other entity assets.

· Unofficial use of the entity’s assets; such as equipment or computers for personal use.

· Misstatements in the management or reporting of money or financial transactions.

· Profiteering due to insider knowledge of entity activities.

· Revealing confidential and exclusive information to outside parties.

· Disclosing to other persons about confidential activities engaged in or considered by the entity.

· Taking or looking for anything valuable from contractors, dealers, or persons providing services or materials to the entity. Exception: Gifts less than £50 in value.

· Damage, removal, or incorrect use of records (paper or digital), furniture, fixtures, or equipment.

· Harmful activities against the entity’s computers, systems, or technologies.

· Any violation of a relevant unlawful act.

· Any related or similar irregularity.
Management should include strategies for handling detected or suspected irregularities in the entity’s policy. The policy should specify where, who, what, when reports of suspicion should be reported for tips, complaints, or whistle blowing. The policy should be clear about the maintenance of the secrecy of tipsters. There should be some policy established to handle those reports and to make important decisions about an investigation and its process.
An appropriate level of privacy should be maintained by the policy, especially the protection of the rights of innocent employees including informers and whistle-blowers, who might get accidentally become involved in an investigation.
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