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	ASSESSMENT 9
Q.1
I. Outline the factors on which fraud risk assessment depends

Fraud risk assessments are designed to identify and evaluate fraud risk factors that could enable fraud to occur within the organization. It is more than a process to identify risks of theft and should also address other frauds, including fraudulent financial reporting and other misappropriations of assets. The fraud risk assessment involves an expanded focus on considerations of where fraud risk factors may exist within the entity and the potential fraud schemes that could be perpetrated.
Most companies have at some level already addressed risks of fraud but the main factors on which fraud risk assessment depends are:

1. Corporate Environment Factors: Employee fraud, theft, and embezzlement are more prevalent in some industries and some organizations than in others. And in this category, a factor to consider is the level of assessed fraud risk in the industry of the entity. A risk assessment should also consider the current economy. In good times, people steal; in bad times, people steal more. For example people generally are under more pressure during an economic recession and in that sense there would be an expected increase in frauds. Examples of Corporate Environment factors are business ethnics, management style etc…

2. Internal factors: Internal factors that enhance the probability of fraud, theft, and embezzlement include inadequate management controls or monitoring activities such as:

· Failure to create an honest culture
· Inadequate company policies with respect to sanctions for legal, ethical, and security breaches; especially for frauds and white-collar crimes
· Failure to articulate and communicate minimum standards of performance and personal conduct.

3. Fraud factors: Any risk assessment should also consider the fraud schemes that are more likely to occur in order to guide the antifraud program. Prevention and detection countermeasures are certainly more effective if they address the most likely fraud schemes to be committed. For example, for financial statement frauds, clearly the executives of the entity are the most likely would-be fraudster and thus a risk assessment would necessarily include those individuals.
It should also be noted that fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information on systems, and an understanding of the fraud environment.
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II. What are the main concepts of risk assessment?
The main concepts of fraud risk assessment include three key elements:

• Identify inherent fraud risk — Gather information to obtain the population of fraud risks that could apply to the organization. Included in this process is the explicit consideration of all types of fraud schemes and scenarios; incentives, pressures, and opportunities to commit fraud; and IT fraud risks specific to the organization.
• Assess likelihood and significance of inherent fraud risk — assess the relative likelihood and potential significance of identified fraud risks based on historical information, known fraud schemes, and interviews with staff, including business process owners.
• Respond to reasonably likely and significant inherent and residual fraud risks — decide what the response should be to address the identified risks and perform a cost-benefit analysis of fraud risks over which the organization wants to implement controls or specific fraud detection procedures.

It is of outmost importance for management to identify a risk assessment team before conducting a risk assessment. This team should include individuals from throughout the organization with different knowledge, skills, and perspectives and should include a combination of internal and external resources such as Accounting/finance personnel, vendors and customers, risk and compliance personnel, internal auditors, external consultants( If needed) etc...
  
III. What are the internal factors that should be considered for fraud risk assessment?
The internal factors that should be considered for fraud risk assessment are:
· Failure to articulate and communicate minimum standards of performance and personal conduct
· Inadequate orientation and training on legal, ethical, fraud, and security issues
· Inadequate company policies with respect to sanctions for legal, ethical, and security breaches; especially for frauds and white-collar crimes
· Failure to counsel and take administrative action when performance level personal behavior falls below acceptable standards, or violates entity principles and guidelines
· Ambiguity in job roles, duties, responsibilities, and areas of accountability
· Lack of timely or periodic audits, inspections, and follow-through to ensure compliance with entity goals, priorities, policies, procedures, and governmental regulations.



IV. What is ‘inherent risk’?
 It is the risk in the absence of any controls. It is the “raw”/original risk that has no mitigation factors or treatments applied to it. The inherent risk depends on the industry, strategy, organizational structure and market volatility. For example  if a client has a lot of customers who pay in cash, the balance sheet cash account is going to have inherent risk associated with theft or fraud because of the fact that cash is more easily diverted than customer checks or credit card payments

V. Define the term ‘residual risk?
It is the level of risk remaining after the relevant controls have been applied. For example if inherent risk related to security was 20 before controls are in place, once the installation of surveillance cameras and electrical fences is completed the remaining risk(residual risk) will reduce to say 6.

Q.2 Prepare a fraud risk assessment check list for any business of your choice.

   Below is an example of fraud risk assessment check list for WHO:
	Risk identification
	Likelihood
	Significance
	People and/or
Department
	Existing
Anti-fraud
Controls
	Controls Effectiveness Assessment
	Residual
Risks
	Fraud Risk
Response

	1.Misappropriation of assets
Cash/check
-Accounts receivable application process
-Master vendor file controls override
-Additional risks
- Inventory
-Theft by customers
- Theft by employees
- Other assets at risk
	
	
	
	
	
	
	

	2. Financial reporting
Revenue recognition
- Backdating donor agreements
	
	
	
	
	
	
	

	3.Procurement flaws
- purchases made from same supplier
- Non rotation of procurement staff
-Corruption
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