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Computer Crime Unit – 11


1. Give short answers to the following questions: 


 I.  Name at least three technology based sources from where you can get fraud   
      evidence.

a. Computer home/office systems, wealth information can be recorded and analysed on seized computers. Common files containing evidence include user created files, user protected files and computer created files.
b. Fax machines, like many printers and copiers, some fax machines store faxing data on their internal drive hardware. This will remain in the machines so long as it’s not overwritten.
c. Removable storage devices, such as CDs, DVD, USB flash drives, Mp3 players and other various devices provide users with the ability to store large volumes of data which can be used to facilitate a variety of frauds. These are also used to store copies of files containing sensitive information to facilitate unapproved use. 
    
II. How the modern technology has influenced fraud environment?

     Modern technology has influenced fraud environment in two-fold namely:
a. External Enviroment, this encompasses the World Wide Web or market place which accessible 24/7 so long as internet and computer peripherals are available.

· Interaction or feedback is almost there and then due to information, communication and technology (ICT).
· Information density, too much information no restrictions it’s difficult to find what is genuine
b. Internal Environment, this covers the surrounding of the firm that operates the computer.
· Effectiveness of the internal controls if they are weak or almost nothing will promote computer frauds.
· Ethics in the entity’s culture has to be emphasized or if neglected frauds will be rampant. 

III. What is computer crime?
      This covers any crime that involves a computer and a network. The computer could    
      have been used in the committing of the crime or it could be the target. For instance the  
      aim of  the criminals could be to destroy computer(s), denial of service in order to 
      accomplish conventional fraud or crime, such as fraudulent bank reconciliation,  
       fraudulent disbursement etc. 

IV. What is computer crime theory?
      Is a concept of computer related crime referred to as Motivations, Opportunities, Means 
      and Methods (MOMM) similar to the fraud triangle but points specifically to the  
      computer crime only. The objective of the fraud is not only money it could also be  
      something which could be converted into or exchanged for money. For instance  
      ideological intentions shown by perpetrators feel motivated to revenge against someone 
      or when they believe something is depressing them not for cash as per say may damage  
      computers for they take it computer technology is a threat to survival.    
V.  List at least five different types of computer related crimes.

 a. Identity Theft, this is one of the computer crimes whereby a thief steals login  
     identifications to some restricted computer system e.g. financial accounts or access to  
      payroll.  Another example is Computer Sniffing  or computer hacking, these are computer  
     programs that monitor traffic on areas of network and search for packets of data as they 
     pass through the network. Sniffers plant programs which read other packets of 
      information looking for passwords to help the hacker gain access to a restricted system.   
   
b.   Denial of service attack, anoher type of computer crime which might expose the  
       organization to theft, damage or disclosure of data, theft of intellectual property,  
       unauthorized access, loss of revenue, infringement of copyright and trademark and the 
       consequence, damage to business reputation. Having achieved any of these criminals  
      gain publicity from their acts e.g.  firms that might be targeted like eBay, Amazon and  
      Google etc.
c.    E-mail attacks, this is another form of despicable e-mail attack by the criminals which  
       includes viruses, spamming and spyware. Another example is Spoofing, the process  
       whereby a person or programmer masquerades as another to obtain unauthorized access  
       to a targeted system e-mail spoofing, involves misrepresenting parts of the e-mail  
       header, such as sender address to make it look the mail came from a different source.
d.    Cyber forensic, this is another form of computer crime which involves effective capture,  
       preservation, identification, extraction, analysis, and documentation of digital data and  
       events. For instance in a situation of forensic investigation, an expert is looking for  
       forensic evidence admissible in court may use fingerprint.
e.    Expectation of Privacy, significant element of acquiring cyber evidence via legal  
       policy. During the authorized legal search, individuals also have right of protection 
       of their privacy which states, ‘The right of the individuals to be safe in their  
       persons, papers, houses and effects against unreasoning searches and attacks, shall not 
       be violated and no warrants shall issue but upon doubtless cause, supported by oath and  
       confirmation and mainly describing the place to be searched and the things or persons  
[bookmark: _GoBack]        to be held’.         
VI. What is cyber forensic?

       Is the application of scientifically proven methodologies to collect, process, interpret and 
       to use digital evidence to provide a conclusive description of cybercrime activities.
       Cyber forensics also involves the act of making digital data suitable to be included into 
       criminal investigation. For example, you can use digital forensic software like Forensic  
       Tool Kit(FTK), this  software offers law enforcement and corporate security  
       professionals the ability to perform complete and thorough computer forensics 
       examinations.  This software creates images, analyses the registry, conducts an  
       investigation, decrypts files, cracks passwords and builds a report all with a single   
       solution.
      

VII. What is the difference between public and private investigations?

        Public investigation is a potential violation of law which points to potential criminal  
        prosecution and when the investigation is been carried out it will comply with legal 
         requirements and criminal court procedures. For example, Cyber forensic evidence will 
        address the violation of the law and the legal requirement will have to take its course to 
        either exonerate or incarcerate the victim. Private investigation covers a dispute or 
        potential violation of the entity’s policies and procedures e.g. Fraud.
        The major difference between the two is the issue of ‘Expectation of Privacy’, individual 
        right, Fourth Amendment rights. If this is ignored or skipped the potential evidence can 
        be dismissed from the court whilst the latter is not ruled directly by fourth amendment 
        rights it’s taken as a safety measure.

2.     Discuss in detail the motives that could work behind computer related fraud. 

      Computer crimes could be categorized by the loss to data, such as availability,
      confidentiality, integrity etc. the type of crime, such as theft and fraud; or the type of loss
       caused, such as financial or physical damage. The computer could be the instrument used    
      to commit the crime, for example, online  identification theft, fraudulent second set of  
       accounting data, etc.; or incidental in another crime objective.
a.    Intentionally harm the reputation of the victim just perhaps not happy with social status
       e.g. the victim holds a big position in some lucrative business and they feel intimidated.

 b.   Espionage or casually spying involves a government, company/firm or individual  
       obtaining information considered secret or confidential without the permission of the  
       holder of the  information. For instance trying to find information about why the business    
       performance is so good criminals or computer hackers will do everything possible to  
       know the secret behind success.
 c.   Damage to the global economy, these criminals want to launder moneys which has been  
       illicitly obtained as though its clean money instead when that money is absorbed in 
       financial system its brings about inflation.

 

d.   Physical harm, to the victim in order incapacitate the business abilities so that they can  
      come out as the best since the other one is a threat or a competitor.
 e.   Cyber warfare, activity crossing international boarders and involving at least one nation  
      state also for the benefit of the criminals as per their plans.
 f.   Another categorization of fraud crimes is internal and external. Internal crimes are much
       greater in number. The most common type of computer crime is, in fact, a theft of assets  
       by employees.  
g.    Output crimes, such as theft of computer-generated reports and data files seems to be
       increasing in this era of intense competition, for example customer mailing lists,
       research and development results, secret formulas, long-range plans, employee lists,
       etc.
h.     Input crimes involve the entry of false or fraudulent data into a computer; data has been
        altered, counterfeited, or forged, lowered, raised, destroyed, intentionally omitted, or
        Created.

3. Outline the steps involved in cyber forensic investigations process. 

    There are several definitions of thought for investigations which involve computers. The 
    whole process is initiated when the investigation commences by an informer, a tip,  or by  
    a whistle-blower. The key factor in this scenario is the evaluation of the situation and  
    extraction of the legitimate evidence from all potential sources and information which is 
    vital for cyber forensic investigation. Search warrant should not be ignored for this helps in 
    developing search items to list on the warrant and for reviewing the actual warrant for 
    precision.
    The typical phases in which cyber forensic investigation process undergoes is as follows;
a. Planning, prior to seizure of evidence the investigator should ensure that the evidence is 
    admissible in court of law and determine private interest to be searched. The forensic  
    expert must seek legal counsel if the conduct of the items involved is in line with law for  
    at   times ‘Privacy Rights’ provides protection against unreasonable searches and seizures. 
b. Seizing, with this phase digital data or evidence is collected or acquired and should be  
    completed in such a way that all relevant evidence is seized and secured in forensically  
    sound manner to avoid destruction or tampering.

 c. Imaging, this is a process whereby a forensic image of digital data media is made and  
     imaged to another hard disk drive for forensic analysis. This process is not performed on  
     suspects devices directly for if done like that at times may alter or damage digital 
     evidence.
 d. Processing, upon completing the process of collection, investigators are left with large 
     volumes of digital data which contains relevant or irrelevant data. The investigator has to  
     process and filter the digital information to reduce the amounts of data relevant to 
     investigators, setting aside duplicates, its type, origin or date and without disturbing the   
     integrity of the data.  
 e. Analyzing, this deals with the use of specialized software which gives the fraud  
     investigator the means to identify, extract, collect and store digital artifacts the will be  
     used as evidence in the investigation.
 
f. Reporting and Testifying, is the final stage of investigation where hours of analysis are    
     reported fairly and objectively. Here is where you need a qualified computer forensics  
     expert to give opinion about the use or abuse of computer system. With this phase 
     experience and training are put to text and the investigator or fraud examiner if at all has  
     been contracted must know with certainty that their opinion is based on their research,  
     knowledge and experience so that the expert will not find fault with their conclusions.
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