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Marking Criteria:
We expect the learners to write minimum one well-expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Answer to Q1: Short questions: I

Computer forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law.

According to the U.S. Department of Justice, computer forensics can be defined as “the use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events.”

Computer forensics involves the process of determining any activity that took place on a particular computer device and of restoring deleted or corrupted data.

Answer to Q1: Short questions: II

Computers have changed many aspects of our lives. Today almost all businesses and professionals depend on computers.

Computers have also changed the nature of the evidence that is needed for legal proceedings. Almost everything, from financial statements to blueprints to voice recordings, are now stored in digital format. What would have been correspondence and phone conversations in the past are now emails.

Because so much is stored in digital form, computer forensics has become essential in an increasing number of circumstances. “Forensics” refers to the application of science to address questions related to legal matters. However, because computers are an essential part of business and security, computer forensics skills are used in examinations conducted when no legal proceedings are even yet contemplated. For example, computer forensics is often used in corporate internal investigations, or in response to a security incident.

“Computer forensics” refers to examinations of computers and networks applying knowledge and skills related to computer science and related to the proper gathering and analysis of evidence. In many circumstances, businesses find that there is some electronic data that a forensic expert must preserve, retrieve, and analyze in connection with an investigation. Also, if the matter goes to court, a forensic expert is often needed to testify about the integrity of the evidence and the conclusions reached as a result of forensic analysis.

Answer to Q1: Short questions: III

The first step in a forensic investigation is to obtain background information about the events that have already taken place and about the environment that is being considered for the investigation. This is necessary to define the scope of the investigation.

The scope of the investigation could range from a single laptop computer to a complete network. In cases where an entire network needs to be investigated, the next step would be to map and identify all the machines and devices in the network environment. This task may be further complicated if there are rogue devices on the network.

Source of information can be as follows:
Laptop computers
Removable disks
PCs and workstation printers
Solid state storage
Fax machines
Thumb-drives
IP telephones
Tapes
Personal digital assistants
CDs and DVDs
Cell phones
E-mail – server or remotely stored
Scanners
Voicemail on telephone systems
Copiers
Recycle bin
iPods and MP3 players
Instant messenger
Mainframes and servers
Data stored in the “cloud”

Answer to Question Q1: Short Answers IV

Characteristics of Computer forensics:
· Proper Acquisition and Preservation of Computer Evidence
· Authentication of Collected Data for Court Presentation
· Recovery of All Available Data, Including delete files
· The collection and search of specific data that will serve as acceptable evidence in a court of law
· Deals with storage media (e.g. hard disks),
· The examination and analysis of network logs

  Answer to Question Q2:

Before embarking on an engagement, it is important to consider the legal issues that are relevant to each case. Factors to consider include:
· Are the data being collected pursuant to a writ?
· Is the engagement team working at the direction of counsel, under privilege?
· Is the expert fully qualified and licensed where necessary and providing a sound opinion? For example, could the forensic accountant sustain challenges?
· Does the law require that the data be collected and analyzed by a licensed private investigator?
· If data are being collected internationally, is the engagement team familiar with international privacy laws?
· Does the forensic accountant or client have legal authority to gather the data?
· To whom does the data belong? Are there privacy concerns?
· Will the scope of the examination be limited to only relevant data?

Answer to Question 3:

A number of tools are available to the forensic accountant that can assist with data analysis initiatives as follows:

TYPE TypeDTESCRIPTION EXAMPLES
Type				Description				Examples

Basic Productivity Software							Excel, Access	
The forensic accountant may		
use common software used
for other business purposes.
Typically, the forensic
accountant will need to
acquire intermediate and
some advanced expertise
of the product.

Excel/Office Add-on Data							ActiveData,
TopCaats
Analysis Software
Intuitive programs that			
provide users with
easy-to-use utilities
that leverage Excel
and other Microsoft
products to perform data
analysis. Excellent price
performance, enabling
users new to data analysis
to experiment with
potential benefits without
incurring significant
implementation or
training expenses.

Data Analysis Software							IDEA, ACL

Comprehensive data
analysis programs
that support various
investigative activities,
including conversion of
multiple electronic
formats into a format
that can be used.


Specialty Software							WizSoft, SAS,
SPSS, Qualys

Special purpose software
to facilitate advanced data
analysis inquiry or special
investigative purposes,
e.g., data mining, security
and access.

Answer to Question 4:

Chain of custody, in legal contexts, refers to the chronological documentation or paper trail, showing the seizure, custody, control, transfer, analysis, and disposition of physical or electronic evidence.

Information in a chain of custody form can be as follows:

· Item number
· Case
· Evidence collected by
· Date and time collected
· Evidence description
· Description of collection method
· What software was used to view the file
· Where is evidence initially secured
· How is evidence initially secured
· Collector’s signature
· Copy history
· Date copied
· Copied by
· Copy method
· Disposition of original and all copies
· Transfer history
· Transfer from
· Transfer to
· Where evidence now stored
· [bookmark: _GoBack]How is evidence now stored
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