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	1. Give short answers to the following questions:
I. What is Computer Forensics?
Computer forensic can be explained as the tender of fraud investigation and analysis of determining, gathering and preserving evidence from any activities that took place from a particular computing device in a manner that is appropriate for presentation in a court of law. Thus, Computer forensic deals with the recovery and analysis of hidden evidence on computer and other storage devices in a way that is admissible as evidence in a court of law. The U.S. Department of Justice defines computer forensics as the use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events.

II. Why computer forensic engagements are carried out?
Computer forensic engagements are carried out to ensure an overall integrity and assist forensic accountants to electronically analyze manual journal entries and identify anomalies and potential risks with the help of analytical tools. Thus computer forensic engagement are carried out in a fraud investigation to determine the key players in the fraud. Carrying out computer forensic engagements can also be a basic element in a defense-in-depth approach to network and computer security.

III. Name some sources from which data can be retrieved.
In carrying out computer forensic, data such as internet history, lost or deleted files, web-based e-mails and logging and registry files can all be retrieved from sources such as laptop computers, removable disks, solid state storage, fax machines, tapes, thumb—rives cell phones, scanners and CDs and DVDs.
IV. Explain the characteristics of computer forensic analysis.
The characteristics of computer forensic analysis deals the scope and other issues relating to the fraud investigation. The scope deals with the collection and search of specific data that will serve as acceptable evidence in a court of law. Other characteristics of the computer forensic analysis deals with storage media or devices such as hard disk, CDs, DVDs and it involves the examination and analysis of network logs.

V. What are the benefits of data analysis?
Data analysis in computer forensic have so many benefits. The main benefit of data analysis in computer forensic is its ability to search and analyze a huge amount of data quickly and efficiently. Thus valuable data that has been lost and deleted by offenders can be retrieve which becomes substantial evidence in court. Data analysis in computer forensic also helps to reduce and even eliminate sample risk. Again data analysis in computer forensic leads to quick identification and extraction of certain risk criteria from the entire data population for further analysis.


2. What are the legal factors that should be considered before starting computer forensic engagement?
There is a need for anyone starting or conducting computer forensic engagement to consider the following legal factors that will solicit the success of the entire process.

Whether there is a subpoena that allows collection of data. Thus it is important to acknowledge that there is a law suit that permits the investigator to collect data from all suspected source.
Whether the expert have the necessary qualifications and license to provide sound advice. That is the forensic accountant must be someone who possesses all the legal requirements to undertake the investigation and again be someone who can withstands all the challenges associated to the investigation process.
In situation where data must be collected internationally, it is necessary to consider whether the engagement team are aware of laws pertaining to international privacy.
It is also important to understand whether the forensic accountant have the legal authority to gather the data.
It is also necessary to consider whether the scope of the examination is limited to relevant data

3. What tools are used by forensic accounts for data analysis?
There are various tools used by forensic accounts for data analysis in carrying out their investigations according to the purpose of the investigation; some of such tools are;
Excel and Access: These are basic productivity software that forensic accountant will need intermediate or advanced expertise in the use of the product.
ActiveData and TopCaats: These are also office add-on data analysis software that are user-friendly utilities that leverage Excel and other Microsoft products in order to perform data analysis. These tools are basically relevant for beginners in data analysis without incurring high training expenses.
IDEA and ACL: These are the main data analysis software that are used for comprehensive data analysis. It support various investigative actives such as converting multiple electronic formats into a single format.
WizSoft, SAS and SPSS: These tools are also specialty software that are used for special purpose to facilitate advanced data analysis such as data mining, security and access.

4. What is a chain of custody form? And what type of information does it contain?
The chain of custody form refers to a list of information that keep track of evidence that ensure proper evidence collection and proper maintenance of chain of custody of the evidence collected.
The chain of custody form contain information such as;
[bookmark: _GoBack]Who, referring to the one handling the evidence?
What, thus the procedures were performed on the evidence?
When, that is the time the evidence collected and transferred to another party
Where, that is, the place the evidence was collected and stored
How, referring to the process that the evidence was collected and stored
Why, implying the purpose of which the evidence was collected.



















Student Statement:

By submitting this assignment, I confirm that this is my own work.



	Student Signature
	ASIAMAH YEBOAH (DR)
	Date
	17-09-2015




For Tutor / Assessor Use Only
	Total Marks
	

	Marks Obtained
	

	Percentage / Grade
	




image1.png
ﬁ
o R




