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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
Unit 12 Question 1: I
According to the Institute of Internal Auditors (IIA):
“The Definition of Internal Auditing states the fundamental purpose, nature, and scope of internal auditing.
Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.”
The role of an internal auditor in an organisation varies from one organisation to another. The internal audit department can vary in their focus for example:
1. Focus on controls assurance (transaction auditing and internal controls evaluation)
In this case the internal audit department is focusses on compliance auditing which involves locations based auditing. This is more a reactive role where the focus is on testing compliance with internal controls that are already in place. 
2. Controls consulting (business process improvement/development)
In this approach the internal audit department plays a proactive role in developing control procedures by consulting with the parties (IT, management and staff etc.) involved when a new business process is being developed due to change or expansion in the organisation. 

3. Perform risk assessments per Institute of Internal Auditors (IIA) standards
In this approach the internal audit department complies with the IIA standards and approaches their role by determining the high risk areas by first performing a risk assessment. Using the results of the risk assessment the internal audit department plans the location, transactions and/or personnel on which to focus their compliance testing.

The above approaches will influence how internal auditors determine their areas of focus. Once these areas are defined, internal auditors will then execute tasks using the following skills:

· Core Skills in auditing: 
· Collecting documents and analysing them for authenticity
· Seeking corroborating evidence
· Testing and analysing data
· Sampling
· Interviewing

· Core skills in project management:
· Managing documents
· Planning
· Scheduling
· Creating and following up on audit steps
· Resolving issues
· Recording and communicating results

· Knowledge of the company and systems:

· Understanding the organisation’s structure
· Awareness of transactions and procedures
· Knowledge of how errors can be revealed
· Knowing the strengths of the organisation’s personnel, systems and business processes.



All of the above attributes and skills enable the internal audit department to obtain background information on people, systems and processes. The internal auditors’ past experience in audit provides them with valuable insights. They can use these skills to collect data in a forensic accounting investigation (working with an appointed forensic accounting investigation team) and can serve as advisors to forensic accountants regarding specific issues and follow-up actions.

Since internal auditors can come across fraud or red flags pointing to fraud, they should have some plan in place for dealing with such situations. Internal audit can do some or a combination of the following:

1. Specifically train members in forensic investigation experience and delegate the investigation to them.
2. Specifically hire members with forensic investigation and delegate the investigation to them.
3. Assign members already part of the internal audit department to a forensic investigation.
4. Work as part of a formal forensic investigation team led by the audit committee. 

























Unit 12 Question 1: II
Predominant source: A Guide to Forensic Accounting Investigation by Thomas W Golden et al (2006)
Forensic accountants and external auditors can complement each other in a forensic accounting investigation. The forensic accountants may either be from a specific forensic accounting branch of the external audit firm, or be completely independent from the audit firm. There are advantages and disadvantages to both and the level of independence required will depend on a number of factors such as:

· External auditors’ relationship with management.
· Whether there is a cry of “where were the auditors when this happened?”
· The legal requirements, if applicable.
· The skills base of audit firm’s forensic branch (staff, experience, language requirements and location requirements).
When accepting a forensic accounting engagement, the forensic accountant should determine whether there are any independence issues that disallow the engagement or limit its scope.

The questions the forensic accountants and the external auditors will work together to answer are:
· What are the financial implications?
· Who is involved in the alleged improper act?
· How significant and pervasive is it?
· How did it occur and go undetected until this time?
· What actions need to be taken to remediate the system of internal controls so that it does not happen again?
· Is the entity vulnerable in any other areas?
External auditors are not experts in in forensic accounting investigations and will expect the forensic accountant to provide the following:
· Advice on the appropriate procedures to be applied.
· The expected cost of such procedures.
· The associated risks of the procedures.
· The expected outcome of such procedures.
An audit firm can use their forensic accounting investigators to do the following:
· Receive detailed reports of questions and facts discovered by 10A counsel. Attending selected interviews with 10A counsel and/or counsel’s forensic accounting advisors may be appropriate in some situations as well.
· Additional document review e.g. email or expanding audit tests on certain accounts.
· Attending update meetings called by 10A counsel to advise on the progress of an investigation
In the US, Section 10A is part of the Securities and Exchange Act. The above are procedures described for a company subject to US legislation.

External auditors contribute the following to a forensic accounting investigation:
· The knowledge and understanding of the business, its processes and procedures and personnel and their associated risks.
· Working papers that can be used to assist the investigation.
· External audit staff can assist in the investigation.

When forensic accountants have this assistance from external auditors it can help the investigative team make a powerful start. As a caveat, the information may misinform the forensic accountants, if it is deliberately or erroneously inaccurate, and as a result might negatively affect the investigation.































Unit 12 Question 1: III

During a forensic investigation there are a number of parties involved such as:
· Counsel – in-house, external, appointed by the suspect etc.
· Internal auditors
· External auditors
· Forensic accountants
According to: A Guide to Forensic Accounting Investigation by Thomas W Golden et al (2006)
“These parties to the investigation may well attempt to influence the investigative process, favor their individual concerns, and react to events and findings in terms of individual biases. Forensic accounting investigators thus often have the task of conveying to all constituencies that the results of the investigation will be more reliable if all participants and interested parties work together and contribute their specific expertise or insight with truth-seeking objectivity.”

Specifically, internal audit will have a number of objectives for example:
1. Maintaining their relationship with management
2. Shielding team members from criticism
The above two objectives are relevant if the internal audit team feels embarrassed that the fraud occurred on their watch. 
Other objectives that internal audit may have are:
3. Completing the audit plan within the time period
4. Assisting the investigation in accordance with IAA standards 

Examples of these standards according to:
Fraud and internal audit: Current Views, Examples and Resources by IAA http://www.theiia.org/chapters/pubdocs/56/fraud___internal_audit_iia_6sep2012.pdf are:

i. IIA Standard 1200: Proficiency and Due Professional Care

1210.A2 – “Internal auditors must have sufficient knowledge to evaluate the risk of fraud and the manner in which it is managed by the organisation, but are not expected to have the expertise of a person whose primary responsibility in detecting and investigating fraud”.

ii. IA Standard 1220: Due Professional Care

1220.A1 –“ Internal auditors must exercise due professional care by considering the: 
· extent of work needed to achieve the engagement’s objectives
· related complexity, materiality, or significance of matters to which assurance procedures are applied
· adequacy and effectiveness of governance, risk management, and control processes
· probability of significant errors, fraud, or noncompliance 
· cost of assurance in relation to potential benefits”

iii. IIA Standard 2060: Reporting to Senior Management and the Board

“The chief audit executive (CAE) must report periodically to senior management and the board on the internal audit activity’s purpose, authority, responsibility, and performance relative to its plan. Reporting must also include significant risk exposures and control issues, including fraud risks, governance issues, and other matters needed or requested by senior management and the board.”

iv. IIA Standard 2120: Risk Management
2120.A2 – “The internal audit activity must evaluate the potential for the occurrence of fraud and how the organisation manages fraud risk.”

v. IIA Standard 2210: Engagement Objectives
“Internal auditors must consider the probability of significant errors, fraud, noncompliance, and other exposures when developing the engagement objectives.”

Based on the above IIA standards, internal auditors’ objectives will also probably include the following:
· Conducting their role in the investigation with due professional care.
· Gathering sufficient information so that, in order to learn important lessons from the fraud, the following questions can be discussed with management once the fraud investigation has been completed:

According to: IPPF Practice Guide on Internal Auditing and Fraud  (2009), questions internal audit should discuss with management are:
· How did the fraud occur? 
· What controls failed?
· What controls were overridden? 
· Why wasn’t the fraud detected earlier?
· What red flags were missed by management? 
· What red flags did internal audit miss?
· How can future frauds be prevented or more easily detected?
· What controls need strengthening? 
· What internal audit plans and audit steps need to be enhanced?
· What additional training is needed?
Unit 12: Question: IV
Predominant source: A Guide to Forensic Accounting Investigation by Thomas W Golden et al (2006)

Forensic accounting investigators work is a highly charged atmosphere and often present their findings in forums ranging from the boardroom and the courtroom to hearings before government agencies/regulators.

A fraud investigation will most often be led by an audit committee. The committee will probably appoint counsel to lead the investigation. Other team members will include internal auditors, external auditors and forensic accountants. Thus the forensic accounting investigators are part of the team of a forensic investigation, but not the leaders of an investigation. 

In order for an investigation to be successful it is important that the other parties in a forensic team consult with the forensic accountants when decisions concerning the investigation are to be made. Ideally the forensic accounting investigator should have significant influence over procedures pertaining to financial aspects of the investigation. One key decision to make is the degree to which the forensic investigator can rely of the work of others, specifically internal and external audit. Another common decision, is whether the forensic accounting investigators - with their knowledge of accounting systems, controls and typical fraud schemes - may be added to the team that evaluates the entity’s business processes to strengthen the controls that allowed the fraud to happen.

In an investigation the interested parties have individual concerns and perspectives. They may attempt to influence the investigative process to favour. Forensic investigators often have the role of conveying to all parties that the results of the investigation will be more reliable if all interested parties work together and contribute their specific expertise or insight with truth-seeking objectivity. The forensic accounting investigator must strongly urge the audit committee to confer with all parties involved on a regular basis
It is possible that some parties will feel very defensive that the fraud happened on their watch (e.g. management, internal audit and even external audit). They may feel very sensitive to the forensic accounting investigator’s presence, thus it is the forensic accountant’s job to defuse such defensiveness as quickly and thoroughly as possible usually through empathy and consideration on the part of the forensic accounting team.

It is possible that during the course of an investigation that the forensic accounting investigator is alone in advocating a certain course of action or series of procedures. For example, an audit committee interprets whistle-blower allegations as implicating revenue recognition practices but not policies involving amortisation of related marketing costs, and the forensic accountant disagrees. In all cases the evidence should be the driving force in determining the scope and course of the investigation.

The best and most practical use of a forensic accounting investigator is to conduct sufficient procedures to unambiguously resolve allegations, taking care not to open themselves up to litigation if stating: “We conducted our investigative procedures and noted no evidence of fraud”.

Forensic accounting investigators work can work with internal and external audit and make use of the “core skills” of internal audit (mentioned in Question 1: I) and the contributions external audit can make( mentioned in Question 1: II)

Forensic accounting investigators rely on counsel to take responsibility for providing guidance regarding legal matters/aspects of the investigation. In addition, whilst the forensic accounting investigator can and should make recommendations pertaining to the investigation, if there are differences that relate to opinion, then the forensic accounting investigator should follow the preferred route stated by counsel and/or the audit committee as ultimately it is the audit committee’s investigation, not the forensic accountant’s investigation.

Forensic accounting investigators can bring the following skills and experience to an investigation such as:
· Technical qualifications (such as CFE).
· Experience in forensic accounting investigation, with a track record of successfully and unambiguously resolving allegations.
· The ability to understand complex business transactions and their effects on financial statements.
· Forensic technology tools and the experience to deploy them.
· Knowledge of criminology and the workings of the white-collar criminal’s mind and methods.
· Testimony experience before regulators.
· Forensic interviewing experience.
· The ability to work effectively in an unstructured and dynamic environment.
· Patience and listening skills.
· The ability to approach situations objectively and without bias.
· Persistence and the will to ask tough questions and deal with difficult high-stress situations.
· Integrity.

Forensic accounting investigators seek to find answers to the following questions:
· Who is involved?
· Could there be co-conspirators?
· Was the perpetrator instructed by a higher supervisor not currently targeted by the investigation?
· How much is at issue or what is the total impact on the financial statements?
· Over what period did this occur?
· Have we identified all material fraud schemes?
· How did this happen?
· How was it identified, and could it have been detected earlier?
· What can be done to deter recurrence?



Primarily forensic accountants are fact finders and are not typically engaged to reach or provide conclusions (in contrast to a financial auditor’s role.). The exception to this would be in a civil litigation when they might be asked to opine on the existence of fraud under civil evidence standards. In this case the forensic accountant needs to determine whether the nature, timing and extent of the procedures were sufficient. 



































Unit 12 Question 2
Predominant source: A Guide to Forensic Accounting Investigation by Thomas W Golden et al (2006)

Forensic accounting investigators can work successfully with lawyers in a fraud investigation. Typically when there is a suspected fraud in-house counsel are the first to be informed.

The audit committee is normally responsible for working with counsel to appoint an investigating team, of which lawyers and forensic accounting investigators are a part of.

Forensic accounting investigators can expect to work with lawyers in a number of situations such as:
· Internal investigations with respect to accounting or reporting matters generally triggered by:
· Anonymous tips
· Audit committee concerns
· External auditor findings
· Media or regulatory reports or communications
· Regulatory investigations
· Tax authority subpoenas or inquiries
· Civil litigation – e.g. contract issues, shareholder lawsuits, wrongful termination claims and fraud recovery actions.

There can be several lawyers representing various parties in a forensic accounting investigation. Such as:
· Counsel for the audit committee
· Counsel for the company defending itself against a regulator or criminal charges
· Counsel for suspects/targets of the investigation
Each of the above lawyers will have a client to protect and a different agenda. The forensic accounting investigator has to work with these various parties, whilst avoiding unintentional sharing of privileged information (discussed in Question 3).

When a fraud is suspected or discovered the audit committee typically rely on counsel (lawyer(s)) to give them advice on a number of issues, one of these issues will be appointing a forensic accounting investigator. The lawyers will consider the skills and experience they require the forensic accounting investigator to have – these skills are covered in Question I: IV.



Once a forensic accounting investigator has been hired, they need to understand the following when working with lawyers, namely:

· Their expected role and responsibilities with regard to other team members
· What other professionals are involved (both current and contemplated)
· The extent and source of any external scrutiny (HMRC, CPS, regulators etc.)
· Any legal considerations (extent of privilege, expectation that the company intends to waive privilege, expectation of criminal charges etc.)
· Anticipated timing issues
· Expected form, timing and audience of interim or final deliverables
· Specifics of the matters under investigation, as currently understood by counsel
· Any limitations on departments or personnel that can be involved, interviewed, or utilised in the investigation process.

Independent counsel along with the forensic accounting  investigators often take the lead in setting up, organising and managing the investigative team. This may include determining who to select and retain on the team.

Although counsel officially leads the investigation, the forensic accounting investigator is often the cornerstone of the investigation may provide the following types of help and support for the team directed by the lawyer:

· The ability to plan and conduct a financial crime investigation.
· Expertise in accounting, regulatory auditing, internal controls and financial analysis.
· Interviewing skills, both fact-finding from witnesses and admission-seeking from suspects.
· Expertise in performing data mining and data interrogation of the company’s books and records, including email.
· Experience in document authentication and knowledge of a network of subspecialists trained in highly technical authentication procedures such as printer analysis and authentication through forensic laboratory science.
· Ability to accumulate public financial and nonfinancial information e.g. regulatory filings, if applicable.
· Ability to review and interpret internal accounting transactions and their compliance with various rules.
· Forensic imaging and other IT expertise e.g. email search tools and other data analysis tools.
· Support of the lawyer (counsel) in developing various hypotheses and investigative procedures and techniques.
· Background checks on relevant personnel.
· Vendor validity checks using publicly available information.
· Preparation of specific sections of the draft and final reports or support of counsel for report sections that focus on accounting, reporting or financial information.
· Coordination with both internal and external auditors and the audit committee – since this is the forensic accountant’s area of expertise but not necessarily counsel’s. 
· Review and critique of financial, accounting, or reporting analysis and advice provided by other specialists – this is especially important as some lawyers do not have extensive accounting experience and they may not understand certain accounting concepts.
· Among larger firms, a global network of investigators to assist in multinational investigations. 

The types of documents that a forensic accounting investigator will review in an investigation include:

· Public information e.g. SEC filings, press releases, analyst reports, background checks and internet searches.
· Documents provided by the company – voluntarily, for most internal investigations.
· Legal documents and filings available to counsel.
· Accounting records provided by the company.
· Information from the external auditor.
Documentation management issues in a forensic investigation

· Since the number documents gathered and produced in the fraud investigation will be numerous, counsel, who is often primarily responsible for document management, will assist in setting up an indexing (filing) system. It is important for the forensic accounting investigator to follow the system that counsel sets up. 

· Since many documents will pass the forensic accountant investigator’s way, they, in conjunction with counsel, must establish procedures for sharing any documents with the rest of the investigation team. The system must accurately catalogue and track evidence according to source, date received, investigation topic etc.

· At all times the systems established by counsel and the forensic accounting investigator must ensure that the chain of custody is maintained.

· When documents are given to third parties by the forensic accounting investigator, duplicate copies should be kept as a record and filed separately

· Sufficient documentation should be kept to support any reports, memorandums or deliverables that the forensic accounting investigator makes.

· In a civil case the investigation team can utilise the discovery process to gain access to various types of personal information from the charged suspects not normally available in an internal investigation e.g. bank statements, tax returns etc. Counsel can advise on what can be collected and how it can be obtained.


Key information assisting in providing information as to any remedial actions that are necessary, may also be obtained by the forensic accountant during interviews with key personnel. Interviews can be conducted in the presence of both counsel and the forensic accountant.

 Note that interviewing for internal investigations has the following complications:
· Lack of subpoena power – interviews are voluntary at all times
· Testimony not under oath – the interviewee is not under oath to tell the truth
· Interviews are more informal than depositions – the output is simply notes taken by counsel or others participating.
· Interviews rely on the cooperation and availability of the interviewee.
In a fraud investigation the forensic accounting investigator may only be involved in interviews that relate to their area of expertise, counsel may conduct other interviews without the forensic accountant’s assistance.


When working with a forensic investigation team  the forensic accountant should avoid the following:
· Providing legal advice or making legal assertions in the work or deliverables (reports etc.)
· Providing actuarial or valuation guidance unless appropriately trained and qualified.
· Acting as a judge or jury by making judgements as to the guilt or innocence of a particular people or groups.
· Expressing an audit opinion except as stated in a civil case (see Question 1:IV). If the forensic accountants have accounting and auditing experience then it may be appropriate for them to express an opinion.
· Creating legal exposure as a result of comments that may lead to claims of defamation, libel, slander etc.
The lead forensic accounting investigator may need to remind their staff of the above from time to time.


Unit 12 Question 3
Privacy has two aspects to it in an investigation: legal privilege and confidentiality.

Forensic accounting investigations usually focus on asset value overstatement or liabilities understatement. It may be that previously published financial statements are found to be materially misstated. The extent of the problem has to be determined and corrective action taken. 

In the case of a publically listed company there will be various interested parties (regulators, stockholders, lenders, employees). It is essential that the investigation is kept confidential (whilst complying with legal requirements of reporting fraud, such as to SEC regulators.) A company may also choose to voluntarily disclose information to regulators.

Interested parties need to be informed as soon as possible; however, the company needs to control the delivery of the information, so as to take responsibility for the negative information whilst containing the obvious damage associated with such information. A media leak or leaks to competitors can be disastrous to the company – both in share price as well as future earnings.  Leaks can result in the following sorts of questions:
· Was the misstatement deliberate?
· Who knew or should have known of the misstatement?
· What needs to be done?
A current example of fraud exposure by media is the VW emissions scandal where the share price dropped significantly, vehicle sales are down and many questions are still being asked. 

According to: The Telegraph article (summarised): Volkswagen scandal: how two campaigners exposed the world’s biggest car company:

For months VW dodged the obvious evidence (presented by the campaigners) that their emissions were up to 35 times higher than stated in the tests. Ironically, the two campaigners responsible for discovering the fraud were actually investigating American diesel emissions to prove to Europe that diesel cars in can run clean, since America had cracked the problem. It was only later when the EPA (Environment Protection Agency) and CARB (Californian Air Resource Board) threatened to withhold certification for the 2016 models, that VW admitted its wrongdoing.
 
Clearly VW opened itself up to media exposure due to their very poor handling of the fraud discovery. It would appear they only tried to investigate the fraud once they were put under pressure by the EPA and CARB.




Part of managing the confidentiality and privacy in an investigation is understanding the need for confidentiality and adhering to the legal requirements (e.g. disclosure and privilege) of the investigation.

Since investigators can open themselves, their employers and the company being investigated to litigation (libel, defamation, slander etc.), it is vital that counsel make the confidentiality requirements clear and set procedures in place so that they are complied with.

It is important to note that what is considered falling under privilege in a forensic accounting investigation in the US is broader than the requirements for privilege in the UK.  Either way, there can be severe consequences if attorney-client privilege is not maintained.

In an investigation there may be a number of attorneys representing different parties, resulting in the possibility that information subject to privilege is accidently shared with other parties. 

To enable the information in an investigation to remain confidential, and the rules of privilege are adhered to, counsel in charge of the investigation can do the following:

· Form an initial investigation team – as small as possible to begin with. This contains the spread of information at the beginning until it has been established that there is reasonable cause to begin a full investigation.
· Have initial conversations with stakeholders e.g. the market, shareholders, employees, lenders, regulators – this aims to take an active role in investigating allegations rather than hoping they will go away and thus opening the entity up to media or competitor leaks.
· Lead counsel should communicate to all team members (including the initial members the following:
· Any legal considerations (extent of privilege, expectation that the company intends to waive privilege, expectation of criminal charges etc.)
· Any limitations on departments or personnel that can be involved, interviewed or utilised in the investigation process. The personnel can be part of the entity being investigated or staff of the companies assisting in the investigation. 
It is essential that there is no conflict of interest between the team members or the companies they belong to, which may later cause an aggrieved party to have those firms removed or worse have the investigation derailed.
· Lead counsel should prepare, maintain and disseminate a working-group list -this is very helpful in sorting out which law firms or experts represent whom.
· Lead counsel should have a method for filing and tracking documents and communicate to all team members how it works and insist they comply with this method.(Documentation management was discussed in Question 2).

Within an investigation an incumbent accountant may be more willing to release working papers if they are for sight only. An access letter (in US for 10A affected investigations) can be given to the accountant setting out the limitations for which the working papers can be used.

 According to the (summarised) article: A Checklist for In-house Counsel Strategies to Protect Solicitor-Client Privilege http://www.cba.org/CBA/activities/includes/inhouse-checklist.aspx 

In-house counsel should include following steps for best practice:
1. Be clear when you are working in your lawyer role 

· Use a different letterhead and/or email signature
· Note your role on documents where possible
2. Put in place appropriate corporate policies.

· Require communications to counsel to be in writing especially when it is a request for legal advice on a specific issue.
· Make sure people with legal training who have operational responsibilities avoid giving legal advice at any time. Legal opinions should come from legal counsel in the legal department.
· Set up a system to communicate, regularly and frequently, the importance of clearly marking files as "confidential", "privileged", etc. and keeping those files separate from management, operational, and other non-legal files.

3. Establish good communications practices – e.g. marking documents as “confidential”, “privileged” etc.

4. Have everyone follow office procedures - for filing, secure storage etc. 

5. Act on concerns about the loss of privilege

6. Strategies to avoid the denial of privilege on the grounds that communications were not kept confidential
· Keep communications and documents that you feel you may need to impress with privilege restricted by:
· Locking or securing them so that access is restricted.
· Limiting access only to people who truly need access to them.
· Noting on the documents and elsewhere that the material is not to be copied, circulated, or disclosed. Protect the organisation from the unauthorized or inadvertent communication of documents to third parties, especially by e-mail or other similar technologies. Consider password protection, secure transmissions systems, encryption, verification of recipient address information, use of audit trails, etc.
7. Strategies to avoid the denial of litigation privilege (communications not made "for the dominant purpose of preparing for existing or expected litigation")
· State, on the face of the documents, the purpose of information gathering, including interviews, when it is being done for the purpose of preparing for litigation. Use a number of means to indicate this, (an introductory paragraph, for example) not just a rubber stamp.
· Separate information gathered by subject matter and label the files appropriately, including noting that the material is for the purpose of preparing for litigation.
· Differentiate between ordinary internal reports and investigative reports completed for (possible) litigation.
· Avoid including in investigative reports being prepared for (possible) litigation information that may have been obtained for other organisational purposes.
· Consider using outside legal counsel for investigations. Privilege seems to be less vigorously attacked due to the presumption that they are truly acting in a professional capacity.
Whilst the abovementioned checklist relates to in-house counsel, the steps for maintaining privilege can be translated to a forensic accounting investigation.

In the UK the big four accounting firms commonly use a “Chinese wall” in their work to protect the confidentiality of their work.  A forensic accounting investigation can adopt this practice to enhance confidentiality. According to:  AICPA Conflicts of Interest and Confidentiality: It is possible for a Chinese wall to be effective in a firm, provided it has the following:
· The physical separation of the various departments in order to insulate themselves from each other – this often extends to such matters of detail as dining arrangement.
· An educational programme, normally recurring, to emphasise the importance of not improperly or inadvertently divulging confidential information
· Strict and carefully defined procedures for dealing with a situation where it is felt that the wall should be crossed and the maintaining of proper records where it occurs
· Monitoring by compliance officers of the effectiveness of the wall
· Disciplinary sanctions where there has been a breach of the wall.
In summary:
· A fraud investigation handles a lot of confidential information. 
· Counsel has experience in methodologies to maintain confidentiality as well as the legal understanding of what is considered privilege.
· The rules of privilege differ in the US and the UK. 
· If confidential information is unknowingly or deliberately shared it could have serious consequences for the investigation and the participating parties may open themselves up to litigation.
· Forensic accounting investigators, particularly from large accounting firms are used to employing confidentiality methods e.g. a Chinese wall. Thus they can also contribute to developing the processes needed for ensuring privacy is achieved in a forensic investigation.
· Because of the above facts, it is best that the investigation is led by counsel who will develop (in conjunction with forensic accountants) and communicate an effective way of collecting, maintaining and sharing the information uncovered during an investigation whilst maintaining legal privilege and confidentiality.
· A members of the investigation team should follow counsel’s advice regarding privilege and confidentiality throughout and after the investigation.
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