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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	1. Short Answers –

I) The factors on which fraud risk assessment depends could be some of the following -

i. Entity – Fraud risk factors should always initially be considered at this level, who are the executives and employees? What are their personalities? What is their working environment? What is the entities organisational culture?

ii. Behavioural – What is the behavioural culture of the entity?

iii. Products and Services – What products and services does the entity deal with?

iv. Geography – Where is the entity located physically and virtually?

v. Divisions – What is the company structure of the entity?

vi. Accounting and Business Processes – What processes take place in the entity being examined?

vii. Controls – Are there internal and external controls in place, are there regular audits?

viii. Computerized systems – What computer systems are being used, can those systems be manipulated?

II) The main concepts or general understanding about risk assessments are that without them an entity is unable to defend itself from the risk of fraud.  

The management of the entity needs to assess the risk and mitigate it.  This requires the following kinds of people and strategy -

a) Leaders – These should be people such as internal auditors who can carry out effective risk management, they should be experienced and have the support of the entities board of directors and the audit committee.

b) Team – These should include people from a cross section of the entity but especially accounting and sales as these are more vulnerable to fraud.  Risk assessments should be documented so the participants are accountable and so they can act as learning tools for future and better assessments.

III) The internal factors that should be considered for fraud risk assessment are any factors that contribute to the increased probability of fraud and embezzlement, such as –

a) Absence of a culture that encourages honesty.

b) Lack of performance standards and standards for personal conduct.

c) Lack of Legal, ethical, fraud detection and security related training.

d) Lack of a company policy explaining sanctions for financial crimes and breaches of security.

e) Failures to take action or give counsel where organizations. Principles have been violated, these could be things like unsatisfactory levels of performance or questionable personal behaviour.

f) Lack of clarity in job roles, accountability, duties and responsibilities.

g) Lack of regular audits and inspections, lack of follow-up to monitor compliance with organisational goals, policies, procedures, priorities and government regulations.  A general lack of accountability in key positions.

IV) Inherent Risk is the percentage chance of a certain type of fraud scheme occurring, or it could be as simple as a high, medium or low.  Factors considered when assessing the various types of fraud could be things such as industry, strategy, organizational structure and market volatility.  

e.g. In a cash rich business such as a retail shop, food takeaway, post office or a bank, skimming by cashier staff may be considered to have a very high risk of occurring, possibly being a 90-100% inherent risk.  However in an online shop or business where all transactions are made online via PayPal or credit cards, as no cash is changing hands skimming would have no risk or be a 0% inherent risk.

V) Residual risk can be calculated by subtracting the internal controls that are in place from the inherent risk.  There are two possible results for residual risk.

One would be: no response as the risk is accepted.

Two would be: take action or further preventive measures in order to mitigate residual risk.

Whichever result is reached it should be documented and tracked in order to determine the company’s ability to measure and manage the risk.

2. The Risk Assessment checklist below is for my Local Council, I worked for several councils around my area over the last 10 years and am aware of the internal policies and procedures relating to the risk of fraud.
Yes

No

N/A

Ref

1. Does the

organization have

an adequate level

of

fraud awareness

and are there

appropriate

policies to

minimize fraud

risk?

Specifically:

a. Generic risk

factors

Has each

employee been

assigned a

maximum

‘‘opportunity

level’’ to commit

fraud; has

management

asked itself,

‘‘What is the

maximum amount

in which

this employee

might defraud the

organization, and

does this

represent an

acceptable risk for

each employee”?

Has management

asked itself the

question,

‘‘Have we ensured

that no single

employee - or

group of

employees in

collusion - can

commit a

fraud that would

place the

organization at

imminent

risk of collapse?’’;

i.e. has a

“catastrophic”

opportunity level

been assigned to

each employee?

As per

organizational

policy, can the

management

immediately

dismiss anyone

who has

committed fraud?

As per

organizational

policy, are all

frauds reported to

the authorities,

and do they press

charges?

Have the reasons

for all past frauds

experienced by

the entity been

evaluated, and has

corrective action

been taken?

b. Managing

individual risk

factors by

promoting

moral behaviour

and minimizing

the motivation to

commit fraud

Does the

organization’s

mission statement

include good

corporate

citizenship

(maintaining a

good standing in

the community) as

a goal?

Is there a written

code of ethical

and business

conduct?

Are there ethical

and security

training programs

for new

employees and

updates for

existing ones?

Does management

set a clear, visible

and correct

example for other

employees by

following the

mission

statement,

conforming to the

code of ethics and

business conduct,

and following

other

organizational

policies?

Does corporate

culture shun

unethical

behaviour such as

hostile

competitiveness

with colleagues,

rigid and petty

policies, overcentralization

of

authority, etc.?

Does the

organization

favour individuals

of high moral

character over

unethical people

during the hiring

process?

Are screening

procedures such

as background

checks,

psychological

tests, drug tests,

and lie detector

test used for

sensitive

positions?

Are employees

with alcohol or

drug abuse

problems provided

counselling by the

entity?

Does the

organization

maintain healthy

employee

relationships and

fair compensation

policies including

salaries, fringe

benefits,

promotions,

performance

appraisals, and

severance

packages?

Are these policies

favourable as

compared to

competitor

organizations’

policies and are

they successful in

deterring fraud

and employee

disenchantment?

Are employee

grievances dealt

with fairly?

In order to obtain

feedback on its

employee

relations policies,

does the

organization

conduct exit

interviews with

employees who

are leaving?

c. Management

awareness

Does management

seem aware of the

possibility of fraud

and how it might

be committed; i.e.

does it see signs of

potential fraud

such as drug abuse

by low-paid

employees who

suddenly seem to

have acquired

wealth?

2. Does the

organization have

an adequate

internal control

mechanism?

Specifically:

a. Fraud integral

to internal

controls

Does the

organization’s

internal control

mechanism

express an

unambiguous

need to prevent

fraud?

b. Control over

physical and

logical access

Does the

organization take

precautionary

fraud prevention

measures such as

locking doors,

desks and cabinets

when left

unattended,

especially in

sensitive

departments that

hold valuable

assets and files

and documents

related to

personnel, payroll,

cheques, customer

and vendor lists,

corporate

strategies,

marketing plans,

and research?

As per

organizational

policy, are

passwords and IDs

required to access

general

computers?

Does the

computer system

require additional

access information

for sensitive files

and applications?

For instance, does

each user ID have

limited access and

are there

additional

requirements such

as biometrics,

smart cards and

temporary PINs

for remote access?

Does the

organization

ensure that access

is restricted to

those who need it

to perform their

jobs and prohibit

the loaning of keys

to or the sharing

of passwords with

unauthorized

employees who do

not have access?

Are there

additional

computer security

and electronic

surveillance

systems for

sensitive areas?

Does the

organization

appear to have

sufficient internal

controls to an

unbiased

observer?

c. Job descriptions

Are job

descriptions

written and

specific in the

organization?

Do employees and

managers adhere

to their job

descriptions?

Is there an

organizational

chart that reflects

and is consistent

with employee job

descriptions?

Is there

segregation of

incompatible

duties such as

handling cash and

other valuable

assets, and related

records?

Is there proper

segregation of the

purchasing

function, i.e.

ensuring that the

same person does

not requisition

goods and

services, approves

their payment,

and accesses

accounts payable?

Is there

duplication of

especially

sensitive duties?

For example,

ensuring that

cheques worth

over a specific

amount are

double-signed.

Are annual

vacations specified

in job

descriptions?

Has the process of

formulating and

specifying job

descriptions been

integrated with

the consideration

to prevent fraud?

d. Regular

accounting

reconciliations

and analyses

Are bank

reconciliations

carried out for all

accounts?

Are accounts

receivable being

reconciled month

to month, and

general ledger to

sub-ledger?

Are accounts

payable being

reconciled month

to month, and

general ledger to

sub-ledger?

Is there variance

analysis of general

ledger accounts

such as budget to

actual and current

year to previous

year?

Is there vertical

analysis of profit

and loss accounts

i.e. profit/loss as a

percentage of

sales, and against

historical or

budgeted

amounts?

Has there been a

detailed analysis

of sales and major

expenses by

product line and

geographic

territory?

e. Supervision

Are supervisors

and managers

aware of fraud

indicators and are

they alert when an

unusual event

occurs or when a

supplier or

customer

complains about

their accounts?

Do supervisors

and managers

diligently carry out

employee

performance

reviews by

conducting

account

reconciliations and

even (where

appropriate and

required) asking

the employee to

re-perform the

task?

For smaller

businesses where

segregation of

tasks and duties is

not possible, do

managers closely

supervise the work

being performed

by employees to

compensate for

the lack of division

of labour?

Are instances of

management

override, i.e. when

supervisors or

managers take

charge of, alter, or

interfere in

subordinates’

work, prohibited

and are others

aware of it as a

fraud indicator?

f. Audit

Does the

organization have

an internal audit

function?

Does the internal

audit function

regularly monitor

and perform

checks to ensure

the effective

performance and

maintenance of

fraud prevention

mechanisms?

Are external audits

performed

regularly, i.e.

quarterly in large

organizations?

Do external

auditors receive

the full

cooperation of the

management

through the audit

committee during

audits and

especially during

fraud

investigations?

3. Has the

organization

addressed the

following

fraud prevention

issues?

Promoting an

ethical

environment

Risk financing

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes
No

No

No

No

No

No

N/A

N/A

Employees have not been evaluated individually, so this will need to looked into.

Not assigned to each employee, so will need to be looked into.

Employees would be sent home and an investigation made prior to their dismissal.

Fraud is still committed from time to time so maybe the controls currently in place are not adequate.

Dependant on the observer and their perspective, some may not see the controls as adequate.

This possibly needs to be looked at as a potential area for fraud being committed.
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