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	1. Question 1:
Question 1.1 

Outline the factors on which fraud risk assessment depend.

The factors on which fraud risk assessment depend are:
· The vital element of risk assessment is for example, what is the likelihood that fraud may occur within the organization? and
· If the fraud did occur within the organization, what would the impact be internally as well as externally on the company?
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· Furthermore, typical factors on which fraud risk assessment depend are:

- Consideration in regard to organizational environment (example construction company versus a bank etc;

- Internal controls and their effectiveness;

- Profile of employee management as well as employees (do they fall in the typical fraudsters profile range, personality etc,

- Does the working conditions generate pressure, incentive / opportunity to commit fraud etc.

- Corporate environment factors as well as internal factors play a considerable role in regards to fraud risk factors. 
Question 1.2 

What are the main concepts of risk assessment?
The main concepts of risk are:


· Typically, in companies the Board of Directors hold ultimate responsibility for Risk Management based on their duty to perform governance oversight; 

· The Risk Committee as well as Executive Committee then deploys the governance of risk strategy, through prevent, detect & respond to risk;
· Management should take a meticulous approach to risk assessment and perform pro-active reviews, rather then ad-hoc reviews of risk. 
· Process as well as people should be included in this approach
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Question 1.3 

What are the internal factors that should be considered for fraud risk assessment?
The internal factors that should be considered for fraud risk assessment are centered around management controls that aren’t sufficient as well as risk monitoring that is inadequate and:
· Dishonest organizational culture that is left unattended;
· Code of Conduct Policy failure, in respect to not implement a policy that describe bare minimum tolerable standards of personal behavior and performance;
· Training failure / not providing training in regards to ethics, legal compliance, fraud, risk etc;
· Failure to take action against staff for policy violations when their actions are in breach of policy;
· Derisory company policies in regards to sanctions for legal, ethical,
violation; such as frauds and white-collar crimes;

· Risk monitoring failure in regard to not performing periodic audits that is well times and follow-through compliance in line with entity policies, procedures, and division goals etc.
· Regulations such as a lack of accountability in key positions
vagueness in job related duties, responsibilities, and areas of liability.

Question 1.4 

What is ‘intrinsic risk’?
· The intrinsic risk or (inherent risk) means the internal risk of fraud. 

· This is normally assessed by the internal team. 

· The assessment could be a possibility of (20 to 100%) or level, plainly specifying low, average, or high risk internally for the company.

Question 1.5 

Define the term ‘residual risk’.
Residual risk is:
{control adaptation - inherent risk = residual risk}

· The arithmetical procedure in which the level of control adaptation is subtracted from the inherent risk will leave the residual risk.  
· It would take the shape of whatever was selected for inherent risk. Residual risk will predictably require one out of these two responses:
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The response as well as monitoring plan deployed by the company should be recorded in the risk register as well as various committee register such as Executive Committee and Risk Committee. 

It should be maintained for governance of risk records as well as tracking of ability to manage risk.

2. Question 2:

        Prepare a fraud risk assessment check list for any business of your choice.
     Fraud Risk Assessment Check List
IND

Fraud Risk Management Checklist 

Policy Indicators 
In 

Progress
No 
Yes
REF 
1
Does the organization have a Fraud Risk Policy in place?

2
Does the organization have a Code of Conduct Policy in place?

3
Does the organization have a Conflict of Interest Policy in place?

4
Does the organization provide fraud risk management training to new and current staff?

5
Does the organization have a Finance Policy in place?
6
Does the organization maintain a Fraud Reported Register?
7
Does the company have a Procurement Policy in place?
8
Does the company maintain a Whistle Blower Hotline?
IND

Fraud Risk Management Checklist 

Supervision Indicators
In 

Progress
No 
Yes
REF 
9
Is the oversight of the finance operations sufficient?

10
Do managers and line supervisors have adequate understanding about fraud?

11
Do managers and supervisors carefully review the work of their assistants; for example, accounting settlements / petty cash?
12
Segregation of duties in place?

13
Changing subordinate work, is this allowed and is others aware that this may be a high risk area?
14
Does the Group CFO receive monthly update reports from Country CFO’s at subsidiary level?

15
Does the organization maintain Risk Register for financial or fraud irregularities reported from Country CFO to Group CFO level?

16
Does the Group CFO escalate financial or fraud irregularities reported by the Country CFO to the Audit Committee or Risk Committee?

IND

Fraud Risk Management Checklist 

Job Description Indicators  

In 

Progress
No 
Yes
REF 
17
Does the organization have written and precise job descriptions?

18
Do employees and managers stick to these job descriptions?

19
Is the company plan in line with job descriptions?
20
Handling of cash, valuables and cheques, is this an isolated function?
21
Procurement, can the procurement officer make request and purchase? Is there segregation?
22
Are particularly sensitive duties duplicated; the double-signing of checks over a particular amount?

23
Do job descriptions specify that yearly vacations must be taken?

IND

Fraud Risk Management Checklist 

Internal Control Indicators – Assets 
In 

Progress
No 
Yes
REF 
24
Does the organization have an adequate system of internal controls?

25
Has prevention and need for internal control been clearly communicated?
26
Does the organization lock away, employees and workers, checks and other accounting documents, customer and vendor lists, research, marketing plans and corporate strategies?

27
Command over physical access – Does the organization control deliveries through security checks at gates as well as weigh bridges?
28
Command over physical access – Does the organization control deliveries of raw material through quality control checks at the weigh bridge (example purity of diesel / petrol (diluted with water),  raw material destined for production etc)
29
Command over physical access – Does the organization control company vehicle usage over weekends through an authorized register?
IND

Fraud Risk Management Checklist 

Internal Control Indicators–Computers
In 

Progress
No 
Yes
REF 
30
Does the organization maintain an IT Security Policy?
31
Does the organization have a policy and practice of using IDs and passwords for computer access?

32
Does the computer system require additional access controls for sensitive files and applications?

33
Does the access control of each user ID limit the access?

34
Remote access (for example smart cards, biometrics, temporary PINs, etc.)? is this controlled in line with local standards and company standard?
35
Computer and IT  access, are employees allowing access to unauthorized employees by loaning keys, sharing passwords, and so on?

36
Are there additional computerized security and/or electronic surveillance systems for especially sensitive areas?

37
To a casual observer, does the workplace appear to have adequate access controls?

IND

Fraud Risk Management Checklist Internal Control Indicators  - Accounting reconciliations and financial analyses
In 

Progress
No 
Yes
REF 
38
Does the organization perform bank reconciliation for all accounts?
39
Does the organization perform accounts receivable reconciliations (month to month, general ledger to sub ledger?
40
Does the organization perform accounts payable reconciliations (month to month, general ledger

to sub ledger)?
41
Does the organization perform variance analysis of general ledger accounts (budget and current year, versus actual and previous year)?
42
Does the organization perform vertical analysis of profit and loss accounts, as a percentage of sales, against historical and/or budget standards?
43
Does the organization perform detailed sales and major expense analysis; by geographical region

or product line?
44
Does the organization maintain a side letter register? 
45
Does the organization maintain a central contracts register?
46
Does the organization perform financial analysis to identify any fraudulent reports?

47
Does the organization perform financial analysis in order to identify any overstated revenues?

48
Does the organization perform financial analysis in order to identify any fictitious revenues?

48
Does the organization perform financial analysis in order to identify any inappropriate asset valuation?

50
Does the organization perform financial analysis in order to identify any asset / revenue understatement?

51
Does the organization perform financial analysis in order to identify any inappropriate disclosures?

52
Does the organization perform financial analysis in order to identify any timing differences?

53
Does the organization perform financial analysis in order to identify any questionable write – offs / impairments?
IND

Fraud Risk Management Checklist Internal Control Indicators  - Audit
In 

Progress
No 
Yes
REF 
54
Is there an internal audit function?
55
Does the internal audit perform habitual checks?
56
Are external audits carried out on a regular basis?
57
Cooperation with external audit, is this done?

58
Did the organization report any fraud or financial irregularity to the Audit Committee in the last FY?
59
Did the organization report to the Audit Committee any unexplained losses or bookings in the last FY?
IND

Fraud Risk Management Checklist 
Fraud Prevention – Initiatives 
In 

Progress
No 
Yes
REF 
Employees displaying signs of drug addiction, and low-paid employees having fancy cars that remain unexplained, how is this dealt with?
Employee risk level and low and executive, level was the considered?
Does management suspect any collusion by employees with suppliers?
Is it the organization’s strategy to instantaneously dismiss any employee who is found to have committed a fraud?

Does the organization report fraud to authorities?
Previous fraud, did the organization assess the root cause of it?
Does the organization perform drug testing on employees?
Encouraging an ethical environment?

Risk financing, how is this dealt with?
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Action = Deploy prevention, detection and response reviews





No Action = Accepted Risk 


Risk Appetite not breached











Escalation & Action taken 





 Reporting 





*Ensue timely and transparent reporting of risk 





Reporting  





Frequency Assessments & Finance Alignment 





* 12 to 24 month intervals 


* High risk areas every 12 months 


* Risk Assessment Tools & Checklist 





Leaders 





*Independent Leaders to control of process (Internal Audit) with the help of above committees deploys risk management in practice 





*Team selection for risk assessment 





Monitoring  


Continually 





People





 Escalation & Action 





* Ensure transparent escalation of risk to management /  Committees 


 *Action taken to remediate should be tracked and recorded in risk register, Committee meeting records etc. 





Audit Committee & Executive Committee & Risk Committee 


Governance of Risk 

















Board of Directors


Governance Oversight





 *Impact of   


 the fraud 


 that


 occurred in


£ ? & reputation of company 





*Likelihood of fraud occurring 
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