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ASSIGNNMENT UNIT 11 (COMPUTER CRIMES)

QUESTION 1

1. What Is Computer Forensics?
ANSWER.
Computer forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law. 

According to U. S Department of justice, computer forensics can be defined as “the use of scientifically derived and proven methods towards the preservation, collection, validation, identification, analysis, and interpretation, documentation of digital evidence derived from digital sources for the purpose of facilities or furthering the reconstruction of events.”


2. Why Computer Engagements Are Carried Out?
Answer.
Computer engagements are carried out to enable the forensic accountants set their roles, the scope of the engagements to be specified and agreed upon and that the result expected from the engagement clarified.
 
The computer engagements are carried out for the purposes of the followings
a) Fraud prevention and detection control assessments.
b) Investigations and consultations involving bankruptcy   
c) Advisory assistance for disputes such as family law, valuation assistance
d) Non-testifying privileged consulting, and damages calculation and expert services.
e) Investigations, including financial reporting and security investigations, regulatory compliance, and misappropriation of assets.

3. Name Some  Sources From Which Data Can Be Retrieved 
ANSWER.
Data of forensic interest can be retrieved on just any device that is used to store data. This includes the following commonly used equipment.
a) Laptop computers
b) Pcs and workstation printers
c) Fax machines 
d) IP telephones 
e) Removable disks
f) Cell phones
g) Scanners
h) Copiers 
i) Ipods and Mp3 players
j) Mainframes and servers 
k) Tapes
l) Thumbs- drives
m) Solid state storage
n) Email –server or remotely stored
o) Recycle bin
p) Data stored in the cloud 
q) Voicemail on telephone systems.



4. Explain The Characteristics Of Computer Forensic Analysis.
ANSWER.
The characteristics of computer forensic analysis  includes;
a) Ability to apply sound and replicable methodologies.
b) Using practices that has been able to withstand challenges in the past.
c) Using software that is acceptable in the forensic profession.
d) Ability to apply methods that yield reproducible results.
e) Documenting everything comprehensively.
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5. What Are The Benefits Of Data Analysis?
The benefits of data analysis  are:
a) The ability to reduces or even eliminates sampling risk
b) The ability to easily trend relevant data over periods of time, fluctuations in trending lines can be analyzed further for false positives and potential risk factors
c) The quick identification and extraction of certain risk criteria from the entire data population for further analysis.
d) The benefit of identifying trends of which company personnel, consultants and forensic accountant were unaware.
e) The comparison of relevant types of data from different systems or sources of show a more complete picture.



QUESTION 2.
What Are The Legal That Should Be Considered Before Starting Computer Forensic Engagement?
ANSWER.
The following are legal that should be considered before starting computer forensic engagement:
a) Will the scope of the examination be limited to relevant data?
b) Does the crew expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?
c) Is there a summons that allows collection of data?
d) Is guidance available to the engagement team under privilege?
e) Do the skilled have necessary qualification and licenses to provide sound advice? In further words, is the forensic accountant able to withstand challenges?
f) In cases where data are being collected globally, is the engagement team aware of laws pertaining to international privacy?
g) According to state law, is it necessary for data to be collected and analyzed only by a licensed private investigator?
h) Does the forensic accountant or client have legal authority to gather the data? To whom does the data belong? Are there privacy concerns?
i) Does the team know to whom the data belong, and are there any privacy concerns?








QUESTION 3
What Tools Are Used By Forensic Accounts For Data Analysis
ANSWER.
The forensic accounts use the tools in the table below for data analysis. 
	S/N
	TYPE
	DESPRICTION
	EXAMPLES

	1. 
	Basic Productivity Software 
	The forensic accountant would need intermediate or advanced expertise in the use of the product. They may use software used for other business purposes as well.
	Excel, Access

	2. 
	Excel/Office Add-on Data
	Excel/office add-on data is a Intuitive programs with user-friendly utilities that leverages Excel and other Microsoft products in order to perform data analysis. They enable users who are beginners in data analysis to experiment without incurring high training or implantation expenses.
	ActiveData,
TopCasts

	3.
	Data Analysis Software 
	This is comprehensive data analysis programmes that support various investigative activities, such as converting multiple electronic formats into a single format that can be used.
	IDEA,ACL

	4.
	Specialty Software 
	This is a Special Purpose Software used to facilitate advanced data analysis inquiry or special investigative purposes, for instance are data mining, security and access.
	Wizsoft,SAS,SPSS,Qualys



QUESTION 4
What Is A Chain Of Custody? And What Type Of Information Does It Contain?
ANSWER. 
A chain of custody (CoC), in legal contexts , is refers to the chronological documentation or paper trail, showing the seizure, custody, control, transfer, analysis, and disposition of physical or electronic evidence. This involves movement and location of physical evidence from time it is obtained until the time it is presented in court.

Chain of custody contains the following information: 
a) Name(s) and signature(s) who is(are)providing and collecting device
b) The exact physical location of each device including the address and room number.
c) Every device’s condition, description ,make , model number and serial number
d) The date and time at which each device was collected.
e) Marking on the device including a case/project number, item number and the initials of the person who has marked the device. 
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