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Gathering Evidence

Assessment 6
1. i. ‘Best Evidence’ is a legal term that any evidence submitted should be an original copy and not just the most appropriate that supports your findings.  The ‘best evidence’ rule originates from 18th century British law.  However nowadays according to Lord Denning, an English lawyer and judge, all evidence should be admitted original or not as it is there to support the case.  If the original evidence is not available a copy can be submitted but there must be prove it is an accurate copy.  However it is generally only original copies of evidence that will be accepted, especially for financial investigators they will always need original copies of financial statements.

ii. It is important to keep the collected evidence well organized as financial investigations will require lots of information so it important to know what information you have so that you are not missing a vital piece of evidence but also that you do not start duplicating the information you have.  The financial investigation will be time pressured with so much information so it is important to know where it is so that it is easily to hand to produce when needed.  The evidence will be confidential so it is important that it is kept securely and can be efficiently found when needed.  It also needs to be secure and know what evidence there is as it could be lost or destroyed.  The evidence also needs to be stored carefully as if information was to go missing the investigator could be held liable as its confidential information.

iii. There are several devices that could assist in the collection of evidence these are both electronic and paper based.  As technology is so easily accessible to people today there are many electronic devices that may contain evidence firstly the possible offenders personal work computer this will have all sorts of databases, spreadsheets and word documents on it which may include vital evidence.  The offender may also have a personal home computer, laptop or tablet again all may hold important documents or emails relating to a fraudulent crime.  Servers also show what is stored on a computer and whether there are any hidden files.  Personal Display Assistants (PDA) such as BlackBerry’s also has personal information and can also access emails.  Most mobile phones especially smart phones can be used not only to make calls and send texts but to browse the internet and access emails so again they may contain vital evidence.  Phone records can be accessed into order to see who offenders have been in contact with along with this answer machines can also be checked.  Possible incriminating faxes may have been sent another provider of possible evidence.  Security cameras can also be used in offices to show staff movements but also see what information they are looking at.  The cameras can also be used to monitor their arrival and departure from work and if they are in work when no other members of staff are.  A card entry system can also track entry and departure from a place of work, also sometimes card entry is needed to log onto computer systems.
Paper based evidence would be copies of accounts or statements, copies of contract and emails etc.
iv. There are several points to consider when planning the evidence gathering process Firstly the investigator needs to meet with the client in order to establish their requirements.  They need a selection of information from a broad range in order to have a good knowledge of the company and the crime committed, this information needs to be reliable and valid so that a conviction is achievable.  The evidence needs to be credible and accurate.  If the investigator is going to use witness statements they need to be a reliable witnesses.  They need to enquire if regular back up is made of the systems so that if the investigator needed to they could look at records from previous years. This would also include hard copies of records being kept and how long are they kept for.  If information is stored off site with a storage company such as Iron Mountain, can the information be easily retrieved if required.    Some roles may be outsourced such as invoices, or using a factoring company or payroll, if so again can information required be easily retrieved from them.  The investigator needs to know what systems are used by the company and if these systems have been recently changed, if they are new systems can the old ones be accessed in order to get the information.  A final point is know the hierarchy of the company who is in charge of who, are there staff who are not answerable to anyone if so should this be allowed does it not leave the company open to mistakes or worse fraud.

v. The ‘working papers’ are documents or spreadsheets that record all the evidence to be used in a case.  Working papers should be understandable to someone who has no financial or legal background; they need to be clear, accurate and reliable.  They need to be secure so as not to fall into the wrong hands.  
In a company environment they could be ledger accounts, journals, excel spreadsheets, any audit reports that have been done, management reports, emails, vendor list and contracts.  Anything that gives an insight into the day to day running of the business.  
The papers could be public records this is any information that is openly available to the public e.g. newspaper articles or online searches.
Electronic files are also working papers this could be emails or any files that are held on their computer.  Photographs, be it paper or digital are also working papers as they are evidence of a person’s movements, it is always useful to have a date and time on the photograph so the court knows when the actions took place and it is credible evidence.
Any interview recordings or notes that have taken place with witnesses or the suspect that back up the investigation are also working papers.  Along with any information from third parties such as auditors, customers, vendors and banks.
Finally court proceedings and transcripts are working papers as they detail the case and trial.

vi. The main steps in gathering evidence are document retention considerations, planning considerations and chain of custody.
Document retention considerations are important as in a forensic accounting investigation there will be a lot of evidence from many spreadsheets to emails.  There may be many files, audit notes, accounting reports, accounting journals and lists of accounting transactions in a system.  Therefore the investigator needs to decide which information is important and is to be used in the case and retained, as sometimes all information will be required.  They need to consider how long to hold the information for, for example if the case will go along for a long time or if there is a chance there will appeal so the evidence will be needed again.  They also need to consider where the information is stored as it must be secure as it is confidential information.  All accounting rules and regulations need to be followed in order to keep the evidence credible and reliable.
Planning considerations need to be set out as the investigator needs to know the clients requirements.  Then what evidence will be required and how long it will take in order to collate all the information.  As a lot of information will be required and is relevant, a clear plans needs to be in place so investigations do not overrun and the investigation does not become time pressured and cost more money.  They need to plan that information can be accessed easily and how long the company retains information so it is still available. They need access to all the systems that contain the information they require.
The final stage is chain of custody this is the proof of the preservation of the evidence, so that it has not been tampered with from the time it was collected to it being presented in court.  Chain of custody is a procedure rather than a document.  It governs the collection, handling and storage of the data, making sure it is secure and no evidence has been amended.

vii. There are various types of documents collected in the evidence gathering process.  Statements are always a vital document in the process as they are an actual statement from witnesses and possibly the suspect of what activity has actually been occurring.  These give the outline of what will be expected in the trial although the person will be expected to give their evidence in the dock.  A source of statements would be a written statement by the witness or suspect signed and dated.
Paperwork that shows transactions and shows stock or cash movements are also important.  These could be print outs of transaction accounts for example SAP or SAGE, cashflow spreadsheets, invoices and statements.
Many organisations have intranet sites; this is a good way of passing on information company wide.  It can also be used to message people and they can hold forums with other staff members which may contain valuable information for the investigator.
Email is widely used nowadays for conducting business the investigator could find emails with incriminating evidence as people are not always careful about what information they put in an email.  They could have emails to vendors, customers or other colleagues all with information of illegal behavior.

2. Financial crime generates many types of evidence that a financial crime investigator can use.  The investigator should review many if not all the financial reports prepared or used by the suspect as there is a chance they could they have manipulated the figures into to get the result they want or hide monies they have stolen.  Print outs of most reports will be available as well as should be accessible on pc’s for the investigator.  The financial reports could include profit and loss accounts, showing stock and cost of sales and any expenses, this would show if there were unusual stock levels or unexpected expenses.  Balance sheets would show abnormally high liabilities or assets again raising management concerns that there is possible fraud.  The cash flow statements and forecasts will also show any irregularities, all these spreadsheets will show who has amended or created these sheets through computer ID’s so makes the crime more traceable.
In order to look at discrepancies of accounting transactions the investigator could get accounting ledger print outs as they will be able to print off every ledger account it could mean a lot of paper work but it will give them every transaction movement.  Again these will be traceable back to an individual through their computer log on and most systems e.g. SAP and Oracle, the person needs a user name and password and these systems show when the investigator drills down who has done the transaction.
Emails are a vital source of evidence as people are lackadaisical and send emails with information that is confidential and not for outside people, it could be concerning company information that effects share prices or if the company is struggling could affect them getting credit and lose valuable customers and suppliers.
Bank statements are another important evidence source this will show deposits and withdrawals.  It will highlight if there are any unusual deposits or withdrawals, they also show the date and time of these movements and who was responsible for either doing them electronically (from log on details) or paper based (signature and name printed).  It can also show customer payments and whether any new customers with large payments that could actually be an employee committing fraud.

3. Financial and non- financial crimes differentiate in evidence types.
Financial crime is generally investigated by a forensic account and a civilian.  Financial crime is very much document based and therefore involves a large amount of paper work.  The evidence is from a wide source form emails to spreadsheets from computer log on's and servers to caught on CCTV.  The amount of evidence collected and required is up to the forensic accountant and therefore can collate as much or as little as they wasn’t for the case.  There are no set time constraints so they can take as long as they need to fully complete the investigation, the only impact it has is on themselves, in that the longer it takes it can be more costly for instance if they need to employ experts in a particular area and you require their time longer.  It can also be costly in that they lose other jobs due to one investigation overrunning.  
Non-financial crime is investigated by the police so have an authorative background.  They need hard evidence which would include a victim, reliable witnesses, fingers prints, weapons or photographs.  There is some documentary evidence but not as much as a financial case as there are other forms of evidence available to them.  Non-financial crime does have much stricter deadlines once the arrest has been made the clock is ticking and evidence needs to be gathered quickly in order to get a charge otherwise the criminal must be discharged.  Also once a charge has been made a date will be given for a court case so once again a deadline must be reached. 
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