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Q1.
i. Computer Forensics can be defined as the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law. Computer forensics involves determining what activity has taken place on a specific device and restoring any corrupt or deleted files. This data can then help to determine who was involved in any fraudulent activity, when they received certain information and any actions taken by them, including any action taken to avoid detection.
ii. Computer forensic engagements can be carried out for a number of reasons, these include:
· Investigations involving bankruptcy
· Fraud prevention and detection assessments
· Advisory assistance for disputes, such as family law or damages calculation
· Investigations, including financial reporting or securities investigations, regulatory compliance and misappropriation of assets 
iii. Data can be retrieved from network files, web logs, access logs, general ledger records, sales and purchase ledger records/databases, procurement records/databases, expense systems, user files. Data that can be used by forensic accountants includes internet history, emails and logging record files. Forensic data can be found on any device that is used for data storage, such as laptops, external hard drives, CD’s, tapes, USB thumb drives and scanners.  
iv. A computer forensic analysis must have the ability to provide sound results that can be replicated; this will ensure that the analysis results have come from a method that can stand up to scrutiny, a challenge may have been made in the past but the methods used should still hold up. The software used must be acceptable by the forensic profession to ensure that the results obtained can be used as evidence. All methods and software used should be documented fully to support the investigation.
v. Computer forensics can be used to complete data analysis. This is more efficient and takes much less time than manual review of the data. Some additional benefits of data analysis are:
· Data from various sources can be compared, providing a fuller picture
· Sampling risk is eliminated as 100% of data can be reviewed
· Monitoring of relevant data allows for analysis of trends which appear over a period of time, fluctuations in these trends and identification of any possible risk factors or false positives
· Allows for testing of internal controls 

Q2.	There are a number of legal factors to take into consideration when undertaking any investigation, including computer forensic engagements. The investigation team should consider if there is a legal subpoena in place to allow for the collection of the data to ensure any evidence collected has been legally obtained. The team should ensure they have access to legal counsel under privilege to provide them with any advice as required. The members of the team will need to understand what computer systems and technology are used and ensure they have the required experience, qualifications and licenses to accept the engagement. They must ensure the team is able to withstand any challenges against their findings. The team should understand any privacy concerns relating to the ownership of the data. They should ensure they understand if there is any limitation to the data that can be analysed. This can be determined by understanding the nature and scope of the engagement prior to accepting it, it should also be determined if there is any limitation detailed within any subpoena or warrant issued. The team will want to understand if they are likely to discover any information that might need disclosing to the authorities, such as child pornography or information related to national security issues. If this is suspected the team should ensure they seek advice on the course of action to take regarding this data. 

Q3.	There are a number of tools that a forensic accountant can use to help with data analysis. They include:
· Basic Productivity Software, e.g. Excel, Access; the forensic accountant would need intermediate or advanced expertise of using the software. Software that is used within the business for another purpose could also be used.
· Excel/Office Add-on Data Analysis Software, e.g. Active Data, TopCaats; these programs are very user friendly and use Excel or other Microsoft tools to perform data analysis. This can be used by beginners without the need for much training.
· Data Analysis Software, e.g. IDEA, ACL; these programs can support many investigative activities such as converting formats to allow a single format to be used.
· Specialty Software, e.g. WizSoft, SAS, SPSS, Qualys; these are special purpose software which can make advanced data analysis possible e.g. data mining.

Q4.	Chain of custody refers to the documentation showing the seizure, custody, control, transfer, analysis and disposition of physical or electronic evidence.  The details of the chain of custody the data collection and analysis must follow are a vital part of an investigation plan. The data collected must be handled properly to ensure that it will be admissible in a court of law and not vulnerable to any criticism. The chain of custody form is the document that proves that the evidence is the same as the one from the crime scene. A chain of custody form used by a forensic accountant would include the following information for each device:
· The name and signature of the person providing and receiving/collecting the device
· The complete physical location, including the room and address details, where the device was taken from and is stored
· A description of the device, including details such as make, model number, serial number and condition
· The time and date that the device was collected
· The device will be marked with the investigation number and item number; these details should also be included on the form 
Once in custody all devices should be stored in a secure evidence locker. If anyone needs to remove the evidence from the evidence locker they must detail their name and signature, the date and a reason on the chain of custody form. It is important that once the chain of custody has been established it must be maintained to avoid any protocol issues. Any break in the chain of custody could cause the evidence to be inadmissible. 
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