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	1. Question 1.1:

Name at least three technology based sources from where you can get fraud evidence:
Technology based sources containing fraud evidence may include:

· Computers (Desktop); 
· Servers;
· Laptops;
· Mobile phone such as IPhone,  Blackberry, email communications and other digital communication such as instant messenger etc and
· USB Flash drives, CD’s and
· I Pads. 
2. Question 1.2:

How the modern technology has influenced fraud environment?
Modern technology influenced the fraud environment through:

· Fraud information and source evidence evolved away from paper based in to digital information and digital evidence is therefore more commonly encountered by the Forensic Accountant;
· Companies now refer to “data is money” and loss of data or theft of data equates to loss of money (either through customer losses or financial penalties). Therefore, the conventional style check fraud is less encountered and data related fraud investigations are more common.
· Fraud is also more international, because due to server connections, the fraudsters are able to access servers and computers from one country and commit theft and fraud in another country.
· Identifying the fraudsters that use computers to commit fraud may become more complex due to the ability of “masking” or masking and concealing IP addresses of computers used to commit fraud.
· Speed of fraudulent computer transactions increased due to the availability of faceless, online and automated transactions and payment systems.
3. Question 1.3:

What is computer crime?
Computer crime may include:

· Computer crime may include crimes against computers by means of computers to commit a fraud or crime such as fraudulent financial statements, fraudulent disbursements etc;
· Computer crimes could also include loss of data in regards to confidential information.  Commonly referred to as data loss prevention crimes (“DLP”);
· Computer crimes could also include damage of personal or company data and may include illegal acts such as damage to computers, or blocking data transfers (“denial of service DNS attacks”);

· In these crimes, the computer and or computers networks and servers are used to commit the crimes.
Typically, computer crimes could be grouped in three categories as depicted below:
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In specific, computer crime categories appear as:
· Input crimes 
· Internal theft of Log on Passwords;

· Internally or externally gaining unauthorized access to a user account (“hacking”)  

· Data entries of fraudulent data into a computer; 
· Data altered, counterfeited, or forged, lowered, raised, destroyed, intentionally omitted, or created.
· Processing crimes 
Fraudulently altering of computer processing for; 
· Trojan Horse attacks; 

· SQL injection attacks;

· “Botnet attacks” (attack vectors include downloading of “remote control and command software capable of harvesting sensitive data” 

· Use of “Key Stroke Logging” spy ware to capture user passwords as well as log in data;

· Deployment of  “Zeus Program” for remote control and command data sensitive harvesting purposes;

· Denial of service attacks (DNS)  which alter systems processing causing loss

· Deployment malware such as “Superman” and “Office Space” causing financial systems to “round interest calculations” and “route the remaining amounts to personal accounts”; and
· Creation of clone web account with the intention to steal user data (“Web Site defacements).

· Output crimes, 
· Theft of computer-generated reports etc

· Theft trade secrets, private data of customers, customers user data example insurance data, ID numbers, birth dates etc.
4. Question 1.4:

What is computer crime theory?
Computer Crime Theory MOMMM is:

· MOMM abbreviated in the computer crime milieu mean motivations, opportunities, means, and methods. 
· The above originated from the fraud triangle.
· For example, financial motive to generate money at all means through computer crime and the opportunity to abuse company computers to steal the money could be an example of the MOMM scenario. Furthermore, this entail :
· Ideological motives such as an employee that feels oppressed or abused may seek to commit computer crime for those reasons and not necessarily for money motives. Or stealing of information for political reasons (ideology) for example, a US spy stealing information from the Russians during the cold war.
·  Egoistical motives such as employees pride and ego may also be reasons why computer crime is committed.
· Environmental conditions that have provided adequate conditions for computer crime may include elements such as work environment, level of trust etc.
5. Question 1.5:

List at least five different types of computer related crimes.
Computer related crimes include:

· Identity theft;
· Denial of Service Attacks (“DOS”);
· Email Attacks;
· Web defacing / clone websites;
· Server hacking / unauthorised access to company or government servers.
6. Question 1.6:

What is cyber forensic?
Cyber forensic is:

· Eeffective capture;
· Preservation;
· Identification; 
· Extraction;
· Analysis, and
· Documentation of digital data and events. 
The investigator searches for forensic evidence that is fit for submission in court.  
7. Question 1.7:

What is the difference between public and private investigations?
The difference between public and private investigations is:

Public investigations
· Public investigation involves the investigation of allegations in regard to criminal activity or the breach of a specific criminal Act / Law statute.
· I these investigations, the formal transparent process of investigations needs to be followed, and all evidence needs to be acquired in a legal way, since law attorneys may challenge the investigations process as well as legitimacy of evidence obtained.
· The crux behind these investigations mean, evidence must be relevant, and submittable in a court of law.
· These investigations are very public and in the media.
· Restrictions around chain of evidence, custody of evidence, expectation of privacy and legality of evidence should be observed by the investigator.
· Accepted legal protocol for submitting digital evidence in a court of law should be observed. 
· The Cyber Forensic Specialist (“CFS”) should preserve relevant digital evidence, when sources of potential cyber forensic evidence imaged.
· Consideration of expectation of privacy should be observed by the investigator.
· A search warrant will have to be obtained before the CFS begins to capture evidence, because it is a violation of a criminal law, and because of the Fourth Amendment rights. Not obtaining a search warrant for the imaging and seizure of digital evidence  
Private investigations 
· Requirements of evidence, subsequent trial, expectation of privacy, and other issues in a private investigation, are not similar to public investigation requirements. 
· Private investigations do not necessarily involve the investigation of criminal activity. Typical private investigations involve issues such as, breach of policy in regards to electronic communication (unacceptable e-mail activity), discrimination and theft or alteration / damage data  etc.
· Private investigations can become public, especially if CEO’s are involved. 
· The victim may decide to pursue civil litigation or criminal prosecution. 
· The CFS could provide valuable assistance to private lawyers when explanations are provided around digital data collection, data processing and imaging of data during and after the seizure of evidence.
8. Question 2:

Discuss in detail the motives that could work behind computer related fraud.
Motives behind computer related fraud may include:

· Ideological motives such as, an employee commit computer crime for a higher ideological purpose and not necessarily for money motives:
· For example, stealing of information for political reasons (ideology) for example, an employee stealing information with a political agenda, to hand this over to another political group.
· No money is made, however, personal information divulged in a political smear campaign could be an example of ideological motives.
·  Egotistical motives such as employees pride and ego may also be reasons why computer crime is committed:
· For example, an employee feels that he had been abused by his superior or did not get enough bonus and he damages the computer network by infecting it with malware.

· Power position of an employee abusing it and accessing the online bank account and transferring money to his own accounts believing he has the power to do it and that he is intelligent so no one will catch him.
· Environmental conditions which could be the motivation may include:
· Work environment and lacks control of the computer environment (sharing of passwords, no fire walls active, no DMZ protection zones between internal network and external IP connections may be an invitation for unauthorized access to network systems, especially financial systems;
· Market place and issues around market place connectivity etc;
· Level of stress / pressure to perform and the matter of Society General and Jerome Kerviel, the French bank trader that lost US4 billion in and abused the banks trading systems, circumvented controls and hide trading losses for several months. After discovery, a loss of US4 billion was calculated by forensic accountants;
· Ethics in the organization and the habit to share passwords and exclude mandatory network approvals for high level payments;
· Level of interpersonal trust amongst juniors and managers oversight 
· Internal control effectiveness  and oversight programs  

· Economic and competitiveness conditions faced during the business cycle. 
9. Question 3:

Outline the steps involved in cyber forensic investigations process.
Steps involved in the cyber forensic process may include:

· Cyber forensic investigation planning 
· Perform situation debriefing; 
· Discuss subject profiling;  
· Identify selected subject hard ware such as laptops, Ipads, Blackberries and modes of communication;
· Discuss how email communication will be done and over how long period. (If its longer then retained in laptops, discuss email imaging in the data centres and how access to the data centres will be granted;
· Prepare enough back up and imaging drives so you FTS team don’t run out of back up storage devices.
· Observe and discuss search warrants to counter any refusal to systems or serves due to data privacy issues.
· Prepare teams, discuss morning raid time and which person will take control of which premises (if multiple premises are involved).
· On-site cyber forensic investigation  
· Enter premises, and move directly to hard ware device / subject; 
· Secure hardware, laptop, desktop drivers, Ipads and blackberries;
· Image devices on site and seal device with applicable evidence bags and signatures;
· Interview subjects and record who has access to hardware and who had log in passwords recording dates of log in passwords issuance;
· Hardware that cannot be imaged on site should be moved to securely maintaining the chain of evidence;
· Before leaving premises, ask the relevant subjects to sign the release of hard ward, laptops etc.
· Chain of custody of seized data and hardware on scene  
· Maintain chain of evidence; 
· Do not work on master copies; and 
· Seal and lock secure all hard ware mater images in the safe.
· Off-site cyber forensic investigation at the Lab   
· Keep all master copies locked in safe;
· Work only on copies of data;
· Develop exact search parameters in conjunction with Project Manager;
· In case of email review, ask the Project Manager to hand over the approved Key       -     Word search list prior to running email data through search engine;
· Ask the Project Manager for the exact tests the he would like to run against the   
       SAP data, email data or PDF. OCR recognition software; and 

-      Hand over chain of custody certificates to Project Manager for filing as this    

        may be requested in court at a later stage. 
· Cyber forensic reporting    
· Develop graphs, flow charts and court submittable data based on your data mining;

· Power Point presentation showing PIE charts, date ranges of email data extracted and over what period. 
· Present I2 Chart, OCR email log list or other pre-defined search data to Project Manager.
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