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Fraud Risk Assessment
ASSESSMENT # 9

1. Short Answers

i. 
Fraud Risk Assessment

· Fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information systems, and an understanding of the fraud environment, which includes timeframe, entity, efficacy of internal controls, etc.



Risk Assessment Factors:

· Probability (the likelihood of an event occurring) and impact (the magnitude of the event) form the foundation of risk assessment. Although these concepts are fairly simple, their application is difficult.
· Several questions must be answered: Which factors should be considered? How might risk be measured precisely? Which tools will help in risk assessment?
· Risk assessment factors can be considered on different levels such as entity, behavioural, products and services, geography, divisions, accounting and business processes, controls, computerized systems, etc.
· Usually, factors are initially considered at the entity level because fraud, embezzlement or theft can only be successful with the combination of executive and employee personalities, working environment, organizational culture and internal controls. 


a. Corporate Environment Factors:

· According to the Association of Certified Fraud Examiners (ACFE) 2008 Report to the Nation (RTTN), when its members were surveyed regarding resolved frauds, it was revealed that 959 cases had been reported. 
· One of the statistics concerned the industries represented in these cases. Some industries and organizations are more vulnerable to theft, fraud and embezzlement than others.
· A factor to consider while conducting risk assessment is whether the entities working in industries that have a higher susceptibility to fraud are at a greater risk of fraud as well. 



· Industry by Frequency: 
· Banking/Financial services (14.5% of all cases reported) 
· Government/Public administration (11.7%) 
· Health care (8.4%) 
· Manufacturing (7.2%) 
· Retail (7%)
· Industry by Median Loss: 
· Telecommunications ($800,000/16 cases) 
· Agriculture/Forestry/Fishing/Hunting ($450,000/13 cases) 
· Manufacturing ($441,000/65 cases) 
· Technology ($405,000/28 cases) 
· Construction ($330,000/42 cases)

b. Economic Factor:

· Economy is another factor to consider during risk assessment. People steal in good times, and in bad times they steal even more! In a 2008-2009 survey ACFE asked 507 CFEs to report fraud that had occurred since the beginning of the economic crisis. According to this survey, more than half of the CFEs reported that fraud had increased during the economic downturn.

c. Internal Factors:

· Internal factors that contribute to the increased probability of fraud and embezzlement are lack o monitoring activities and inadequate controls such as:
· Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.

· Absence of company policy regarding sanctions for financial crime and breach of security.
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles.

d. Fraud Factors

· Risk assessment should also consider fraud schemes that have the probability of occurring while guiding the anti-fraud program.
  For example, in financial statement fraud, executives have a    higher probability of being involved, and in asset misappropriation and corruption a trusted employee is more likely to be involved. 
· Corruption cases may also involve outsiders who collude with fraudsters working for the entity. It is important during risk assessment to take these individuals into account and take countermeasures to detect fraud.

ii. 
		INTRODUCTION:

		Risk Assessment Best Practices

· Without risk assessment, an entity is unable to defend itself from the risk of fraud. Management needs to take a formal, effective, and conscientious approach in order to assess risk and mitigate it. This process requires the following kind of people and strategy:





		Leader(s)
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· The risk assessment process needs a suitable person or team. Persons with sufficient independence and the ability to carry out effective risk management are required for organizational management. 
· These kinds of people can be found among the organization’s internal audit personnel. 
· It is vital to have someone with experience of performing effective risk assessment who has the support of the organization’s board of directors and its audit committee.

		Team:
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· It is important to choose the team carefully. While it should start with internal experts and consultants, it should also involve people from a broad cross-section of the entity. This includes different levels of management. 
· All major business units of the organization, especially accounting and sales (which are more vulnerable to fraud), all business processes, key positions, and perspectives should be represented in the team to provide high-quality risk assessment. 
· Moreover, people who are creative, capable of reasoning logically, have an understanding of the business and the industry, and are able to present arguments in favour of the opposing side should be sought and chosen regardless of their position in the entity.
· It is critical to document risk assessment because these documents might be reviewed later when risk has been assessed but not yet realized. Documents can act as learning tools for better and more effective risk assessments because the lessons learnt in previous risk assessments might be used to fine tune future assessments.


iii. 
		
		Internal Factors
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· Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
·  Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach of security.
·  Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles.
·  Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.


iv. 

		Measures and Relationships:
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· Risk is difficult to measure quantitatively. There has to be base against which to measure the impact of potential losses caused by potential fraud. The team determines, according to shared and planned criteria, a relevant and reliable indication of risk that needs to be measured. 
· The importance and difficulty associated with the task of measuring risk reinforces the need for a diverse, organization encompassing team capable of making informed and logical decisions during risk assessment.

		Inherent Risk:

· Inherent risk is the risk posed by an error or omission in a financial statement due to a factor other than a failure of control. 
· In a financial audit, inherent risk is most likely to occur when transactions are complex, or in situations that require a high degree of judgment in regards to financial estimates.
· The probability  of material misstatements  occurring in transactions entering  the accounting system  or being in the account balances is Inherent Risk
· Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as high, medium or low risk. 
· A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility.
· If the auditor concludes that a high likelihood exist, the auditor will conclude that inherent risk is high.
· Inherent risk, which addresses the possibility that some human mistake or natural event will adversely affect an organization's assets, cannot be avoided or transferred away. If controls are not introduced to reduce inherent risk, it must be accepted. 


v. 

Measures and Relationships:
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· Risk is difficult to measure quantitatively. There has to be base against which to measure the impact of potential losses caused by potential fraud. 
· The team determines, according to shared and planned criteria, a relevant and reliable indication of risk that needs to be measured. 
· The importance and difficulty associated with the task of measuring risk reinforces the need for a diverse, organization encompassing team capable of making informed and logical decisions during risk assessment.

		Residual Risk:





· The residual risk is the risk or danger of an action or an event, a method or a (technical) process that, although being abreast with science, still conceives these dangers, even if all theoretically possible safety measures would be applied (scientifically conceivable measures); in other words, the amount of risk left over after natural or inherent risks have been reduced by risk controls. 
		The general formula to calculate residual risk is,
		Residual Risk = (Inherent Risk) - (Impact of risk controls)
· Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. 
· There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk. 

		

· There are four basic ways of dealing with risk: reduce it, avoid it, accept it or transfer it. Since residual risk is unknown, many organizations choose to either accept residual risk or transfer it 
	For example, by purchasing insurance to transfer the risk to 		an insurance company. 
· In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk.

· When addressing residual risk, organizations should: 
· Identify relevant governance, risk and compliance (GRC) requirements.
· Determine the organization's control framework's strengths and weaknesses.
· Acknowledge existing risks.
· Define the organization's risk appetite.
· Identify available options for offsetting unacceptable residual risks.



2. 	
	
	Fraud   Risk-Assessment Check List:

		Business Details:

		Name of the Business:	 VAMAZ SILK AND SAREE
		Nature of Business: 	SILK SAREE SHOP 
		Address:		           Mantha Road, Near Anand Public
                                                                 School, Jalna.	
			[image: ]


		INTRODUCTION:

		Inherent Risk:

· Inherent Risk The team should determine what the inherent risk is for this fraud scheme for this entity or business process. The assessment could be a probability (1 to 100 percent) or simply low, medium, or high risk.
·  A number of factors can be considered here, some of which are industry, strategy, market volatility, and organizational structure.

Control Assessment:

· Controls Assessment Auditors and other key people on the team should determine what controls are in place to mitigate the specific fraud scheme. The assessment would, of course, match the method of assessing inherent risk (percentage or tier). 
· One must be sure to consider that people in key positions can best evaluate weaknesses in internal controls and risks; but those same persons are potentially the ones to commit fraud in the given area. 

Residual Risk:

· A simple mathematical function of subtracting the level of control mitigation from the inherent risk will leave the residual risk. Again, it would take the form of whatever was chosen for inherent risk. 
· Residual risk will inevitably require one of two responses: no action, as the remaining risk is accepted, or action to mitigate or remediate through additional prevention or detection procedures (even potentially including the purchase of insurance).
·  The response taken should be documented and tracked over time, in part to determine the entity’s abilities to measure and manage risks. 





Business Processes:

· This column is a notation column to identify which business processes (i.e., cash receipts, payroll, etc.) are involved with this scheme.
·  The business process owner should be documented as the responsible party for the area and, if applicable, for responding to unacceptable residual risk.
·  Considering the aggregated number and risk ratings of all schemes by business process can also shed light on fraud risk. 

Red Flags:

· Here the team would identify the red flags that could be associated with the scheme. This documentation is a starting point for fraud prevention or detection procedures. Red flags are available from a variety of literature sources.
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		MAIN ANSWER:
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		Fraud Risk- Assessment Check List:

	Fraud Schemes
	Inherent Risk
	Control Assessments
	Residual Risk
	Business Processes
	Red Flags

	
General antifraud
	
Middle
	
Low
	
Middle
	
Cash Receipts Management
	
On some cash receipts amount stated is more than amount received.


	
Fraudulent
statements
	
Low
	
Low
	
Low
	
Payroll
	
Some dummy 
employees were 

created in 
order to show cash outflow and increase 
Expenses.


	Financial:
	
	
	
	

	

	
Overstate
Revenues

	
Middle
	
High
	
Middle
	
Revenue Receipts
	
Some overstated receipts from customer were found in order to increase sales and profit.


	
Timing
differences
	
Low
	
Middle
	
Low
	
Payments to Employee
	
Delay in payment to employees as per book and bank statement.


	
Fictitious
revenues
	
Middle
	
High
	
Middle
	
Fictitious revenue
	
Yes, fictitious 

revenue generated


	

Improper
disclosures
	

Middle
	

Low
	

Middle
	

Receipts, Salary Payments , and Debtors receivable
	

Accounting policy and framework not properly disclosed


	
Improper asset
Valuation
	
Low
	
Middle
	
Low
	
Asset
	
Asset properly valued and disclosed


	
Asset/revenue
Understated
	
Low
	
High
	
Low
	
Asset/ Revenue
	
Not understated




		Frequency and Alignment with Finance:

· Every entity should conduct a formal risk assessment regularly, ideally every 12 to 24 months. An annual risk assessment should be synchronized with financial planning and reporting timeframes. 
· Risk assessment is a continuous process requiring central position holders to constantly monitor and adapt to the fraud environment and refresh the process and plan for response regularly.




		CONCLUSION:

· In VAMAZ SILK AND SAREE SHOP, a single risk assessment is not enough, and it is important to conduct a separate risk assessments. Different assessments and different teams are needed for the business unit to assess.
· The checklist shown above is intended to assist accountants in assessing and managing fraud risk in the organizations. All questions answered with “No” require investigation and follow-up, with their results documented. 
· The entire above, fraud scheme should be properly considered by VAMAZ SILK AND SAREE SHOP in order to minimize fraud risk in impact future.
                          

· Internal control mechanism at the organization is implemented properly.
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