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		Forensic Accounting



 

1. (i)  At high levels of organisational life, it is easy to steal because controls can be bypassed or overridden.  High level thefts are committed by managers at all levels including the most senior levels.  Many of the frauds committed by these individuals are the same as those committed by employees lower down the organisation chart.  High level thefts are committed less frequently but result in a much greater loss than the lower level.  The reason for the greater loss only managers and executives are in a position to conceal the crime.



Lower level thefts are committed by people who are neither supervisors nor managers or executives.  They may be salaried staff or hourly paid employees.



According to the Association of Certified Fraud Examiner’s Report to the Nation in 2008, executives stole an average estimated sum of £834,000 per fraud, managers stole about £150,000, and employees stole £70,000.  Although the monies stolen are greater at the higher levels, the incidents of fraud are more frequent at the lower levels due to the larger number of employees at the lower levels.



Example of a high level fraud is the kind that involves fraudulent financial reporting such as the Enron case, which resulted in the collapse of the Company.  By contrast, typical low level frauds include padding expenses, reimbursement claims or diverting cheques that are payable to vendors.
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(ii) The ACFE RTTN has put together a profile of fraudsters based on information collected from CFES in its surveys.  The more expensive frauds in terms of costs or losses are committed by fraudsters who:



(a) have been with the firm for a long time,

(b) earn a high income,

(c) are male,

(d) are over 60 years of age,

(e) are well educated (the higher the educational degree completed, the higher the losses),

(f) operates in collusion rather than alone, and 

(g) have never been charged with anything criminal.



 (iii) Calculating criminals are predators.  Generally, they tend to be repeat offenders and are above average intelligence and relatively well educated.  They usually begin their careers in crime later in life than other criminals.  Calculating criminals tend to be risk takers and lack feelings of anxiety and empathy.  A related view, somewhat different in emphasis, was offered in 1993 study of Wall Street’s insider trading scandals by a team of psychologists who suggested that individuals willing to commit crimes had an ‘external locus of control’, i.e. they lacked inner direction, self-confidence and self-esteem and were motivated by their desire to fit in and be accepted. 



Case Mr. X was an exceptional employee as a vice president of operations at a billion-dollar company that he joined six years before.  He would work nights or weekends to get the job done.  He remembered employees’ names, and used them when giving out praise and even remembered the children’s names and would ask about the children.  Then one day Mr X wired 10 million dollars of his company’s money to a bank in Germany and took off after it with his secretary abandoning his wife of twelve years and their three children.  His friends and colleagues could not believe it.



To the forensic accountant called in to investigate the case, it was not a surprise as Mr. X was a predator, a con man who stole for personal gain.  It turned out Mr. X had four previous felony convictions.



Predators develop considerable skills and make a career of deceiving people.  They are dangerous and cause great harm and once in place they are hard to detect.   The Predator who wants access to company assets will find a way to achieve that goal regardless of the controls established to prevent intrusion.  Fraud deterrence and detection controls are often robust enough to stop other types of white collar criminals, but may not stop the predators.  The best deterrent is to do thorough background checks before hiring.



(iv) The vast majority of corporate criminals are situation-dependent criminals.  They appear to be ordinary people without the intent to harm others.  Generally, most news coverage and scholarly literature focuses on the ‘egregious, highly publicised and largely atypical case’ and ignore ‘the more common run-of-the-mill, garden-variety’ offenders and offences that account for most of the white collar crimes.



The white collar criminals profiled below don’t stand out.  Many employees share these characteristics.



Characteristics of the Typical White Collar Criminal:



· Over 30 plus years;

· It is more likely to be male (55%), female (45%);

· An appearance of a stable family situation

· Above average (postgraduate) education

· Less likely to have a criminal record

· Good psychological health

· Position of trust in the organisation

· Detailed knowledge of accounting systems and their weaknesses

· Prior accounting experience







The forensic accounting investigators often sit down with clients and goes through the organisation chart.  They will go through the list of employees one by one, ask about each employee’s work and what is known about that individual’s lifestyle.  The forensic accountant might point to an employee and it turns out the employees has been with the company for many years, assisting others with their work, always pleasant and rarely takes time off.  The Client may have visited and be friends outside work and their children may play together.  The Client may believe he knows enough about the employee to eliminate them from the list of suspects of fraud.  An experienced forensic accounting investigator will understand that the employee fits the profile of a white collar criminal.    This is not to suggest all nice people are criminals, but rather that most white collar criminals give the appearance of being nice people.



Power Brokers are high placed corporate criminals and though they show the same characteristics of the Calculating Criminals and the Situation-Dependent Criminals, they differ in their methods and motives.  A combination of predatory characteristics and the circumstances of their positions could lead them to commit financial crimes.  It is unlikely that Corporate leaders who face criminal charges intended to create a company that would enrich themselves while eventually destroying the dreams and plans of thousands of innocent victims, employees and investors.



(v) Fraud Triangle
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The Fraud Triangle was introduced by Donald R Cressey who worked extensively in the field of criminology and white collar crimes.  Fraud is often a white collar crime, but not always.



The Fraud Triangle is a framework designed to explain the reasoning behind an employee’s decision to commit workplace fraud.  There are three stages, categorised by the effect it has on the individual, and can be summarised as pressure, opportunity and rationalisation.



Step 1 – the pressure on the individual is the motivation behind the crime and can be either personal financial pressure, such as debt problems, or workplace debt problems, such as shortfall in revenue.  The individual sees the pressure as unsolvable by legal, orthodox means and not shareable with others who may be able to offer assistance. Common examples of a perceived not shareable problem are a gambling debt and maintenance of a lifestyle.



Step 2 – the opportunity to commit fraud is the means by which the employee will defraud the organisation.  The employee sees a clear course of action by which they can abuse their position to solve the perceived not shareable financial problem and which they believe that it is unlikely to be discovered.  



Step 3 – the ability to rationalise the crime is the final stage to the fraud triangle.  This is a cognitive stage and requires the fraudster to be able to justify the crime in a way that is acceptable to that individual’s internal moral compass.  The fraudster is a first time criminal who do not see himself/herself as a criminal, but rather as a victim of circumstance.  Rationalisations are often based on external factors, such as a need to take care of a family, or feels that he has an unreasonable employer which in his mind minimises or mitigates any harm done by the crime.



(vi) Gywnn Nettler’s, Professor Emeritus, Department of Sociology, University of Alberta, from his research and studies perceived that people who have experienced failure, who are disliked by others or who dislikes themselves, who are impulsive, distractible, ignorant people, or people who have great pressure to achieve important objectives. 



Profile on fraudster



(a) employee believes he can get away with it;

(b) employee desperately needs or desires the money or articles stolen, feels frustrated or dissatisfied about some aspect of the job; 

(c) believes everyone steals, so just copying;

(d) has no self-control;

(e) the level of motivation to lie, cheat or commit fraud depends on the individual employee’s needs;

(f) the motivation to deceive increases with the struggle and determination to survive;

(g) middle/upper-class people are less likely to cheat than lower-class people; 

(h) believes that stealing a little bit won’t make any difference to the company as it is so big;

(i) the employee was economically, socially or culturally deprived during childhood;

(j) the rewards gained often exceed the risk of punishment.  Often when a fraud is detected the extent of punishment imposed on the perpetrator is to be fired, sometimes without paying back the fraud loss;

(k) a variety of personal and organisational and external situations lead to people lying and deceiving.



(vi)  The typical motivations for a white-collar criminal to commit fraud are like other crimes can be explained by three factors: individuals who are motivated to offend, the availability of suitable targets and the absence of capable guardian-control systems or “someone to mind the store”.



The motivations that persuade the perpetrator to commit fraud, according to a report from an economic survey in the United States are financial needs, anxiety at work or simply because they can. 



Joseph T Wells – Researchers have shown that employees commit fraud has more to do with motivation than opportunity.  The more dissatisfied the employee, the more likely it is that he or she would engage in criminal behaviour.

One criminologist described this phenomenon as ‘wages in kind’.  Everyone believes they have a ‘sense of worth’ and if an employee feel that they are not being treated fairly or adequately compensated then statistically there is a higher risk of trying to “balance the scales”.



A second theory as to why employees commit fraud is related to financial pressure.  In the late 1940s criminologist Donald R Cressey interviewed nearly 200 incarcerated embezzlers including convicted executives.  He found the great majority committed their crimes to meet financial obligations.  Cressey also observed that employees must perceive an opportunity to commit and conceal their crimes, and be able to rationalise their offences as something other than criminal activity.





Example 1



An investor spent his life savings gaining control of a 100-year-old public company that manufacture vacuum cleaners.  Soon as the investor was in place as CEO, the investor introduced a complete new product line.  However, the new vacuums were vastly inferior to the old ones, and the consumers returned them to the factory in droves.  The CEO did not credit the inventory account for returns, but rented off-site space to store the junk vacuums.



Eventually the scheme got too big to control and the CEO confessed to the authority, as the CEO realised he could not continue with this scheme.  Inventory was overstated by $40 million.  The independent auditors were sued for malpractice and the business folded.  The CEO went to jail and the investors lost everything.  The CEO’s motivation was that he had hocked everything he owned to acquire the Company.  The auditors could not and did not know that at the time.   



Example 2



A loyal bookkeeper was denied a $100 monthly raise.  The bookkeeper was incensed, so he methodically stole for the next 20 years $100 a month until he retired.



2     Both white collar, blue collar and street crime have major consequences.  Robberies, thefts and vandalisms are considered to be serious crime committed every day in the streets.  



Anyone can become a victim of street criminals and these crimes are often committed under the influence of drugs or alcohol.  Since ‘crime culture’ consists of a group or groups of individuals who live outside social norms.  Street crime is the most dangerous type of crime.  This is due to the fact that the situation on the streets of big and small settlements creates a psychological climate for the population living there and contributes to the formation of public opinion about the criminal situation in a particular locality, region, or country and has a favourable or unfavourable impact on the formation of public opinion about the capabilities of the criminal justice system and the government as a whole.















Typical street crimes are the following:



(a) Crimes against life and health (murder, bodily injury);

(b) Crimes against sexuality inviolability and sexual freedom (rape);

(c) Crimes against property (theft, robbery, fraud);

(d) Crimes against public security and public order (hooliganism, vandalism, illegal possession of weapons);

(e) Crimes against public health (drug trafficking)



It is easier to prepare and to hide the committed crime in the city because the offenders have more opportunities to use the proceeds of crime and to disappear into the crowd.



Street crime is characterised by a complex and multi-layered character.  Unemployment, racism and discrimination plays a part in pushing people toward the criminal underclass and thus leading to a parasitic way of life.  As a result, these processes largely determine those currently, existing, negative social phenomena such as alcoholism, drug addiction, vagrancy etc., which are considered to be a major background in relation to the crime phenomenon.  It is important to address the issues of determination of street crime and pay specific attention to the most important factors, such as the crisis in the economic, cultural, spiritual, legal spheres of today’s society. 



Example 1



Jenny is walking through a parking lot on her way home from the theatre.  Paul walks up behind her and grabs her purse off her shoulder knocking her to the ground.  Paul then runs away with the purse.  Jenny is the victim of a robbery and has just experienced a crime against persons.



Example 2



Lorraine is returning to the parking lot after being to the theatre to find that her car has been stolen.  This is a crime against property.  Crimes against property are all crimes involving the theft or damage to property.  Crimes against property don’t involve bodily harm or the threat of bodily harm to a victim.  Crime against property include burglary, arson, auto theft, and vandalism.



White collar crime is non-violent crimes committed by business or government professionals for financial gain.  White collar crimes involve lying, cheating, stealing, fraud, embezzlement, forgery, money laundering, internal scams, tax evasion, environmental, law violations and security violations and espionage are all forms of white collar crimes.  White collar crime occurs in the course of the criminal’s legitimate job or profession.  White Collar crime can relate to more financial costs and can cause harm to individuals. (Example, is stealing from the employee’s Pension Fund (BHS 2016 and Maxwell mid 90’s).  This type of crime is considered to be the one that may cause the most economic damage to modern society among all types of crimes.



White collar crimes are also violations for the protection of the environment, bribery of officials in order to obtain lucrative contracts and other forms of corruption.  The multiple ways to deceive consumers in the production of goods, trade and services can also be understood as the types of white collar crimes.





The investigators carried out by the law enforcement authorities usually do not end with the pursuit of practical ends, but on the contrary, perpetrators are brought to administrative responsibility.  All the above features make it possible to formulate a clear definition of white collar crime as acquisitive crime being committed by senior officer, directors of legal persons, who possess high social status in the course of one’s occupation and professional activities and aimed at the interests of the state, society, businesses and individuals in the area of economic activity and normal functioning of the business (Berkeley 2009).



Example



Claire is a bank-teller, Peter goes to the bank to deposit £1,000 in cash, Claire takes the money, but she purposely records the deposit as £100. Claire then puts £900 in her purse.  Claire has committed the theft known as embezzlement and since it is in the course of her job it is known as a white collar crime.



White collar crimes are sometimes considered to be victimless crimes and therefore don’t generate as much concern as street crimes.  White collar crimes do have victims, which includes individual employees, taxpayers, the environment and economy.



White collar crimes are harder to detect, because it takes hours to build a case around it and it does not involve serious bodily harm or people’s death.  In addition, they are difficult to prosecute, because the perpetrators have access to sophisticated means to hide their activities and the wrong doing can be hidden within legitimate economic activity (Berkley, 2009, p201).   



Blue collar crimes are a term used to describe crimes that are committed primarily to people who are from a lower social class   This is contrasted with white collar crime, which refers to a crime that is committed from a higher social class.  Blue collar is characterised by high risks and low rewards.



Conclusion



All these crimes are serious offences against individuals and the community as a whole.



On daily basis people can hear of various rapes, robberies and murders (these are known as street crimes); however, when we speak of white collar crimes, these includes cybercrime, fraud corruption, false bankruptcy, industrial espionage, tax evasion and others.    



The punishments are different in many ways. Law enforcements agencies are required to give priority to violent crimes.  Street crimes tend to be more violent and hence given priority to prevent the offenders from continually committing the same crime again.



3.  There are many precautions that an organisation can take to prevent fraud.  If the organisation takes appropriate steps and procedures to prevent fraud, then their losses can be non-existent or minimal.  Fraud can be prevented just by making appropriate inquiries.













Business can be a victim in three areas:



(a) Customers

(b) Employees

(c) Vendors and suppliers



Implementing internal controls can assist in the prevention of fraud.  Internal controls mean more than administrative procedures.  Employers should enforce employees to take vacations, provide training and make periodic rotation and for different staff assignments.  



Example



For employees dealing with vendors and suppliers this is vital, and there was an incident in the UK where an employee was taking ‘backhanders’ and it did not come to light until the Company insisted he took his holiday.  He had not taken holiday for many years.



The more responsibilities the employee can take on, the more valuable he or she become to the business.  However, a business should not rely too heavily on any one or two employees for a particular assignment.  Change of rotation of roles should be made periodically.



In smaller companies it is harder to implement internal controls and segregation of duties and they do not tend to have internal audits as larger companies.  This is because there tends to be one accountant, who is responsible for all financial tasks, no division of duties and no control mechanism.



If the internal controls are poor, then the opportunity for fraud is greater.



The following are some general characteristics of satisfactory planning and internal control over financial reporting:



(a) policies and procedures that provide appropriate segregation of duties to reduce the likelihood that deliberate fraud can occur;

(b) personnel qualified to perform their assigned responsibilities;

(c) sound practices to be followed by personnel in performing their duties and function;

(d) A system that assures proper authorisation and recording procedures for financial transactions.



[bookmark: _GoBack]If the organisation is not in a good financial position, then employees might feel insecure about their jobs or company’s existence.  The organisation should keep the employees informed about the position of the Company, this helps build trust with the senior managers. This could be through team briefs, newsletters, emails and intranets. 



If the organisation is honest, then the trust will be there, even when the prospects are not good.  If the organisation puts a message that the company is doing well one week and then the following week announces that there will be redundancies, then the trust in the senior management will evaporate quickly.  In the UK, it has not helped when companies enforce redundancies on the workforce then reward executives with substantial bonuses.

Employees feel resentment towards management and this may encourage people to commit fraud to correct the injustice.



When morale of employees is low and they feel that there are no future prospects, they might lack loyalty and feel wronged and this can be counter-productive to the success of the company.  Low employee’ morale can be the result of personal problems or work related.  Perceived inequities at the workplace can lead to decreased employee loyalty.



Reasons for employee fraud to ‘correct’ injustice are



(a) Being passed over a raise;

(b) Being passed over for a promotion;

(c) Being subjected to disciplinary action;

(d) Feeling that pay is inadequate;

(e) Favouritism to other employees;

(f) Resentment towards superiors;

(g) Frustration over job;

(h) Boredom.



The most common ethical values found in corporate literature include: integrity, fairness, honesty, trustworthiness, respect, openness. They are commonly expressed through an ethics policy and a code of ethics.



If there are no ethics codes, this will lead to confusion.  Are gifts allowed, what is a company secret, what line is drawn between gifts and kickback?  Policies should be implemented so that it is clear what gifts are acceptable, the amounts of units allowed and a clear security policy.  It must be clear that employees know who they can contact for advice, i.e. line managers or in a bigger organisation there be a help line for advice.



The business must promote and display good ethical and moral standards.  These standards must be equally applied (and be seen to be equally applied) to all employees, regardless of seniority.  These standards must apply to employees, customers, vendors and suppliers.  This has been an issue in the third world with shops like ‘Primark’ who are using supplies from abroad where they can get ‘cheap labour’.  This has now been addressed by companies putting money back into these countries, which could be investing in schools and education or the environment etc.











































Case Study



(i) The trader is advertising photos which are not kitchens that he has built.  He must have chosen the kitchens to attract people to his products.  This is misleading, because it is false advertising and is deemed as fraud and deception.  



Advertising in the UK is managed under the Consumer Protection from Unfair Regulations 2008 - New regulations to protect consumers from unfair, misleading or aggressive selling practices came into force on 26th May 2008. The Consumer Protection from Unfair Trading Regulations 2008 (the CPRs) implement the EU Unfair Commercial Practices Directive.



In the United States, the federal government regulates advertising through the Federal Trade Commission (FTC), and additionally enables private litigation through various statutes, most significantly the Lanham Act (trademark and unfair competition).  (In 2013 and 2014 the United States Supreme Court reviewed 

two false advertising cases Static Control v Lexmark and POM Wonderful LLC v Coca Cola Co, under the Lanham Act). 



(ii) The forensic accountant needs to go through the accounts produced and the traders’ business plan. The forensic accountant should request bank statements, invoices and receipts for the transactions in the accounts.  The forensic accountant needs to look at the cash inflows and cash outflows.



From the accounts, the forensic accountant needs to check if there are any advanced payments (deposits) and if there are any other investors, or bank loans etc., in other words how is the trader paying his vendors and suppliers initially.



The forensic accountant needs to see if there are any other employees or contractors working for the trader.  The forensic accountant needs to know how he is able to pay for the vendors and the suppliers. 



The forensic accountant need to find out when the trader started to trade and what is his initial setting-up costs for the business.  The forensic accountant needs to find if he has advertised in the media to determine if the there are any additional start-up costs to see if this would affect his profit.



From the plan, the forensic accountant needs to determine how many kitchens he had planned on selling for the period of the completed accounts.  The forensic accountant needs to see if he is currently working on any kitchens and find out how long the kitchen will take, how much it has cost and what price for the trader has quoted for the finished kitchen. 



The forensic accountant needs to go through the accounts and see where he is getting the recycled materials from and if he is buying it up front where is he storing the recycled materials.  The forensic accountant need to find out if he has got a place where he is renovating the recycled materials for the kitchen, and whether it is owned or rented.  The forensic accountant should also look at phone bills and the inventory and fixed assets. 



The trader must have purchased tools and consumable items to be able to build the kitchen.  The forensic accountant needs to ensure these are accounted for properly in the accounts.  Also there may be vehicles which are being used to transport the materials. This may give an idea of what has been used, the forensic accountant need to determine the business/personal use ratio.    An inventory check could give an indication if something has been bought and used, but cannot be accounted for. 

 

The forensic accounting can also look to see if there are any similar business to see if there is a market/fair price for a “same standard” kitchen or at least give an idea of what the consumer is willing to pay. 



If the trader is suspected of doing the kitchen for cash, then the forensic accounting will need to determine what he is doing with the money.  The forensic accountant will need to try and find out if the trader has got any offshore bank accounts or his he putting the money into other assets as in antiques, vintage cars or property.



An example, a case in the UK, where the trader was taking money from the clients, selling cars that were not fit for purpose, and it was discovered that he had 115 vintage cars in a warehouse.



Also the forensic accountant needs to determine that the person who prepared the accounts is independent.



The forensic accountant could also check the trader’s property, and his family’s lifestyle, for example expensive holidays, antiques and expensive jewellery etc.  The forensic accountant needs to calculate his cash inflows and cash outflows to see if his expenditure can be justified.   The trader might have other sources of income, all ow which need to be taken into account.



The forensic accountant could also look to see if the trader had owned or owns any other business or was a director of another company to see if there is any reason to believe that the Trader has a history of fraud.



Conclusion



It is very difficult to justify if cash has been received but is not going through a legitimate bank account.  The forensic accountant can only present what he can find.  Even if the forensic accountant can get hold of the trader’s personal accounts, the cash may not have gone through the accounts.  If he is spending money on expensive holidays, antiques or expensive jewellery and the forensic accountant can prove that the trader has not inherited, won the lottery or been given a gift from someone then it may indicate that he is trying to deceive the stakeholders.  
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