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UNIT 10 – FRAUD PREVENTION
QUESTION 1
Give short answers for the following questions:
I. Outline the difference between policies and procedures.
Policies are the objectives of an entity. They are the guiding principles used to set direction in an organisation. They guide and influence decisions. They should be used as a guide to decision making under a given set of circumstances within the framework of objectives and goals as determined by senior management.

On the other hand, procedures are the actions taken by an organisation to ensure that objectives are achieved. A procedure is a particular way of accomplishing something. It is designed as a series of steps to be followed as a consistent and repetitive approach to accomplish an end result i.e. objectives. Procedures provide a set of established rules for conducting the business of the organisation.

Policies and procedures document all unethical actions and transactions and determine how violations should be treated.

II. Name some techniques that help increase the perception for detection.
Perception of detection is a term that refers to the way of increasing the expectation that fraud would be detected. An organisation’s ability to heighten the perception that fraud will be detected will substantially lessen the likelihood of its occurrence. Here is a list of techniques that can help enhance the perception of detection.

Surveillance

This would involve the installation of surveillance cameras in strategic places and high risk areas. Such a measure should be announced to all staff so that they are aware that someone could be watching.

Anonymous Tips

Anonymous tips involve whistle blowing by staff who notice actual or suspected wrong doing by their colleagues or co-workers. Such programs could involve the use of communication methods such as telephones, letters and emails. Employees should be availed an easy environment and safe path to offer tips.
Surprise audits
These are audit visits and reviews that are undertaken without prior announcement or notice. Such audits could be conducted by internal auditors or even external auditors. It should be made known to all staff that an audit could be done at any time without the need for prior notification.

Prosecution

This technique involves prosecuting fraudsters to the maximum extent of the law in order to send a strong signal that no one can get away with financial crime.

Enforcement of ethics and fraud policies

When a fraud occurs, the entity must ensure that maximum punishment is imposed on the perpetrators in accordance with policy.

Catch me if you can.

This means catching and punishing the fraudsters. Offenders can be caught, prosecuted according to the law and organisational policy. Further, the treatment of the fraudster could be publicized so that it is a deterrent to would-be fraudsters. Perpetrators are less likely to commit fraud if they believe they will be caught.

III. How does Internal Audit help in detection?
The internal audit function is responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Internal audit programmes and assignments could be designed in such a way that they incorporate fraud detection tests and procedures. In addition, regular visits by internal auditors enhance the chances of uncovering frauds and are an effective preventive measure. A strong internal audit function creates a strong perception of detection and can therefore serve as a prevention measure. The internal auditor must help identify, review and analyse anomalies and pursue fraud aggressively.
Internal auditors assist management with the evaluation of internal controls used to detect and mitigate fraud. They also help evaluate the organisation’s assessment of fraud risk and must be involved in any fraud investigations. Internal audit activities could be viewed as a deterrent simply because they create awareness that the function continuously evaluates the effectiveness of fraud controls and reviews the results of their execution.

IV. What is the commanding approach in fraud detection?
This is a confrontational and authoritative approach and entails clearly indicating to employees that anyone discovered stealing would be caught and fired from their job. Under this approach, if a fraud occurs and is detected, the accused is simply fired without any need to seek prosecution.
V. What is the difference between precautionary approach and detective approach?
Under the precautionary approach, preventive measures are taken to screen out potential fraudsters. Measures used include background checks for previous criminal records and credit reports. The organisation can also employ active and efficient internal controls. It is a proactive way to manage vulnerability to fraud.

The detective approach depends on strong accounting controls and an internal audit function to monitor transactions against potential fraud. It helps uncover frauds before they occur and also to detect those that occur on a timely basis. 
VI. Explain what the term Internal Controls means. Name some internal control activities that organisations can adopt in order to prevent fraud activities.
Internal controls are preventive measures designed and implemented by management with the intention of detecting fraud and safeguarding the assets of an entity. Accounting controls are established to detect and stop any fraud that may occur in between periodic audits and in the normal course of conducting business. Internal controls are intended to address the “opportunity” leg of the fraud triangle. Examples of internal controls include:
· Adequate authorization procedures which must be evidenced by signature of respective senior members of staff;
· Adequate documentation, records and an audit trail. Management exercise accountability and good stewardship by ensuring proper records are in place.

· Physical control over assets and records such use of locks, security alarms and cameras.

· Monitoring of controls and continuous risk assessment to ensure controls remain relevant and applicable to existing circumstances.
QUESTION 2

Discuss the important points that should be considered when developing fraud policy.
A fraud policy must be in place before a fraud actually occurs or before the specifics of an anti-fraud programme are determined.

Here are the considerations that help shape an anti-fraud policy.
· There should be a very good and comprehensive definition of fraud which covers as many incidents as possible. The definition of fraud must include a list of examples of prohibited transactions and behaviours;
· There must be an identification of the relevant national or state laws that are targeted at addressing fraud;

· Establish the link or relationship between the fraud policy and other policies such as the Human Resource Policy and the Procurement Policy. There must be cross references to all related policies to ensure there are no loopholes that can be taken advantage of;

· Cost- Benefit Analysis: the cost of establishing the fraud policy should be matched with the benefits of having the policy in place i.e. the reduction in financial losses as a result of lack of policy. The fraud policy needs to demonstrate a measurable return on investment and minimise the risk of fraud;
· Examine the risk profile of the organisation by reviewing the risk matrix as prepared after risk assessment. This will help you understand what systems require protection and what to look for in future;
· Consider the current size of the organisation and the amount of detail to include in the policy. However, it is important to provide for flexibility in order to accommodate future changes in the size of the organisation. The policy should be easy to modify in the light of changed operational circumstances as a result of growth in the size of the firm;
· Lastly, the policy should ensure that confidentiality is maintained in order to protect innocent employees who may have been caught up into the investigation.
END.

   Assignment Cover Sheet











