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1. Give short answers to the following questions:                                                         (10)

i. What is Computer Forensics?
Answer:

Computer forensics involves the preservation, identification, extraction, documentation, and interpretation of computer media for evidentiary and/or root cause analysis. Evidence might be required for a wide range of computer crimes and misuses. Computer forensics involves multiple methods of 

· Discovering data on computer system

· Recovering deleted, encrypted, or damaged file information

· Monitoring live activity

· Detecting violations of corporate policy

Information collected  from computer forensics assists in arrests, prosecution, termination of employment, and preventing future illegal activity. 
Other definitions of computer forensics are:-

· Gathering and analyzing data in a manner as freedom distortion or bias as possible to reconstruct data or what has happened in the past on a system.” (Farmer & Vennema,1999)

· Computer forensics is the application of computer investigation and analysis techniques in the interests of determining potential legal evidence.

· Forensic Computing, also known as Evidential Computing and even sometimes Data Recovery, is the specialist process of imaging and processing computer data which is reliable enough to be used as evidence in court（http://www.vogon-international.com/index.htm）
Computer Forensics Examples:-
· Recovering thousands of deleted emails

· Performing investigation post employment  termination

· Recovering evidence post formatting hard drive 

· Performing investigation after multiple  users had taken over the system

ii. Why are computer forensic engagements are carried out?
Answer:

Computer forensic engagement usually is carried out in order to:
· To prevent and detect fraud

· To  investigate and consult on issues involving bankruptcy

· To Obtain advisory services regarding  disputes such as family law, valuation assistance, non-testifying privileged consulting and damages calculations and expert services

iii. Name some sources from which data can be retrieved.
Answer:

Data can be retrieved from the following devices:

· Lap top computer drives

· External hard drives

· Flash disks

· CD's

· DVD's

· Internet websites

· Servers

· Tapes

· Cloud drives

· Emails 

· Cellphones etc;

iv. Explain the characteristics of a computer forensic analysis.
Answer:
Computer forensics activities commonly include:

· the secure collection of computer data 

· the identification of suspect data

· the examination of suspect data to determine details such as origin and content 

· the presentation of computer-based information to courts of law 

· the application of a country's laws to computer practice.
Hence the following are the characteristics of systematic computer forensic analysis:

· Comprehensive documentation

· Application of methods for yielding productive results

· Application of sound and replicable methodologies and techniques in analyzing data

· Application of best practices that have been tested and applied in the past
v. What are the benefits of data analysis?
Answer:

Benefits of data analysis include but not limited to:
· elimination and reduction sampling risk

· quick identification of and extraction of certain risk criteria

· comparison of relevant trends over periods of time

· monitoring trends and evaluating fluctuating trends

2. What are the legal factors that should be considered before starting computer forensic

engagements?                                                                                                                           (7)
Answer:

The following are some of the lagal factors considering when dealing computer forensics:-
· Distinction between government agents and private citizens.

· Illegal actions by private citizens can yield admissible evidence and lead to their punishment.

· If a sworn law officer violates an amendment, the gained evidence is usually suppressed, but the officer is protected by sovereign immunity.
· does the forensic expert have necessary qualification to carry out the job

· is the scope of the examination limited to relevant data?

· Does the team know to whom the data belong
3. What tools are used by forensic accounts for data analysis?                                        (6)
Answer:

Data can be analyzed using different tools such as computer software for data analysis like SPSS, excel and database management software's like access, SQL SERVER .

Analysts can also employ mathematical models to analyze data such as regression analysis, charts and statistical measures. Trend analysis techniques is also a tool using in prediction of events and situation.

Something to do with “statistics”: “meaningful” quantities about a sample of objects, things, persons, events, phenomena, etc.  These are widely used in social sciences.

Statistical methods ranges from simple to complex issues. E.g.

   * correlation

   * anova 

   * manova 

   * regression

   * econometric modeling 

4. What is a chain of custody form? What type of information does this contain?        (7)

Answer:

Chain of Custody: refers to all persons who had possessions of the evidence must appear as witnesses to testify that the fingerprints or illegal drugs had not been tampered with, substituted, or contaminated while the witness had custody and control of the evidence. A chain of custody is not required if the object to be used as evidence is not subject to alteration by tampering, substitution, or contamination. 

A chain of custody is not required in most shoplifting cases. for example, A pistol was held to be admissible without showing a chain of custody or Twenty-two silver dollars stolen from a pawn shop were admitted for use in evidence although the victim couldn’t specifically identify them A chain of custody is not required in most shoplifting cases. 
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