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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
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Question 1

i. Probability (the likelihood of an event occurring) and impact (the magnitude of the event) form the foundation of risk assessment.
There can be several questions asked referring to the foundations of the risk assessment that could be answered: Which factors should be considered? How might risk be measured precisely? Which tools will help in risk assessment?
Usually factors are considered on the entity level because fraud, embezzlement or theft can only be successful with the combination of executive and employee personalities, working environment, organizational culture and internal controls. After the process is initiated, 
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different perspectives, such as the ability of management to incorporate risk management practices, should be examined.
Corporate Environment Factors
· Some industrials and organizations are more vulnerable to theft, fraud and embezzlement than others.
· A factor to consider while conducting risk assessment is whether the entities working in industries that have a higher susceptibility to fraud are at a higher risk of fraud as well.
· Economy is another factor to consider, people steal in good times, and in bad times they steal even more. Fraud grow during economic downturn.

Internal Factors
Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls.

Fraud Factors
Risk assessment should also consider fraud schemes that have the probability of occurring while guiding the anti-fraud program.


ii. Fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information systems, and understanding of the fraud environment, which includes timeframe, entity, efficacy of continues controls, etc.
A fraud risk assessment generally includes three key elements:
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· Identify inherent fraud risk – Gather information to obtain the population of fraud risks that could apply to the organization. Include in this process is the explicit consideration of all types of fraud schemes and scenarios; incentives, pressure, and opportunity to commit fraud; and IT fraud risk specific to the organization.
· Asses likelihood and significance of inherent fraud risk – Assess the relative likelihood and potential significance of identified fraud risks based on historical information, known fraud schemes, and interviews with staff, including business process owners.

iii. The lack of a culture or environment where honesty is encouraged.
Inability to set and communicate performance standards and standards for personal conduct.
Inadequate legal, ethical, fraud detection and security related training.
Absence of company policy regarding sanctions for financial crime and breach of security.
Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behavior that violates organizational principles. 
Lack of clarity of job roles, accountability, duties and responsibilities.
Irregularities audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability.

iv. Inherent risk associated with a fraud scheme is determined by the team for entity or a particular business process. It can be expressed in 
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percentage form or simply as high, medium or low risk. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility.

v. Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk. In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk.


















	


Question 2

Inherent Risk-
What Could go wrong

Theft or loss of assets, especially “attractive” or portable assets such as laptops or other electronic equipment

Unapproved removal or disposal of assets e.g. because of alleged damage

Loss control over assets because asset register not maintained and looked after

Inability to explain expenditure on assets
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Theft of physical resources such as stationery, tools etc.

Unauthorized use of vouchers

Inappropriate use of phones, photocopiers etc.




Unauthorized private use of motor vehicles

Theft of accessories or tools


Use of petrol card for private vehicle or unauthorized purchases





Falsification of vehicle log



Unauthorized staff appointments

Overtime worked without authorization

Timesheet altered to increase hours, allowances etc.

Payments above approved entitlements

Overpayment of employees
















Theft of goods

Unauthorized disposal of inventory







	







Recommended Control Measures




New equipment should be given an asset number and be placed in asset register.

Maintenance of asset register of portable equipment to keep track of equipment that are used by staff.

Management approval of asset disposal

Regular checks that current stock reflects purchases and usage since previous checks

Secure storage of assets























Code of conduct promoted to all staff

Managers to make sure the staff now what the rules are, and model appropriate behavior

Internal policies made to all staff

Monitoring of usage rates on photocopies, taxis, phones etc. 

Secure storage of resources 






Supervisors to ensure all staff understand the policy on authorized use of vehicles

All department vehicles to be approved

Absence from work place to be approved by supervisors




Random reviews conducted of vehicle accessories and ensuring they still in vehicles

Regular checks of vehicle log books






Regular reviews on purchases on petrol cards






Appropriate delegations and procedures for appointment of staff

Supervisors, not staff, submit staff timesheets or attendance variations to payroll

Regular management reports provided to supervisors

Signatures of supervisors required before timesheets can be processed

























Adequate physical security of stores

Regular reviews of reasonable of orders for stores

Managers approval required for disposal of goods.


	







Control measures in Place (Y/N)
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Risk assessment Rating of control measures

Low level of fraud










Low level of fraud







Low level of fraud









Low level of fraud
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Moderate opportunity for fraud





Low level of fraud


Moderate opportunity of fraud








Low level of fraud




Low level of fraud






Low level of fraud
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Moderate opportunity of fraud





Low level of fraud



Low level of fraud




Low level of fraud




Low level of fraud




Low level of fraud
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Low level of fraud
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